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Aviation Security & Intelligence Expert
Please apply by 31/01/2019 at 23:55 hrs CET (Cologne time)
Vacancy notice ref: EASA/AD/2018/012

The Organisational Context

The aviation sector is a global industry. It is today undergoing a profound transformation driven by
technological advances, heightened international competition and global digitalisation.
The European Union (EU) has created a dedicated specialised agency, the European Union Aviation Safety
Agency (EASA), to deliver EU’s aviation safety ambition of ensuring that European citizens enjoy the highest
common level of safety and environmental protection. EASA has specific regulatory responsibilities and
executive tasks in the area of aviation safety and delivers certification services to the aviation industry.
In EASA’s organisational model, the Flight Standards Directorate manages for all activities related to the safe
operations of aircraft and related products and parts, including maintenance and production, air operations,
air crew and medical, ATM and aerodromes. The Directorate is responsible for all related organisations
approvals, rulemaking and standardisation tasks, as well as for the coordination of EASA’s cybersecurity
activities. The Flight Standards Directorate plays a key role in Unmanned Aircraft System (UAS) Regulation and
Standardisation.
The Cybersecurity in Aviation and Emerging Risks Section, within the Air Traffic Management/Air Navigation
Services (ATM/ANS) & Aerodromes Department, is responsible for cybersecurity issues, publishes Conflict Zone
Bulletins and advises the European Commission in safety-related security issues. As part of the New Basic
Regulation for EASA, the Agency plans to extend its resources to address its new tasks with respect to safetyrelated security within all technical domains in aviation.
We are an equal opportunities employer, committed to diversity and non-discrimination. To further enhance
the diversity of its workforce, the Agency particularly encourages applications from female candidates.
For more information about the Agency please consult our website.
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Your accountabilities
The jobholder will provide support to the execution of the tasks of the Cybersecurity in Aviation and emerging
risk section and in particular, in the area of Security in Aviation (SiA), including areas like Cybersecurity,
Aircraft Security, ATM Security and collaborating with the European Commission in the Aviation Security
Committee (AVSEC).
Main accountabilities:













Contribute to establishing a competence cell in Aircraft, Aviation and ATM Security, promoting and
integrating Cybersecurity in all those areas, focussing on security topics with safety relevance;
Draft policies and guidance material on integrated, trans-organisational risk management and oversight
processes. Evaluate existing international, regional and national SiA regulations and standards and
participate in the establishment of new or modification of existing ones;
Develop technical material on aspects of SiA, e.g. end-to-end threat scenarios and associated
evaluation criteria; and perform evaluations of SiA risks, including those spanning multiple areas;
Develop and raise awareness about SiA matters, as they pertain to the agency;
Collaborate with other technical units at EASA to utilise their safety expertise;
Establish and maintain a network with EU, Member States, Industry and international organisations for
alignment of SiA oversight. Liaise with other governments or civil aviation authorities to assure SiA
harmonisation;
Produce and hold presentations and technical briefs for management, stakeholders and end-users; and
In addition the job holder may also contribute to SiA audits, perform risk assessments and be involved
in defining of incident response actions.
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Your Skills and Competencies

Once it has been confirmed that your application complies with the eligibility criteria listed in the Annex, you
will be assessed against the essential criteria and advantageous criteria listed below:
Essential criteria:







Education and/or training in Computer Science, Physics, Aeronautical Engineering or other relevant
subjects, giving an equivalent background demonstrating the ability to work in the function;
A minimum of 3 years of experience in the area of security or cybersecurity activities;
Proven knowledge of security matters in a broad context in either Aircraft, Aviation or ATM Security
area, including cybersecurity; and
Good command of both written and spoken English.

Advantageous criteria:







Systems knowledge in the security in aviation context or similar technical domain;
Knowledge of international and/or national policies and guidance related to the context of security in
aviation;
Knowledge of TCP/IP-type infrastructure (e.g. BGP) and services (DNS) communication;
Knowledge of modelling/simulation techniques and tools; and
Knowledge of the EU aviation regulations, their international context and of quality/safety
management principles applicable to the EU aviation industry.

Candidates invited to the interview and test phase will be assessed against the following
behavioural competencies:










Safety Awareness: Ability to identify, assess, mitigate and monitor risks and focus on safety.
Critical Thinking: Ability to evaluate information with accuracy and objectivity. Use and synthesise data
from a variety of sources appropriately, and apply this according to different requirements.
Problem Solving: Anticipate, investigate and analyse issues in a structured, accurate and objective way.
Generate, evaluate and propose justified conclusions based on a variety of data and after thorough
analysis of all pros and cons.
Compliance: Familiar with and acts in line with pre-defined processes and procedures.
Quality Orientation: Commitment to ensure high standard of delivery in terms of reliability, accuracy
and consistency.
Adaptability: Capacity to adapt quickly to new or changing situations.
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What we offer
The EASA environment

Opportunity to contribute to the European Union’s ambitions and the development of European
Aviation Safety in particular;

Dynamic multinational work environment, building on staff diversity and competencies as a core asset;
and

Modern Human Resources management environment and access to a variety of multicultural education
facilities.
Contract and Benefits

Contract of 5 years, as a Temporary Agent of the European Union with the possibility of extension
(grade AD 6);

Minimum basic gross salary of 5.416,58 EUR;

Salary exempted from national tax on revenue in the EU, but subject to taxation at source for the
benefit of the EU budget;

Additional specific allowances (e.g. expatriation, household, dependent child, installation) depending
on the individual’s family situation and the place of origin;

Annual leave entitlement of at least 28 days;

Broad specific Sickness and Unemployment Insurance Scheme enabling access to care worldwide; and

EU Civil Service Pension rights after 10 years of service.
Life in Cologne, Germany

Life in the vibrant and multicultural city of Cologne, fourth largest city in Germany, with easy access to
other European hubs thanks to its excellent transport connections.
For further information, please consult Working for us 1.

How to apply
You must apply on-line using the eRecruitment Tool2 ensuring that you submit:



The completed electronic EASA application form; and
A motivation letter of no more than one page, explaining why you are interested in the post and what
your added value to the Agency would be, if selected.

We strongly encourage you to provide sufficient information to enable us to evaluate your eligibility and
suitability for the specific position. We recommend that you refer to the Skills and Competencies part to
demonstrate how you meet the requirements.
Failure to submit a complete set of documents might result in exclusion from the selection process.
If you are invited to the test phase, you will be required to provide all original supporting documentation
evidencing the information given in the application form3.

1

http://www.easa.europa.eu/system/files/dfu/Working-for-us.pdf
https://erecruitment.easa.europa.eu/default.aspx
3 For further details on the Agency’s recruitment procedure, please consult Recruitment Procedure3 and the eRecruitment User-Guide3 on our website.
2
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Selection process
Screening of applications
An appointed Selection Board will review all applications.
If your application satisfies the Eligibility Criteria, it will be further assessed and scored against the Essential and
Advantageous Criteria. If you fail to demonstrate compliance with at least one of the Eligibility or Essential
Criteria your application will be excluded from the selection process. Advantageous criteria constitute
additional assets and failure to fulfil these additional criteria will not result in exclusion.
To pass the screening phase and be invited to the test phase, you need to receive at least 50% of the highest
possible score during the evaluation of the applications.
Only candidates with most potential for the job will be invited to further assessment steps.
Test Phase
In this phase, you will be assessed against the specific and behavioural competencies and skills needed for the
successful performance of the role.
The test phase will include:

Structured interview(s)4;

Competency tests (related to the requirements of the post)5;
Closure of the selection
Upon closure of the test phase, the Agency will establish a reserve list of suitable candidates. To be included in
the reserve list, you will need to have received at least 65% of the maximum points in the test phase.
Depending on the needs of the Agency, the established reserve list may be used for recruitment of the same
or similar vacant position at the same grade. Please note that inclusion in the reserve list does not guarantee
recruitment.
The reserve list for this position is valid until 31/12/2020 and might be extended prior to its expiration.
For further details on the status of our published vacancies and open reserve lists, please check the EASA
website.

4
5

If invited, you will be requested to complete a work related personality questionnaire.
This test will be assessed in an anonymous way.
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Annex
Eligibility Criteria
according to the grade of this position and the Conditions of Employment of Other Servants



Professional experience of at least 3 years acquired after the award of a University diploma (with an
official duration of studies of at least 3 years)
OR
In the absence of University diploma, equivalent and relevant professional training and subsequent
professional experience might be exceptionally considered according to the following table:
Duration of the professional training
Less than 1 year
At least 1 year but less than 2
At least 2 years but less than 3
3 years or more









Professional experience
9 years
8 years
7 years
6 years

Thorough knowledge of one of the languages of the European Union and a satisfactory knowledge of
another language of the EU to the extent necessary for the performance of the duties.
Be a national of a Member State of the European Union, Iceland, Liechtenstein, Norway or Switzerland;
Be entitled to the full rights as a citizen;
Have fulfilled any obligations imposed by the applicable laws on military service;
Meet the character requirements for the duties involved6;
Be physically fit to perform the duties linked to the post7.

6

If successful, you will be asked to provide – prior to recruitment – a police certificate confirming the absence of any criminal record
Prior to recruitment, you shall be examined in a medical centre indicated by EASA in order to confirm that the requirements of Article 12 (2) (d) of the
Conditions of Employment of Other Servants of the EU are met.
7
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Commitment

Declaration of commitment to serve public interest independently:
In accordance with Article 11(3) of the Staff Regulations of Officials, and Article 11(1) of the Conditions of
Employment of other Servants of the EU (CEOS), before recruiting a staff member “the appointing authority
shall examine whether the candidate has any personal interest such as to impair his independence or any other
conflict of interest. To that end, the candidate, using a specific form, shall inform the appointing authority of
any actual or potential conflict of interest.”

Data Protection

Personal data will be processed in accordance with Regulation (EC) n° 45/2001 of the European Parliament and
of the Council on the protection of individuals with regard to the processing of personal data by the Community
institutions and bodies and on the free movement of such data and in accordance with the recast of the
aforementioned Regulation in the light of the General Data Protection Regulation (EU) 2016/679 (GDPR).
The purpose of processing personal data which candidates submit is to manage applications in view of possible
pre-selection and recruitment at EASA. More information on personal data protection in relation to selection
and recruitment can be found on the EASA website8.

8

http://www.easa.europa.eu/the-agency/careers-working-for-us/data-protection-information-notice
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