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DESCRIPTION OF POST

The Information Technology Directorate (IDTT) of the Court of Justice of the European Union (CIEU)
is looking for a Seconded National Expert (SNE) in the domain of Information Security to take up a
position within the Cybersecurity Section.

1. CONTEXT

The mission of the Information Technology Directorate at the Court of Justice is to define the
information technology strategy based on the guidelines and priorities of the institution. The DTI
provides a modermn infrastructure and high-performance information systems to ensure the proper
functioning of the Court of Justice of the EU at the cutting edge of technological progress in the
fields of computing, telecommunications and multimedia. The DTI is carrying out a multi-annual,
global reshaping of the Court’s IT landscape accompanied by a re-design of the architecture
including the principles of the zero-trust model.

The mission of the Cybersecurity section is to protect the Court's information processed and stored
by information systems from internal and external security threats and to ensure security-by-
design principles in the projects of the current digital transformation program.

The forthcoming cybersecurity regulation for the EU institutions establishes a framework for
ensuring common cybersecurity rules and measures among the Union institutions and bodies.

II. JOB DESCRIPTION

The Expert in Information Security will work on the implementation of the cybersecurity
regulation for the EU Institutions. The post is located within the Cybersecurity Section of the
Information technology Directorate.

The tasks to be performed include:

e Drafting of cybersecurity governance guidelines, information security policies, standards
and procedures ;

e Defining a baseline of cybersecurity measures to address identified risks ;

s Developing a cybersecurity plan based on the provisions of the cybersecunity regulation ;

* Implementing concrete measures for moving towards a Zero Trust Architecture
according to the defined roadmap. '



oo
COURDE
CURTE

I QUALIFICATIONS REQUIRED - PROFESSIONAL EXPERIENCE

e A level of education which corresponds to completed university studies of 3 years or
more attested by a diploma in the field of information and communication technologies
ICT) ;

» Mininmm 5 years of expenence i the domain of information/IT or cybersecurity ;

o Very good knowledge of cybersecurity frameworks like CIS Controls, ISO27k or
equivalent ;

¢ Very good technical knowledge of I'T enterprise architecture ;

*  Very good organizational and planning skills ;

¢ Team spirit and good analytical and communication skills.

The following qualifications are not required, but are considered as an asset:

s A certification in information or cybersecurity frameworks ;

s Experience in project management ;

e Experience in the implementation of NIS Directive 2016/1148 on the security of
network and information systems.

IV. LANGUAGE SKILLS

Thorough knowledge of an official language of the European Union and satisfactory
knowledge of another official language of the Union. Knowledge of other official
languages of the European Union will be taken into account. For service reasons, a good
knowledge of French or English is required.




