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The security and resilience of society, its infrastructures and territories, is today a scientific,
technical, social and economic issue of considerable importance and relevance. Resilience,
understood as the ability of our society - and its infrastructures - to respond to changes, such
as those linked to climate change, and to destructive events, impacting various supply chains,
is a theme associated today with the other great issue of our times, sustainability.

These are central issues for the Mediterranean region, which can only be addressed and
resolved with a dialogue between the various communities and the various countries
involved.

The concept of "resilience" in recent years has become a fundamental reference for guiding
innovation in the field of sustainable local development policies and strategies. However, the
institutions and social organizations involved in the protection, management and care of the
environment, and intending to promote territorial and urban regeneration and development,
find themselves often facing a complex concept, with implications not yet entirely clear.

The “structural fragility” of the Mediterranean countries represents a decisive issue on which
to reflect in order to define new methodologies for an integrated approach to the resilience
and protection of our territories. The progressive acceleration of unpredictable and
destructive events requires a reflection on the relationship between environmental risk and
territorial protection and prevention strategies. Critical Infrastructures (CRI), intended as both
physical and digital ones, represent an interconnected network of systems that must
guarantee high reliability and resilience despite being increasingly exposed to different types
of risks.

The Mediterranean Sea is the home of essential supranational infrastructures (i.e. high-speed
data transmission networks, gas and methane pipelines, electricity networks, ports), the
protection of which is critical for the security and functioning of a Nation. Research in the field
of security, protection and resilience of Critical Infrastructures is characterized by a high level
of interdisciplinarity, covering not only purely technical aspects, but also topics of great social
and economic relevance, such as Corporate Social Responsibility, Incident Management,
Insurance, Compliance, Audit, Procurement policy and decision making. Furthermore, the
topic is of particular relevance given issues relating to climate change, terrorist threats and

global health.
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The sector is also gaining importance in research and cooperation in international and
community programming, and there is a need for growth in international exchanges in the

sector and the circulation of good practices.

PURPOSE OF THE RESEARCH

The project intends to represent the state of critical infrastructures, the main socio-political,
climatic and structural factors, which can put safety of critical infrastructures at risk, in order
to highlight priority areas of intervention both for their protection and for resilient
management of a possible emergency. Concerning the geographical area of the research, it
starts from the open data relating to critical infrastructures available in Italy and Europe, to
include perspectives from the whole Mediterranean region. The final objective of the
research is to create a dashboard and an interactive map for the analysis of data on critical
infrastructures, which describes the status and the characteristics of the supranational critical

infrastructures which, via the Mediterranean, connect Italy to Euro-Asia-Africa.



In an increasingly interconnected and technologically reliant world, the resilience and
protection of critical infrastructures (Cls) have become essential to national security,
economic stability, and public safety. Critical infrastructures—spanning sectors such as
energy, transportation, healthcare, and telecommunications—are the backbone of modern
society. Any disruption to these systems can have cascading effects, impacting not only local

communities but also regional and global networks.

Understanding the vulnerabilities and risks facing these infrastructures requires a
comprehensive approach that integrates both qualitative and quantitative data. Statistical
analysis and cross-country comparisons are fundamental in identifying patterns of threats,
assessing the effectiveness of current protection measures, and informing future strategies.
The ability to compare the state of critical infrastructure resilience across different regions
and nations offers a clearer understanding of shared vulnerabilities and allows for the

identification of best practices in mitigating risks.

Risk assessments at local, national, and regional levels are critical in shaping preparedness
and response strategies. They are grounded in data that can reveal trends in physical and
cyber threats, expose gaps in resilience, and offer insight into the interconnected nature of
risks across sectors. As highlighted in studies such as the BINAYAT Project, which analysed
critical infrastructure in the Mediterranean region, the use of interactive dashboards fed by
diverse datasets allows stakeholders to visualize the state of their infrastructures, enabling
informed decision-making and proactive risk management. Thus, studying critical
infrastructure protection through the lens of data and comparative analysis is not only

necessary but imperative for fostering resilience in an era of evolving hybrid threats.



The research poses the question of representing the state of critical infrastructures in the
Euro-Mediterranean region, the main socio-political, climatic and structural factors which can
put their safety at risk, with the overall scope of highlighting priority areas of intervention
both for their protection and for resilient management of a possible emergency. As regards
the geographical area of the research, we started from the open data relating to critical
infrastructures available in Italy and Europe, with the intention of broadening the research by

including the higher education institutions members of the UNIMED Network.

The research aims to represent the main socio-political, climatic and structural, technical and
technological factors that are correlated with the resilience of communities and territories in
the Mediterranean area, with particular reference to the factors that can put the safety of
infrastructures at risk. The analysis of the available information and data (qualitative and
guantitative), their availability and interpretation, allowed researchers to define the
boundaries of scientific research and the lines of investigation to be explored further during
the project. After an initial phase of analysis and collection of available data, researchers at
the University of Salento worked on a dashboard for the exploratory analysis of data regarding
critical infrastructures in the Mediterranean area. The tool was built with open data tools and
formats, as required by the European Data Directives, and is available to improve the study
of critical infrastructures, and to improve cross-border cooperation between competent

authorities.

In the following section, we will describe the different steps that led us to the creation of the
dashboard, which allows a better understanding of the critical infrastructure states in the

Mediterranean.



As anticipated, the overall aim of the project is to have a better understanding of the critical
infrastructures’ state and needs in the Mediterranean. First step of the research was to define
the geographical boundaries of the analysis. The researchers decided to target all the
countries represented in the UNIMED network, with the intention of representing the South-
Mediterranean region in the widest terms: Albania, Algeria, Bosnia and Herzegovina, Cyprus,
Egypt, France, Germany, Greece, Iraq, ltaly, Jordan, Kosovo, Lebanon, Libya, Mauritania,

Morocco, Oman, Palestine, Portugal, Saudi Arabia, Spain, Syria, Tunisia, Turkey, Yemen.

Then, researchers focused on:

1. Mapping of respondents. The research started from the engagement of the Higher
Education Institutions in the UNIMED SubNetwork on Safety and Security of Critical

Infrastructures, to define a representative and relevant sample for the analysis.

2. Collecting qualitative and quantitative data. Along with a thorough desk research and
collection of quantitative secondary data, a survey was developed to specifically
collect information from the professionals in the targeted HEls, to better select Critical
Infrastructures types (mapping infrastructures) and KPlIs to analyse. Data collection
was then completed by the analysis of open source datasets related to both physical

and cyber incidents/attacks.

More specifically, after comparing different open source datasets available, we noticed that
finding datasets related to offline physical conflicts/attacks/incidents to critical
infrastructures was more complicated than finding them for cyber conflicts. Because our aim
was to have a broader understanding of the current state of critical infrastructures, both from

the offline/online situation, we selected as open source datasets to use:

- The Global Terrorism Dataset (GTD), because it allows us to understand how many (if
any) of the incidents which occurred to critical infrastructures are to be considered as
Terrorist attacks; and because one of the attributes of the dataset is to allow a fast

selection of those targets which can be considered as critical infrastructures.



The Armed Conflict Location & Event Data (ACLED). This is the most used and analysed
dataset in all research related to conflicts/incidents, so it was necessary for us to
include it to allow the research to focus on other types of physical incidents (not only
Terrorist attacks). Though this dataset does not provide an attribute which clearly
represents a target type, it has features allowing researchers to collect relevant

information for the purpose of this research.

The Global Dataset of Cyber Incidents V.1.2 of the European Repository of Cyber
Incidents (EuRepoC). This dataset was selected, among the many available for cyber
incidents, because it allows to select those conflicts related to critical infrastructures
(and it also specifies which sector they are part of). It also provides information about
offline issues (if any) in the territories, which is a good key to link the three datasets

together when it comes to countries showing repetitive patterns in history.

3. Building a Visual interactive Dashboard. After having mapped Actors, Critical

Infrastructures and KPIs through step 1 and 2, researchers had the right amount of data

to build an interactive dashboard allowing a visual representation of the critical

infrastructure state in the South-Mediterranean region.

The final step needed several technical work in order to be completed, especially when it

came to the analysis of the open source datasets. For the creation of the final interactive

dashboard, the methodologies used are the Data Engineering approach (i.e data wrangling;

data cleaning; data preparation) to finally follow the Exploratory Data Visualization (EDV)

Methodology when building the interactive dashboard. To perform the Data Engineering

approach, the steps followed were the Extract, Transform and Load (ETL) processes which are

detailed as follows:

1.

2.

Extract: We gathered data from various sources by downloading datasets and

obtaining raw data in .csv format as part of the data wrangling process.

Transform: The raw data were converted from .csv to .xlsx format for initial pre-
processing to identify preliminary inconsistencies, such as geographical coordinates

that needed correction. We then selected necessary features by creating Dimensional
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Fact Models (DFMs)?! for each dataset to better organize future visualizations. Using
Microsoft Power Bl and Power Query, we removed duplicates, eliminated empty
spaces, and corrected inconsistent data types according to data wrangling, cleansing,

and preparation guidelines.

3. Load: Finally, we loaded the transformed datasets into the analysis tool.

" The DFM is a graphical conceptual framework centered on a fact entity, which represents a concept relevant
to decision-making and evolving over time. This central entity is illustrated as a round box and described by fact
attributes (qualitative) and fact measures (quantitative numerical properties listed below the fact). Each
dimension of analysis is represented as a directed tree branching out from the fact entity, consisting of
dimensional attributes shown as named circles. These attributes create a hierarchy that defines the scope and
granularity of their respective dimension. The top node of this hierarchy is called the dimension.
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Critical infrastructure refers to the systems, facilities and assets that are vital for the
functioning of society and the economy. These infrastructures are considered essential
because their disruption would impact public safety, security and health or economic stability.
Critical infrastructure includes both physical and virtual components that are interconnected

and interdependent.

Most countries and governing bodies maintain rules around how critical infrastructure must
be managed. The main legislative reference in Europe is the COUNCIL DIRECTIVE 2008/114/EC
of 8 December 2008 on the identification and designation of European critical infrastructures
and the assessment of the need to improve their protection (available here: https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:345:0075:0082:EN:PDF ).

Critical Infrastructures applies to many different sectors, such as energy, transportation,
water and wastewater systems, communications and digital infrastructures, financial,
healthcare, emergency services, defence and national security systems, information
technology infrastructures, and more. These infrastructures are often interconnected, and
disruptions in one sector can have cascading effects on other sectors, leading to widespread

consequences.

Critical infrastructures face various threats that can disrupt operations and pose risks to public
safety, security and economic stability. Common threats include cyber-attacks, physical
attacks, pandemics and health emergencies, natural disasters, supply chain vulnerabilities,
technological dependencies. Ensuring critical infrastructure protection requires a
comprehensive approach, including preventive measures, preparedness and response plans,
resilient infrastructure design, public-private collaboration and continuous monitoring and
risk assessment. Part of such comprehensive approach can be managed through data-driven
assessment of infrastructures, risks and recovery measures. This is what the following analysis

intends to present, with a focus on both cyber and physical attacks.
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After having selected the datasets to download and analyse (as referred before), researchers
created a DFM —a graphical conceptual framework - for each of them in order to identify and
select the features to keep (or to create, by extracting the information from the original
datasets) to be examined and visualized in the future dashboards. All the DFMs are based on

the same fact, namely the critical infrastructure event.

In all DFMs, we thought it was useful the indications of dates, especially those related to the
start of the incident/conflict, to also allow the analysis of the dimensions “WEEK DAY” and
“HOLIDAY”. It is a fact, that many attacks do-not/do occur during specific days, such as
holidays, or weekend and days of the week, depending on the country and their different

background, context and religion.

Among the 3 targeted datasets, the most complete is the EuRepoC one on cyber incidents,
containing detailed information (dimensions) on the event, from which is possible to derive
many measures. The dataset for the analysis of cyber incidents was published on May 3,
20242, This contains data relating to 2889 cyber incidents collected in the period between
01.01.2000 and 02.05.2024, where 60 variables are used, which includes the start date,
names and categories of the recipients along with the names and categories of the initiators.
This Database is part of the European Repository of Cyber Incidents (EuRepoC) project, with
the aim of storing, codifying and examining information in the public domain and obtained
from over 200 sources and 600 Twitter accounts, in order to study trends and dynamics of

cyber threats globally, with a particular focus on Europe.

2 With version 1.2.0, available in Zenodo, https://zenodo.org/records/11108195
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From the global database, the dataset in xIsx format EuRepoC_Global_Database_1.2.xIsx was
considered: each row corresponds to a specific incident, as the main unit of investigation, to
which the coded variables are associated. The attributes defined in the file itself are tabulated
and explained below, with the help of the EuRepoC_Codebook_1_2 file, made available by

the site, in order to generate Dimensional Fact Model diagrams.
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Figure 1: EuRepoC DFM

In correspondence with the "receiver_country" attribute, which defines the nations that
suffer the various cyber incidents, only the countries referring to the UNIMED network were
filtered, thus reducing the records from 2889 to 361 and the attributes from 83 to 61,

according to the measures and dimensions of interest, defined in the DFM.
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Completeness: the dataset of 2889 records is complete in the attributes identified, which
amount to 86, making it almost unnecessary to define new attributes, except for a more in-
depth study on the temporality with which the conflicting events occur, i.e. the duration, the
type of days involved (holidays, weekdays, weekends or coinciding with holidays). In fact, the
events are first analysed according to the location, the dates of occurrence, the type and
category of the events, as well as information on the attackers and recipients, such as names,
types, nationalities. The dataset also presents attributes on who advertised the event, such
as the name, type and category, the date on which the event was advertised, the sources of
information, the nationality of the publication. In addition, the basic issues are analysed, and
above all, the responses to such international incidents from a political and legal point of view,
in terms of number of responses, typology, issuing actor and nationality. The dataset also
aims to inform about the physical and spatial consequences and the economic and functional

impacts following the cyber-attack.

Many attributes have missing values, i.e. empty cells. In fact, attributes of considerable
importance such as the end date of the event have missing values for 56% of the results in
the column, making it impossible to know the duration of the event. The “initiator name” has
16% of null values, the “initiator country” a good 48% of unavailable, untraceable values and
empty cells. The “receiver name” accounts for 39% of unavailable results, the Nations in which

the events occur are not available for only 3%.

Following the description of the events of the “receivers” and “initiators”, the other attributes
are almost empty: the “attribution type” is incomplete at 19%, the “attributing country” at
74%, the “cyber conflict issue” at 51%, up to the “political response type” which reaches 94%

of missing results and the “causalities” which is a completely empty column.

Accuracy: the dataset, already very complete in the attributes provided, is accurate in
indicating the source and the date of retrieval of the news of the conflict event. Despite this,
although the dataset aims to analyse many attributes, the definition of the typology is not
very detailed, in fact it summarizes the cyber-attacks in a few expressions, such as Data theft,

Doxing, Disruption, Ransomware, Hijacking with Misuse and Hijacking without Misuse.

14



Even the indication of the receiving country leaves room for misunderstanding, in fact in
addition to the individual nationalities, regions and institutions are indicated such as, NATO,
EU, Global region, Asia, South Asia, Middle East, Africa, North Africa, Europe, Eastern Europe,
Western Europe; furthermore, the individual nationalities often appear repeated several
times in the single cell. The level of detail of the “receiver category subcode” attribute is

sufficient to indicate the type of Cls attacked.

The category of initiators is not very explanatory, the terms used are generic, such as activists,

criminals, company, terrorists etc.

In general, for all the attributes, the texts are not very accurate as they present many repeated
words and expressions, as well as the punctuation and spaces are uncoordinated, repeated

or missing.

In “attribution initiator”, as in other attributes referring to proper names, the terms are noted,

with sequences of numbers and letters that are not easy to decipher.

Consistency: the dataset does not present tuples, that is, the ID identification codes, chosen
as key attributes, are unique and not repeated for the various records, even if expressed only
with a numeric code, progressive for each event, without any indication of the "Country"
involved. In general, each attribute is independent of one another, except for the typologies
that are a subfamily of the categories and correlated to the issues, the Nationalities are

related to larger territories, the dates are consecutive and coordinated with each other.

Coherence: in general, the dataset presents temporal coherence between the various
columns relating to the start and end dates of the event, its publication, information update,
as well as syntactic coherence between the title of the event and its extended description,
spatial coherence between Nations and territories of belonging, semantic coherence between
typologies and categories, etc. The criticality lies, rather, in the lack of data that often does

not make this verification possible.

15
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The other most complete dataset seems to be the GTD one, which allows a fast recognition
of the events which we are interested in, thanks to the “target (sub)type” attributes. It also
provides the resolution year, which could allow to measure the durations, in case of events
which lasted more than one year, and also the motive, which is fundamental, when trying to

solve conflicts and open spaces of dialogues.

DFM GTD

WEEK

DAY HOLIDAY

MNATIOMALITY

GROUF NAWE FPERPETRATOR

CRITICAL INFRASTRUCTURE EVENTS
STARTING  STARTING  STARTING
STATUS

Number of conflicts DAY MONTH YEAR
Duration of Events
Number of trators

TARGETTYPE  TARGET SUBTYRE Number of Eﬁ{:: MOTIVE TYPE OF CAUSE [CRIT1)
Number of dead victims
Number of dead perpetrators
Number of injured

MATIONALITY Number of injured pepetrators
Number of hostages
GEO-REGION COUNTRY  PROV/STATE  CITY TYFE OF CONFLICT

COORDINATES: RESOLUTION YEAR TYFE OF ATTACK

Figure 2: GTD DFM

Finally, the ACLED DFM is the poorest one, if compared to the previous two. The Target type
which is the most important for filtering and selecting only the conflicts related to the critical
infrastructures, can be extracted from the “Notes” attributes. We decided in this case to
specify “Cl (Critical Infrastructure) Target type” because the target extracted from the notes
will be solely related to semantic keywords related to them. The other conflicts, or those

which showed to have low probabilities of being of interest, were deleted.
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Figure 3: ACLED DFM

After having selected the datasets to analyse, and filtered for the countries/geo-regions we
wanted to focus on, we contextualized data through DFMs and then applied the transforming
processes. Firstly, by deleting duplicate event_IDs from each dataset, ensuring that data
formats were right (for example, when converting from .csv to .xIsx the datasets containing
latitudes and longitudes, most of the times formats were mistaken). We then made sure that
there were no mistakes. For example, in the EuRepoC dataset, each data was repeated 4 times
in each column and each row. Also, we selected those events which were directly targeted

to Critical Infrastructures entities.

This was mainly made by using directly Excel and Power Query, when this information was
available in the original dataset. When this was not possible, such as for example in ACLED
where the target type was not indicated, we used NER methods using Python. Python was
also used to automatically clean texts to create word clouds (for example with GTD) and to
extract nationalities from the involved groups where their nationalities were not indicated in

a proper column (such as for example in ACLED). We also mapped, both for GTD and for

17



ACLED, which of the events related to critical infrastructures and which sub-sector of critical

infrastructures, based on their “notes” (for ACLED) and “summary” (for GTD).

To work in a better and faster way, we decided to divide the datasets also on a geographical
base, as follows:
e two Datasets for GTD, one related to Northern-Africa and Middle East and one related
to Europe;
e three Datasets for ACLED: Africa; Middle East; Europe;

® one unique Dataset for EuRepoC.

To provide a reproducible guideline about the steps followed during this stage, Table 1,
available in Annex |, summarizes all the operations made during the data engineering stage

(i.e., data wrangling, cleansing and preparation) on each dataset, to create the final datasets.

The following table reports the number of cases analysed. The Table reports the original

dataset cases, and the final dataset of selected cases after data processing.

Original Dataset Final Dataset
Dataset
Case Cases
GTD 134 Middle East and North Africa: 593
Europe: 5366
ACLED 31 Africa: 13 984
Middle East: 228 326
Europe: 55 487
EuRepoC | Africa-Middle-East-Europe: 86 Africa-Middle East-Europe: 361

Before exploring the Exploratory Data Visualization part, in the next section we will provide a
deeper explanation of the NER techniques used and the different steps followed to reach the

final version of each datasets.

18



In this section, we outline the methodology used to analyse, clean, and prepare data to
identify incident targets within the context of critical infrastructure. Utilizing Python, we
employed Natural Language Processing (NLP) and Named Entity Recognition (NER)

techniques, to categorize and analyse incident summaries from a dataset.

Two main approaches were used to define the final set of events.

1) Critical infrastructure categories were defined, each associated with relevant
keywords. We defined a dictionary called keywords, where each key corresponds to a
critical infrastructure category, and its value is a list of relevant keywords.

2) Similarly, we defined a dictionary called exclusion_words, where each key
corresponds to a critical infrastructure category, and its value is a list of words that

should exclude certain contexts for keyword validation.

In Annex Il are reported some examples of exclusion words and the reasons for the exclusion.

The keywords were then extracted so that we could know which were the keywords that
allowed the event to be categorized in a particular critical infrastructure category. After

extracting keywords, we summarized the events.

Though we tried to merge all the related datasets (for example the ACLED ones in one unique
“Mediterranean” dataset, and the same for the GTD ones), we decided to keep them
separated to work in a faster and more categorized way. By applying these practical exclusion
criteria, we ensured that our keyword extraction process was precise and context-sensitive,
filtering out irrelevant instances and focusing only on relevant mentions of critical
infrastructure targets. Once the datasets were ready, we created some pivot tables
summarizing the measures (the number of attacks per infrastructure types, number of attack
types, clustered per each country). These pivot tables were then made into datasets to upload

on PowerBl, so that they could be then visualized.

19



Once the datasets were ready to be visualized, we uploaded them on PowerBI to visualize

them in three different dashboards:

® Onerelated to the (terrorist) events in the Mediterranean according to the Data collected
from GTD.

e One related to the events in the Mediterranean according to Data collected in ACLED.

® One related to the cyber-incidents in the Mediterranean according to the Data collected

in EuRepoC.

The GTD Dashboard provides a visualization of the terrorist, thus mostly physical, attacks in
the Mediterranean. The following Figure will provide an idea of the structure and of the visual
items used in the analysis. Label A corresponds to Map B and they both indicate the
perpetrators’ nations. It is clear that the Mediterranean area (which can be visualized in the
Map E, together with the corresponding Label D, providing the name of the attacked nations)
receives attacks from nations which are both internal and external to the Mediterranean
(North Europe, Asia, South America, etc...). The Dashboard gives the possibility to select the
specific conflict (in the list provided between the two maps), or one of the countries we want

to analyse directly from the maps.

Labels highlighted in red will provide detailed information about the selected conflict, thus

the Labels will show:

e which is the selected country (for example “Afghanistan - France”, not showing the
other from the list)

e the event-type (in this case it would be International)

e the number of fatalities

e the number of conflicts among the selected countries

e the name of the attacking group

20
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e the critical infrastructure main area(s) (Air, Power, Transport, Government, Food,
Religious, Education, Communication, Finance, Health, Water)

e the date, including if the date was a holiday or a working date and the week day.

Visual Item C is a chord chart showing the number of conflicts among countries (and it also
changes depending on the selected one). Then, the section F gives an idea of the percentage
of the critical infrastructures’ areas mainly attacked, and it also highlights the main attacked
in the specific event. Finally, the word cloud G indicates the main words used in the notes

related to the specific conflict.

. Afghanis.. France : W Filri .0
* Afghanistan y Albania =
Perpetrator’s Nation Afghanis.. West Germ.. Attacked Nation
Filizin: questa pagina
| Africa France [
{Tuteo
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Figure 4: Dashboard

The GTD dataset is mainly focused on terrorist attacks and it does not provide specific
information about critical infrastructures (readiness, target, response, etc...). Indeed, the
dashboard shows clearly that if visualizing all attacks (including those that we were not able
to identify as attacks to critical infrastructures or not) in the Mediterranean, there are 5957
events. By using the filters on the right and by eliminating those which are empty, the event

number drops to 1044 events.
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Figure 5: Dashboard

The ACLED Dashboard is organized in a similar way. The difference is that ACLED provides

information about the country (which is the territory where the conflict happened) and the

actors’ names and nationalities, which sometimes can be different from the territory of

conflict. For this reason, there are three maps in the dashboard, where the ones on the

left/right indicate the actors’ nationalities and we do not know which of them is the

perpetrator. The corresponding labels on the left/right maps indicate nationalities and actors’

names. The map in the centre and the corresponding label indicate territories of the attack.
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Figure 6: Dashboard
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Also, the ACLED dataset is related to general physical events and it was not intended to
indicate and analyse critical infrastructures. We had to use NLP methods to classify the critical
infrastructures’ areas attacked. This dashboard is also interactive and shows more specific

details depending on the selected conflict.
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Figure 7: Dashboard

The EuRepoC dataset is specifically built to analyse cyber incidents in the various countries.
This dataset provides a greater number of attributes, such as the number of political/legal
responses to attacks, their types and specific details, together with their dates, which allow
us to understand the duration from the beginning of the incident and the dates of responses,
if any. This shows the readiness to these types of attacks, and it also provides easy information
about the attacked target (if infrastructures and what types of infrastructures). However, it is
only mainly focused on cyber-incidents and our main goal is to cover both cyber-physical and

hybrid threats related attacks.

The following figure, will provide an image of the EuRepoC dashboard:
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Figure 7: Dashboard

It is important to notice that, though the main structure of the EuRepoC dashboard follows

the ACLED and GTD ones, there are some differences. Indeed, we decided to focus on other

types of details.

The dashboard is composed as follows:

In the red squares (n.1 and n.2), there are two sections dedicated to visualize the
information about the initiator of the attack on the left, and the receiver of the attack on
the right. Both sections are characterized by a label with the country, a label with the
actor’s name, and the map showing the geographic position).

These two sections are divided by the labels containing the list of all conflicts, followed by
the list of starting-ending dates for each conflict (thus the selected one) and for each of
them, also the duration of the conflict, which is important to show the capability of
defence.

The central part of the dashboard is made by a graph showing the list of countries and the
total number of conflicts for each of them, which will be discussed in the discussion
section as it shows important details as indicated by the green square used to highlight it.
Also, there are all the labels with the information related to the incidents that we selected

as the most important (but it is important to notice, that data allow many other
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information to be visualized, such as the exact value and currency of the economic impact,
and that we just focused on the main important ones that already provided us with the
necessary information to discuss our results). The attributing actor refers to the one who
took responsibility for the attack, followed by the way they took this responsibility. It is
then possible to visualize also, the presence and duration of a disruption, the receiver’s
type and category (thus the main area of the critical infrastructure), their impacts (MITRE,
intelligence) and finally the presence of political and legal responses, and their types.

e The tree chart on the right, as always, provides a visual representation of the main critical
infrastructures’ categories attacked. It is possible to check which categories are analysed
in the data visible on the right part of the figure.

e The bar chart on the left, which is highlighted in the green square because it will also be
better discussed in the next section, indicates which countries reacted to the incidents
with legal and political responses, providing an average of the usual time-window needed
to respond from the beginning of the incident to the political and/or legal response. This
is an important detail because, together with the labels with the types of responses, it

provides a clear idea of the readiness and defence levels.

The EuRepoC dataset has proved to be very rich in attributes related to the incidents, but it
only refers to cyber incidents, with almost absent specifics about physical effects. If on the
one hand, conversely to what happened in the GTD and ACLED datasets, the presence of data
on the political/legal responses, the clear definition of the targets and targets types, actors,
etc... provides very useful insights for the critical infrastructures readiness, preparedness, and
defence situation; on the other hand, this dataset resulted in many gaps, anomalies,
inconsistencies and it needed significant cleaning, which was not enough for the aim of the

analysis.

We highlighted two specific items in the dashboard using green squares, for a better
understanding of the results. Iltem n.3 provides a clear idea of the countries which showed
information about their number/types of political /legal responses and the average of the
time it took to them to react. In the following figure, the red bars indicate the legal responses

data, while the blue ones indicate the political readiness average.
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Figure 8: Focus on Item n.3

Data show that only a few countries managed to respond politically or economically.
Moreover, by paying more attention to the countries' names, it is important to notice that

many of them are not even countries at all. This is clearer by looking at Item n.4.

Tiitate complessive
Germany
France
italy
Spain
Turkey
clobal tregion) [
wiidaile ezst tregion) [
saurd sl ([N
europe (region) [
e tinstivtions) [l
non [l

ram tinstitutions: [

100 200 300
Events

EU [nsitutions) .

tetanan [l

natar ginstautions) [l
eastern Europe [l
Greece l

Eqypt: Turkey; Algena; italy |

Europe [region}: Marth Africa {regicn): Scuth Asia n |

ibyz il £ R
£ Middle East {region]; fordan;

africa [ 2
2 o MATD i nstrtutons]

albzriz AT

Bosniz 2nd Herzegoving ||

; South Asiz fregion; Middbe Best treginn) Westem Europe |

lardan | ¥ ;

Iiddiz Ezst iregiony: Asia regiont ||

jdlle East fregion) |
Witddle East [ragon) |

il

Spain: ¥emen; Pertugat Germany |
Turkey; Europe fregion) |
Turiasy italy |

n

Figure 9: Focus on Item n.4

26



BINAYAT

To access the Dashboards, please click to the following open links

GTD
https://app.powerbi.com/view?r=evylJrljoiZTZhN2JIZDEtYjAzZCOOOGRKLTk2MijgtNTZh

YiRhNjEwYzljliwidCI6IjhkNDIYiMwLTQyOWUtNDkONCO4MzQ5LWRIZTAWOWJkZDdkY

SIsimMiQjl9
EuRepoC

https://app.powerbi.com/view?r=evJrljoiYzg2ZGRjYmYtMzY40OSO0M2E1LTg30GQtN

WNkNjA1YzNjMjEwliwidCI6IihkNDIYiMwLTQyOWUtNDkONCO04MzQ5LWRIZTAWO W)

kZDdkYSIsImMiOjl9

ACLED
https://app.powerbi.com/view?r=eyJrljoiNGUxZDI5ZjctMjg1Yy0ONjk3LTIIZGQtODZkN

zYSMWM1Y2VIliwidCI6ljhkNDIIYiMwLTQyOWUtNDkONC04MzQ5LWRIZTAWOWJKZD

dkYSIsimMiQjl9
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https://app.powerbi.com/view?r=eyJrIjoiZTZhN2JlZDEtYjAzZC00OGRkLTk2MjgtNTZhYjRhNjEwYzljIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiZTZhN2JlZDEtYjAzZC00OGRkLTk2MjgtNTZhYjRhNjEwYzljIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiZTZhN2JlZDEtYjAzZC00OGRkLTk2MjgtNTZhYjRhNjEwYzljIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiYzg2ZGRjYmYtMzY4OS00M2E1LTg3OGQtNWNkNjA1YzNjMjEwIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiYzg2ZGRjYmYtMzY4OS00M2E1LTg3OGQtNWNkNjA1YzNjMjEwIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiYzg2ZGRjYmYtMzY4OS00M2E1LTg3OGQtNWNkNjA1YzNjMjEwIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiYzg2ZGRjYmYtMzY4OS00M2E1LTg3OGQtNWNkNjA1YzNjMjEwIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiNGUxZDI5ZjctMjg1Yy00Njk3LTllZGQtODZkNzY5MWM1Y2VlIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiNGUxZDI5ZjctMjg1Yy00Njk3LTllZGQtODZkNzY5MWM1Y2VlIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiNGUxZDI5ZjctMjg1Yy00Njk3LTllZGQtODZkNzY5MWM1Y2VlIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9
https://app.powerbi.com/view?r=eyJrIjoiNGUxZDI5ZjctMjg1Yy00Njk3LTllZGQtODZkNzY5MWM1Y2VlIiwidCI6IjhkNDllYjMwLTQyOWUtNDk0NC04MzQ5LWRlZTAwOWJkZDdkYSIsImMiOjl9

Our investigation into hybrid threats to critical infrastructures in the Mediterranean and their
current state encompassed analysis across three diverse datasets: the Global Terrorism

Database (GTD), ACLED (Armed Conflict Location & Event Data Project), and EuRepoC.

Each dataset posed unique challenges in terms of data richness and quality. Though the
EuRepoC dataset provided data with several anomalies that need to be further analysed, it
stood out for its comprehensive coverage of many useful attributes related to cyber incidents
and their relation with “offline issues” on several targets, among which critical infrastructures
are easily to be found and selected. This dataset is also complete with detailed response
metrics across political, legal, and economic domains. However, the EuRepoC dataset is
complete only when analyzing cyber-incidents, which is the reason why for physical incidents

we analysed the other two datasets.

GTD and ACLED presented significant challenges due to the lack of response times and types
for each event and the lack of cyber incidents, but mostly due to the sparse or incomplete
data on target types (especially ACLED), necessitating the use of advanced NLP and NER
techniques to extract meaningful insights from unstructured text fields. However, while NER
techniques proved instrumental in identifying events targeting critical infrastructures, their
application was not without limitations. Indeed, the automated nature of NER introduces a
degree of uncertainty, particularly in datasets with varied language usage and context.
Despite meticulous keyword definition and exclusion criteria, a small probability remains that
some events may have been misclassified. For instance, the decision not to categorize events
mentioning "police" as critical infrastructure targets illustrates the complexity of language
nuances that automated methods may struggle to fully capture. Given the sheer volume of

data processed, relying solely on automated methods for categorization carries inherent risks.

While our approach successfully categorized a majority of events accurately, human
validation remains indispensable for ensuring data integrity and minimizing misclassification
errors. This cautious approach is essential in refining analytical frameworks and enhancing
the reliability of hybrid threat assessments and for this reason the analysis shows the

importance of the creation of a well-organized and structured plan to collect this data in a

28



certain way. Human validation on such big datasets, that are not thought to be related to the
critical infrastructures’ resilience, would be too complicated to be done. But human validation
on datasets, that are thought to be built and continuously enriched with the interested data
and attributes, would be possible. The Mediterranean region, encompassing countries from
Albania to Yemen, occupies a pivotal geopolitical position vulnerable to hybrid threats
orchestrated by global powers that are now building always more and more manipulative
narratives against western and NATO countries, persuading some of these territories in
supporting them against the west. In exchange of the illusion of growing and evolving from
poor countries to at least averages ones (for example by receiving free arms and military
support) these manipulated countries, often rich in natural resources or other types of critical
infrastructures related goods, allow these countries control over them, making them always
richer. The strategic location of Puglia underscores its potential as a central hub for advancing
regional resilience through enhanced data analytics and collaborative frameworks among
UNIMED partners. Future research should prioritize interdisciplinary collaborations to
strengthen data collection, verification mechanisms and refine analytical models for hybrid
threat detection and critical infrastructures' resilience improvement in the Mediterranean
area. Furthermore, fostering greater regional cooperation and information sharing among
partners will facilitate proactive strategies to mitigate hybrid threats and safeguard critical

infrastructures in the Mediterranean.

EuRepoC related results

The cyber-attacks detected, among the UNIMED countries, belong to different incident types
such as Data theft, Doxing, Disruption, Ransomware, Hijacking with Misuse, Hijacking without
Misuse. Among the nations involved in the study, out of the total number of cyber incidents,
equal to 361, those relating only to Data theft amount to 5%, for Disruption to 23%, for
Hijacking without Misuse to 10%. Furthermore, these attacks are often combined with each
other; in fact, Data theft +Hijacking with Misuse comprises 21% of the total share, Data theft
+ Doxing accounts for 7%, Disruption + Hijacking with Misuse 9%, Disruption+ Hijacking with

Misuse+ Ransomware 7%.
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As regards the duration of individual cyber-attacks, it is noted that for the most complete
data, i.e. those for which the start and end date of the attack are known, a majority of 109

attacks lasted a day, 23 of 2 days, 25 attacks lasted between 10 days and just over 8 years.

There are 196 attacks for which only the start date of the event is known.

The receiving nations, those subject to the cyber-attack, can be detected, but it has to be
noted that also entire territories, continents and international institutions, such as NATO,
Asia, South Asia, Middle East, Africa, North Africa, Europe, EU, Eastern Europe, Western
Europe and Global (region) can be detected. This may cause inconsistency of data and human
intervention is needed, being aware of the risk of bias in data analysis. Among the individual
nations of the "receiver_country", Saudi Arabia has only 4% of 361 cyber-attacks incidents,

Turkey 8%, Spain 9%, Italy 10%, France the 17%, Germany 23%.

It is interesting to note which countries are attacking, through the analysis of the
"initiator_country" attribute. Over the course of approximately 24 years, Turkey has carried
out 11 cyber-attacks at home out of the total of 16 conducted among the 361 cases
considered, China has attacked Europe 15 times out of the total of 23 carried out, Iran has an
impact mainly in the Middle East with 76% of the 21 attacks carried out, Russia mainly attacks

Europe with 88% of the 42 attacks carried out.

It is also important to understand what the types of structures are in the receiving countries,
through the analysis of the "receiver_type" attribute. In fact, Critical Infrastructures are
affected by 40%, while State institutions/political systems are affected by 54% of the total. Of
the 146 attacks suffered by Critical Infrastructures, 104 were the attacks suffered by European
countries, mainly France with 20%, Germany with 47% and Italy with 17%. At a European
level, the sectors most affected are transport 16/104, health 28/104, manufacturing 13%,

services and research 13%, finance 11%, telecommunications 13%.

The remaining part of the attacks affecting the Cls of the UNIMED countries are in Africa and
the Middle East. They are largely related to health 7%, transport 17%, industry 14%, finance

16% and telecommunications 31%.
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For completeness, the attackers from Europe are 281 out of 361 total, the remaining part
from Africa and the Middle East. European nations are attacked mainly by activists 18%, then
by criminals 11%, minimally by state-affiliated groups 5% of 281 total attacks. Instead, for
Africa and Middle-East, activists accounted for 30%, criminals for 6%, and state-affiliated

groups for 12% of 147 total attacks.

ACLED Africa-Middle East-Europe

Among the actors involved in the conflicts, in the ACLED dataset relating to Africa, Egypt
presents the highest number of events, equal to 55% of the total, of which 52% are conducted
against organizations of the same Nation, both military forces (52%) and criminal and
insurgent groups (36%). Libya presents 12.5% of the conflicts of interest; among these, 64%
are perpetuated against groups of the same nationality, and 26% of this refers to armed and
criminal groups. The Nations Algeria, Central African Republic, Kenya, Morocco, Sudan and
Tunisia have an incidence on the conflicts that occurred in African territory in relation to the
United Nations between 9% (Tunisia) and 2% (Kenya); the other Nations, including the United

Arab Emirates and the US determine conflicts of the order of 1%.

Among the nations of the African continent, those involved in the UNIMED network, namely
Algeria, Tunisia, Egypt and Libya, present respectively 11%, 11%, 42%, 36% of the total

conflicts that occurred.

It is interesting to analyse the various attributes referred to the type of event: overall, the
events that involve the keyword "air" together with other nouns such as "communication",

n «u N u

"government", “transport”, “educational”, “food”, “religious”, have a total impact of 23%, of

which Libya alone expresses 19%. "Communication", "education"”, "finance" and "food",

"healthcare", "industrial", "power", "water" and "religious", together weigh no more than

13%, for the African UNIMED countries.

Instead the conflicts involving the CIS concern for 50% of the total the keyword "government"
associated also with other nouns such as, educational religious, industrial, food, of which

Egypt expresses 23%. Conflicts involve transportation for 13%.

31



The ways in which conflict events manifest themselves are with “armed clash” with 37%,
“violent demonstrations” with 22%, “air drone strike” with 19% and all the rest with bombs,

missiles, grenades, destructive weapons, looting.

Moving on to the ACLED dataset for the Middle East, conflict events were detected, which
occurred in the following countries: Iraq, Jordan, Lebanon, Oman, Palestine, Saudi Arabia,
Syria, Turkey and Yemen. Overall, among the countries mentioned, 20% of these used
“air/drone strike”, 19% “armed clash”, 15% “shelling/artillery/missile attack” and 13% for
peaceful protest. Irag was the territory most subject to conflicts with 43%, followed by Syria

with 25% and Yemen with 10%, the rest of the conflicts are distributed in the other countries.

Furthermore, for the Middle East, it is important to evaluate the types of Cls affected by
conflicts. The main targets are air, communication, education, finance, government, health,
industry, energy, religion, transportation, water. Physical attacks on Cls related to “air”
combined with various targets such as "communication", "education", "food",

n.n nn

"transportation", "government", "religion", represent 4% of the total. the target "transport”,

associated with the "government", "education", "food", "industrial", "religious" objectives,
are involved in conflicts for 5%. Instead, the largest share of conflicts occurs in relation to the
"government" objective, associated with the "religious", "education", "food", "industrial"
target, equal to 97%, where Iraq is the theatre of conflict for 46%, Syria with 26%, Yemen with
10% and followed by the remaining nations of the Middle East. Attacks on Cls related to
"health" and "power" involve about 1%, and for "finance", "communication", "water",

"industrial", "food", "religious", they concern overall incidents on Cls for a share of less than

0.3%.

In Europe, the analysis focused on Italy, Spain, Portugal, Greece, Germany, France, Bosnia and
Herzegovina, Albania and Kosovo. The 25% of the conflict events detected, between these 9

countries, occur in France, 22% in Italy, 21% in Spain, 15% in Germany and 7% in Greece.

The various events are perpetuated by protesters for over 90% and are implemented with
protests and violent demonstrations for 77% of the cases. Analysing the types of conflicts that
occur in European territory, the greatest number of conflicts is found in relation to the

“government” target with 28%, where Italy has 7%, France 6% and Spain 5%. Transport
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follows, involved in conflicts for 24%, in which Italy stands out with 6%; among transport,
conflicts mainly concern the road context with 12%. Sectors such as industry, food, water,
religious, communication, air, affect conflicts with 13%. Instead, the healthcare context, with
the sub-targets’ clinic, hospital, medical and pharmaceutical is involved in conflicts for 17%,
“educational” for 13%, power (electricity, fuel, pipeline, gas, oil, grid) for 8%, finance with

13%.

GTD Europe and GTD Africa-Middle-East

The GTD Mediterranean dataset is composed of 5958 events, of which 5365 events are
referred to the European nations and 593 events to the African continent and the Middle
Eastern area. Each dataset is studied with 62 attributes, following the process of extraction,
transformation and loading. As for the ACLED datasets, only the actions pertaining to the
UNIMED countries were filtered, then any duplicates of the terrorist events were eliminated,

and the attributes not necessary for this study were eliminated from the original dataset.

In addition, in order to extract data relevant for the analysis of critical infrastructures,
additional attributes were created, in which specific key words were defined and identified in

the short texts describing the negative event.

Among the most frequent types of attacks there are bombings and explosions with 56%,
assassinations with 16%, and armed assaults with 10%. In Europe, the most affected countries

are Spain with 34%, followed by France with 22%, Italy with 16% and Greece with 11%.

The infrastructures attacked by terrorism are related to government institutions for 70%, to
religious institutions for 7% and to transport for 10%. It emerges that Greece suffers 33% of
terrorist attacks compared to the total of those related to government institutions, Spain 25%,

France 47%.

From the types of attack analysed in GDT dataset related to Africa and Middle East, bombings
and explosions are predominant with 69%, armed assaults with 22%, assassinations with 11%.
Iraq receives a total of 51% of terrorist attacks, followed by other nations with percentages

of less than 10%.
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Among the types of critical infrastructures or entities attacked, the military is the most
frequently hit, at 30%, the armed forces at 10%, 7% are related to government institutions

and citizens and private property are hit at 26%.
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The findings of this report highlight the complexity and urgency of protecting critical
infrastructures (Cls) against a broad spectrum of evolving threats. The BINAYAT project,
through its analysis of critical infrastructure in the Mediterranean region, has demonstrated
the interconnected nature of physical, cyber, and hybrid threats and the need for robust,
data-driven approaches to risk management. In this context, it becomes clear that traditional

approaches to risk assessment are no longer sufficient to safeguard these vital systems.

Interactive dashboards have emerged as an essential tool in modern risk management
frameworks for critical infrastructure protection. These dashboards provide real-time,
dynamic visualizations of data, offering key insights into where vulnerabilities exist, which
sectors are most at risk, and where resources should be allocated. This ability to visualize risks
allows for better prioritization of policies and procedures, enhancing decision-making

processes and ensuring that interventions are focused on areas of highest need.

In the European Union, the introduction of mandatory incident notifications through the NIS
2 Directive and the Critical Entities Resilience (CER) Directive further strengthens the capacity
to protect critical infrastructures. These regulations require the reporting of incidents with
significant relevance, ensuring that a continuous flow of information is available to authorities
and infrastructure operators during and after incidents. The data generated from these
mandatory reports will contribute to a growing critical mass of information, enriching the
statistical base for risk assessments and comparisons. This will enable even more refined and

targeted policy responses and reinforce the overall resilience of critical infrastructures.

These notifications, combined with the insights gained from interactive dashboards, will
enable a stronger, data-driven approach to infrastructure protection. They will support the
creation of a comprehensive database of incidents, which can be analysed to identify
patterns, forecast risks, and develop strategies that are responsive to the specific challenges

faced by different sectors and regions.
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Looking ahead, it is imperative that dashboards become the standard for managing risks
associated with critical infrastructures. They offer an unmatched capability for tracking and
analysing threats in real time, providing a strong foundation for the prioritization of policy
interventions and resource allocation. The combination of these tools, together with the
obligation for incident notification under the NIS 2 and CER Directives, will significantly
enhance the ability of national and regional authorities to respond to and mitigate threats,

ultimately contributing to more resilient critical infrastructures.

In conclusion, safeguarding critical infrastructures requires a forward-thinking, data-driven
approach. The integration of dashboards, coupled with the growing body of incident data
generated through mandatory reporting, will be vital in ensuring that critical infrastructures
remain resilient in the face of emerging threats, thereby securing the essential services that

underpin modern society.
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To enhance the resilience and protection of critical infrastructures, especially in the

Mediterranean context, the following recommendations are suggested for policymakers:

1. Strengthen Public-Private Partnerships.

Collaborate closely with private sector entities managing critical infrastructure to ensure
coordinated responses and joint resilience planning. Establish incentives for private sector
investments in infrastructure resilience and encourage information sharing on security
incidents and best practices. CRI operators, researchers and policy-makers shall define
spaces for stable policy dialogue and exchange, to work collaboratively on policy planning

as well as emergency responses, since the two elements are inevitably interconnected.

2. Develop and Implement Regional Resilience Standards.

Resilience in regional developments is defined as the capacity of a region to withstand
and recover from crisis and emergencies, in order to maintain the region's growth path
close to its full potential, or reorganize its structure and transit to the new growth path.
In a highly interconnected world, and especially in a region such as the Mediterranean
area, it is of crucial importance not only to recognise common challenges but also to
define common development paths. When it comes to Critical Infrastructures,
interconnections became evident especially in moments of crisis, while governments and
operators shall work on prevention and harmonisation. Harmonize resilience standards
across Mediterranean countries will ensure a unified approach to critical infrastructure
protection, and foster resilience. This includes aligning with the European Union’s NIS 2
and CER Directives, while also accounting for unique regional risks such as maritime and

climate-related vulnerabilities; and developing new standards and guidelines to fill gaps.

3. Promote Data-Driven Decision Making.

Implement and support interactive dashboards that provide real-time insights into
infrastructure vulnerabilities. Such tools allow for data visualization across sectors,

helping to identify patterns, prioritize resources, and make timely, informed decisions on
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resilience investments. Policy-makers shall define systems for data access and data
management, where information is vital for decision-making which goes —as expressed in
recommendation n.1 — not only in the direction of crisis-response but in support of
strategic planning, prevention and monitoring of responses. Data analysis will in turn

promote a coordinated approach amid short-term actions and long-term actions.

4. Enhance Cybersecurity and Hybrid Threat Preparedness.

Cybersecurity threats are becoming key factors in more complex scenarios, where both
cyber and physical systems are increasingly vulnerable, due to unintentional errors, design
flaws, security vulnerabilities, etc. Recognize that critical infrastructures are vulnerable to
both physical and cyber threats is essential to develop policies addressing the specific risks
of cyber-physical systems, supporting both preventive measures (e.g. cybersecurity

training) and response capabilities (e.g. incident reporting frameworks).

5. Support Skills Development and Training.

Encourage the integration of critical infrastructure security and resilience topics in
educational and training programs. Collaboration with universities and specialized
training centres is essential for building a skilled workforce to address emerging resilience
challenges. Skills development shall be inter-disciplinary and multi-disciplinary, and
include a life-long learning approach on behalf the CRI operators as well, in close

collaboration with HE institutions and VET institutions.

6. Encourage Regional Cooperation.

Facilitate cross-border cooperation for mutual protection of transnational infrastructures
such as energy grids, communication networks, and transportation routes. Regional
mechanisms should include: joint exercises, coordinated response frameworks, shared
threat intelligence, a fast-responding effective monitoring system, data analysis, best
practices exchanges, benchmarking of response patterns, etc. Regional cooperation shall
be supported by a regional Observatory, as a forum for exchange and data collection,
involving CRI operators, governmental and not-governmental organisations, research

centres HEIs and VET institutes, private companies and citizens associations, etc.
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The following Roadmap outlines steps for strengthening the security and resilience of critical

infrastructures in the Mediterranean region, focusing on collaborative initiatives and strategic

capacity building. It is developed over 3 time-horizons: short-term, medium-term and long-

term, to provide a tentative timeline for action. The outlined steps provide a structured path

forward to enhance the security and resilience of critical infrastructures across the

Mediterranean region, with the intervention of different stakeholders at different levels.

Generally speaking, as CRI are highly interconnected, only a coordinated approach can work.

1. Short-Term (1-2 Years):

Establish a Mediterranean Critical Infrastructure Resilience Task Force to identify
common regional threats and prioritize infrastructure sectors needing immediate
protection.

Establish a Mediterranean Observatory for data collection, monitoring, exchange
of good practices and dialogue among stakeholders, to support benchmarking of
emergency response and a coordinated approach to both prevention and
resilience.

Develop pilot projects in cybersecurity resilience, in cooperation with regional
universities, leveraging the findings from the BINAYAT project for real-world
applications.

Engage university researchers to create and launch interactive dashboards for
incident monitoring and reporting across key infrastructure sectors, enabling

policymakers and operators to track vulnerabilities in real-time.

2. Mid-Term (3-5 Years):

Implement harmonized resilience standards based on the NIS 2 and CER directives,
with a Mediterranean-specific framework, that includes unigque geopolitical and
environmental risks, developing new standards where needed. The

Mediterranean Critical Infrastructure Resilience Task Force may be in charge of it.
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Expand public-private partnerships and incentives on behalf of national
governments to address investment needs in infrastructure resilience, ensuring
private sector engagement in emergency preparedness and response activities.

Support the creation of regional Centers of Excellence (COEs) focusing on skills
training in cybersecurity, critical infrastructure resilience, and incident
management. Leverage on EU Alliances to develop a cross-national CRI program.
Encouraging a Mediterranean Ministerial Conference on Critical Infrastructure

resilience, protection, risk management and crisis response.

3. Long-Term (5+ Years):

Integrate resilience frameworks into national policies across the Mediterranean,
creating robust legal requirements for infrastructure protection and cross-border
cooperation. Ensure and support policy dialogue on CRI across Mediterranean
countries.

Develop a Mediterranean-wide critical infrastructure risk management and
response network, connecting task forces, academic institutions, and public-
private partnerships.

Ensure continuous adaptation to emerging threats by establishing a biennial
review process of the resilience framework, adjusting for advances in technology,

geopolitical changes, and environmental challenges.
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The Mediterranean region, rich in cultural diversity and strategic importance, faces rapid
transformations in its labour markets. The emergence of digital technologies, green energy,
and cybersecurity demands a responsive education system capable of preparing the
workforce for new and evolving professions. This white paper explores the potential for
universities and Higher Education Institutions (HEls) in the Mediterranean basin to
collaborate in formulating joint training proposals aimed at re-skilling and up-skilling human

resources, with particular emphasis on the Vocational Education and Training (VET) sector.

Drawing on best practices from around the world, this white paper provides a roadmap for
Mediterranean institutions to lead in workforce development. It highlights opportunities for
joint action, the creation of Centers of Excellence (COE), and pilot programs to address the

region’s most pressing skill shortages.

The global labour market is experiencing rapid shifts driven by digitalization, sustainability
initiatives, and new technologies. These changes require educational systems to not only keep
pace but also anticipate the needs of future industries. For the Mediterranean region, where
economies are deeply interconnected and share many similar challenges, collaboration
among universities and HEls offers a promising solution to address the emerging skill gaps.
Key sectors such as green energy, cybersecurity, public health, and infrastructure resilience
are in particular need of qualified professionals, underscoring the importance of up-skilling

and re-skilling initiatives.
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This white paper proposes that Mediterranean universities and HEls join forces to develop
joint training programs. These programs would focus on both traditional higher education and
vocational training, enabling the region to better prepare its workforce for current and future
demands. The inspiration for this collaborative model comes from successful initiatives in the
EU and the US, where CISR education and training programs were developed to address

national security and resilience.

Skills Gap Analysis

The Mediterranean region faces distinct economic and social challenges, exacerbated by
global trends. Industries such as energy, transportation, and technology are evolving, while
traditional sectors like agriculture and manufacturing are under pressure to modernize.
Consequently, there is a growing need for skilled professionals in areas such as digital

technologies, cybersecurity, sustainable energy, and health infrastructure.

The region's education systems have not always kept pace with these changes. There are
significant gaps in vocational training, a lack of standardized qualifications, and insufficient
collaboration between academia and industry. However, this also presents an opportunity for
Mediterranean HEls to collaborate on creating a comprehensive educational framework that

addresses these gaps.

Opportunities for Joint Actions

Universities and HEls in the Mediterranean share a common cultural and economic heritage,
providing fertile ground for cross-border collaborations. By pooling resources and expertise,
these institutions can develop joint training programs that cater to the evolving needs of their
economies. Furthermore, the adoption of shared frameworks for curriculum development,
inspired by successful international models, will help ensure that these programs are relevant,

future-focused, and standardized across borders.
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Comparative Models

The EU and the US’ CISR model provides a valuable case study for the Mediterranean region.
Their approaches involve collaboration across sectors, aligning educational programs with
national security needs, and developing interdisciplinary curricula that cover both technical
and managerial competencies. Similarly, Mediterranean HEls can draw on their shared
resources to design educational programs that address critical regional challenges such as

energy transition, digital transformation, and public health resilience.

Approach to Curriculum Development

To address the skills shortages in emerging fields, Mediterranean HEls must develop curricula
that are both flexible and responsive to industry demands. A joint framework can be adopted
where universities, vocational institutions, and industry stakeholders collaborate to design
comprehensive training programs. These programs should include a mix of theoretical
knowledge and practical skills, ensuring that graduates are ready to meet the demands of the

job market.

Skills Matrix for the Mediterranean Region

A critical component of any training initiative is the identification of key skills and
competencies that need to be developed. Drawing from international CISR matrix, we

propose the following skills matrix:

1. Risk Analysis
° Knowledge and Skills:
o ldentifying, assessing, and prioritizing risks to critical infrastructure.

o Developing and implementing risk mitigation strategies.

2. Protective Measures, Mitigation Strategies, and Plans
° Knowledge and Skills:
o Establishing critical infrastructure (Cl) program goals and objectives based on risk

analysis.
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Planning, developing, and implementing Cl-related projects and measures.
Leveraging existing, emerging, and future technologies to formulate strategies and
projects.

Conducting vulnerability assessments and security audits.

Understanding cybersecurity principles and their impact on business and
operations.

Securing critical infrastructure against cyber threats and vulnerabilities.
Developing comprehensive emergency response plans.

Coordinating with local authorities and other stakeholders during emergencies.

3. Crisis Management and Resilience Planning

Knowledge and Skills:

O

(@)

O

(@)

Expertise in crisis management and decision-making under pressure.
Leading and coordinating responses during security incidents.
Developing resilience strategies for critical infrastructure.

Understanding continuity of operations planning.

4. Security Technologies

Knowledge and Skills:

(@)

O

O

Familiarity with technologies and tools used for Cl protection.
Managing access control, surveillance, and monitoring systems.
Implementing procurement mechanisms that incorporate security and resilience

requirements.

5. Regulatory and Legal Compliance

Knowledge and Skills:

(@)

O

Understanding laws, regulations, and standards relevant to Cl.

Ensuring adherence to legal and regulatory frameworks.

Analysing and interpreting legal documents related to Cl.

Aligning strategies with regulatory requirements.

Considering ethical issues in Cl protection and adhering to ethical standards in

decision-making.
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6. Partnership Building and Networking
° Knowledge and Skills:
o Understanding the roles of all CISR stakeholders.
o Establishing mechanisms for information sharing and collaboration.

o Collaborating effectively with professionals from different disciplines and sectors.

7. Information Collection and Reporting
° Knowledge and Skills:
o Using systems and tools to collect, analyse, organize, and report information.
o Sharinginformation with sector partners at various levels of governance, including

sector-specific and cross-sector collaborations.

8. Program Management
° Knowledge and Skills:
o Setting sector-specific or jurisdictional Cl goals and plans.
o ldentifying and prioritizing Cl projects.
o Managing Cl programs within budget, on schedule, and in compliance with
performance standards.
o Designing and implementing feedback mechanisms.
o Training personnel on Cl security measures.

o Staying informed about emerging threats and best practices.

9. Metrics and Program Evaluation

° Knowledge and Skills:
o Defining and establishing Cl metrics based on goals.
o Developing data collection and evaluation systems.

o Reporting findings and conclusions from evaluations.

10. Technical and Tactical Experience (Sector-Specific)
° Knowledge and Skills:
o Planning, implementing, and evaluating sector-specific technical and tactical

activities for Cl protection.
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11. Soft Skills

Communication:

o Communicating technical concepts to both expert and non-expert audiences.

Critical Thinking:

o Applying critical thinking for prioritization and trade-offs in decision-making.

Operating Without Direct Control:

o Collaborating across multiple stakeholders to achieve results through influence.

Negotiation:

o Convincing stakeholders of the importance and benefits of a resilient Cl system.

Public Awareness:
o Raising awareness among the general population about CISR, including

environmental and social responsibilities.

This matrix should guide the development of training programs at both the vocational and

higher education levels, with tailored courses for each competency.

Multi-Tiered Education System

To meet diverse learning needs, education should be offered at multiple levels:

Vocational Training (VET): Focused on hands-on, practical skills for immediate
application in industries such as energy, construction, and IT.

Undergraduate and Graduate Programs: Offering more in-depth knowledge and
research opportunities in specialized fields such as renewable energy, cybersecurity,
and public health.

Lifelong Learning and Professional Development: Continuous learning opportunities

to help professionals stay current with industry changes and advancements.
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Regional Centers of Excellence

A key recommendation is the establishment of Centers of Excellence (COE) in strategic
locations across the Mediterranean. These centers would focus on the development and
delivery of specialized training programs in fields such as green technology, digital
infrastructure, critical infrastructure resilience and cybersecurity. These COEs could be funded
and operated jointly by multiple universities, with input from industry partners to ensure that
the programs remain relevant and aligned with market needs. The University of Salento, in
particular, can be drawn as an example as in 2017 has established the Centre for
Interdisciplinary Research on Critical Infrastructure Security and Resilience. The Centre, which
has now an international outreach and has established many Memorandum Of
Understanding with local and international stakeholders, apart from research, is actively
engaged in the development of courses and training programs with a strong multidisciplinary

approach.

Public-Private Partnerships

For these training programs to be sustainable and impactful, public-private partnerships are
essential. Industry stakeholders, governments, and educational institutions must collaborate
to fund, design, and deliver the training programs. These partnerships would ensure that the
programs remain aligned with the skills needs of the labor market while also providing

students with real-world experience through internships and apprenticeships.

Pilot Programs

We recommend the launch of pilot programs in key sectors such as cybersecurity and
infrastructure resilience. These pilot initiatives, modeled on international pilot programs for
critical infrastructure resilience, would test the feasibility of joint curricula, refine the
educational frameworks, and demonstrate the potential for scaling up across the

Mediterranean region.
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Funding Models

The creation of joint training programs requires significant financial investment.
Mediterranean countries can explore funding opportunities through international donors,
such as the European Union, the World Bank, and other development organizations.
Additionally, public-private partnerships can play a key role in providing the resources

necessary to establish and sustain these programs.

Timeline and Roadmap

A notional roadmap for implementation is as follows:

- Year 1: Establish pilot programs in high-demand sectors such as cybersecurity and
green energy.

- Year 2-3: Expand pilot programs and establish Centers of Excellence across the region.

- Year 4-5: Fully integrate joint training programs into the educational systems of

Mediterranean HEls, with widespread industry participation.

Mediterranean universities and HEIs have a unique opportunity to collaborate on developing
training programs that address the region’s most pressing skills shortages. By adopting a joint
approach, modelled on successful initiatives, these institutions can lead in the development

of new professions and the up-skilling and re-skilling of human resources.

Key recommendations include:

- Establishing regional Centers of Excellence.
- Launching pilot programs focused on high-demand skills.

- Leveraging public-private partnerships to fund and sustain these initiatives.

Collaboration across the Mediterranean will not only strengthen the region’s workforce but

also ensure its long-term resilience in the face of global challenges.
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Dataset

Data Wrangling, Cleansing, and preparation operations

GTD

“Middle East & North Africa” and “Europe” selection using the filter on
the “region_txt” column;

From the “country_txt” we selected: Albania, Algeria, Bosnia e
Erzegovina, Cipro, Egitto, Francia, Germania, Grecia, Iraq, Italia,
Giordania, Kosovo, Libano, Libia, La Mauritania, Marocco,
Oman,Palestina, Portogallo, Arabia Saudita, Spagna, Siria, Tunisia,
Turchia, Yemen. (if present)

(We have divided data in two datasets so that it would work better on
Python: One for “Middle East & North Africa” and another on “Europe”).

After having deleted duplicated events_id, and fixed all formats, we
merged the three columns “event_year”, “event_month”, “event_day”
into one single column with the data format “Wednesday 1 January
2000”, so that we could have the date and specific day in one single
column. We then duplicated the column to have a copy of the event_date
with the format “01/01/2000” so that Python would have been easily
capable of analysing if those dates represent a holiday or not and would
have easily added a column called “Holiday” with the boolean data
“TRUE” if they are holidays, “FALSE” for the opposite. We then deleted
the duplicated event_date column and substituted each “True” with

“Holiday” and each “False” with “Business”.

Using the “target_type” and “target sub_type” columns and using filters
we kept only those events related to all types of critical infrastructures
and no other types of events.

The selected from targetypel_txt are: Government (Diplomatic),
“Airports & Aircraft”, “Military”, “Journalists & Media”, “Food and Water
Supply”, “Government(General)”, “Maritime”, “Police” (In this case we
know it is a target directly thanks to the classification present in the
dataset), “Terrorist”, “Transportations”, “Telecommunications”, Religious

Institutions”, “Food and Water Supply”, “Educational Institutions”.
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The ones selected from the “targetsubtypel_txt” are: “Air”, “Aircraft(not
an airport)”, “Airline Officer/Personnel”, “Airport”, “Army”, “Bridge/Car
Tunnel”, “Bus (excluding tourists)”, “Bus stations/Stop”,
“Commercial/Maritime”, “Diplomatic Personnel (outside embassy,
consulate)”, “Embassy/Consulate”, “Government
Building/Facility/Office”, “Government Personnel (excluding of police,
military)”, “Head of State”, “Highway, Road, Toll/Traffic Signal”,
“Intelligence”, “International Organization (peacekeeper, aid agency,
compound)”, “Military Barrack/Base/Headquarters/Checkposts”,
“Military Checkpoints”, “Military Personnel(soldiers, troops, officers,
forces)”, “Military Recruiting Station/Academy”, “Military
Transportation/Vehicle (excluding convoys)”, “Military
Unit/Patrol/Convoy”, “NATO”, “Newspaper Journalist/Staff/Facility”,
“Non-State Militia”, “Paramilitary”, “Place of Worship”, “Police
Building(headquarters, station, school)”, “Police Checkpoint”, “Police
Patrol (including vehicles and comvoys)”, “Police security
Forces/Officers”, “Politician or Political Party Movement/Meeting/Rally”,
“Prison/Jail”, “Radion/Journalists staff/facility”, “Religious Figure”,
“School/University/Educational  Building”, “Television”, “Television
Journalist/Staff/Fcaility”, “Terrorist”, “Train/Train  Tracks/Trolley”,
“Water Supply”.

Creation of the new attribute name and column “gnation” extracted from
the existing “gname”;

Deletion of rows containing “Unknown” or empty spaces in the
“country_txt”/”gnation” columns.

Substitution of “Domestic” to “0”, “International” to “1”, and “Unknown”
to “-9” in the INT_LOG column

Substitution of Keywords in the motive column, instead of the original full
sentences. This was made by cleaning texts from stopwords on Python.
(This will allow us to visualize the motive through a word cloud)

Using Python, we cleaned the texts in the columns’ “summary” from
stopwords and meaningless words and we created a new column called
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“cleaned_summary” from which the text contained would have been
analyzed through Python libraries.

We used different NER techniques to analyze the contents of the
“cleamed_summary” and check whether the contents would indicate that
the target of the attack was a critical infrastructure or not.

We considered only text containing keywords and collocations related to
critical infrastructures related to the following macro-categories: power,
water, healthcare, finance, air, communication, transport, government,
industrial, food, educational, religious.

We considered them as target when those words were surrounded by
some kind of prepositions/verbs ("“attacked the”, “damaged the”, etc... a
full explanation will be given in the next section).

We excluded some events where those words were surrounded by some
prepositions/verbs and in some specific cases by some vocabulary. For
example, if before the word “hospital”, there were occurrences such as
“taken to”, they would have not been extracted as targets, because
probably they were the final location where someone was taken after an
incident.

Also, only for the cases related to the “Middle East” dataset, if the word
“bank” was anticipated by “west”, we did not take those events into
account as events where critical infrastructures related to finance were
targeted, because “west bank” (lower cased for text mining reasons) is a
highly recurrent location related to incidents/attacks in the Middle East.

Because the word “police” is the most recurrent, for obvious reasons (the
police can be targeted, but most of the time it is called for help and
intervention), we used the same techniques of exclusion words, but there
are too many variables, so it is more trusted not to map them as critical
infrastructures in this phase.

We added a column for each of the critical infrastructures’ macro-
categories (power, water, healthcare, finance, air, communication,
transport, government, industrial, food, educational, religious) with
boolean data “True” if the target of the event resulted being connected
to that macro-category, “False” if not.
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We added a column “tgt_python” which summarizes which of the macro-
categories have been found to be “True” from the texts NER analysis.

For a better monitoring of the reasons why they have been mapped as
“TRUE” in some specific macro-categories we have also added other 12
columns containing the keywords found for each macro-category (these
are the names of the new columns: “power_notes”,” water_notes”,
“healthcare_notes”, “finance_notes”, “air_notes”,
“communication_notes”,  “transport_notes”, “government_notes”,
“industrial_notes”, “food_notes”, “educational_notes”,

“religious_notes”)

ACLED

We downloaded three different datasets, one for Africa (from which we
selected “Northern Africa” and the interested countries from the
“country” column), one for Middle-East (from which we selected the
interested countries, from the “country” column), and the final one for
Europe (from which we selected the interested countries, from the
“country” column)

Deleted duplicates and empty spaces in the “event_id_cnty” column.

After having deleted duplicated events_id, and fixed all formats, we
changed the data format of the “event_date” column in “Wednesday 1
January 2000”, so that we could have the date and specific day in one
single column. We then duplicated the column to have a copy of the
event_date with the format “01/01/2000” so that Python would have
been easily capable of analysing if those dates represent a holiday or not
and would have easily added a column called “Holiday” with the boolean
data “TRUE” if they are holidays, “FALSE” for the opposite. We then
deleted the duplicated event_date column and substituted each “True”
with “Holiday” and each “False” with “Business”.

Created a new feature “actors 1 nationality” and “actor2 nationality”,
from the pre-existing columns “actor1” and “actor2”.

Deleted empty and Unknown spaces from “actorl” and “actor2”.
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Fixed the data type of the coordinates.

Using Python, we cleaned the texts in the columns’ “notes” from
stopwords and meaningless words and we created a new column called
“cleaned_summary” from which the text contained would have been
analyzed through Python libraries.

We used different NER techniques to analyse the contents of the
“cleamed_notes” and check whether the contents would indicate that the
target of the attack was a critical infrastructure or not.

We considered only text containing keywords and collocations related to
critical infrastructures related to the following macro-categories: power,
water, healthcare, finance, air, communication, transport, government,
industrial, food, educational, religious.

We considered them as targets when those words were surrounded by
some kind of prepositions/verbs ("“attacked the”, “damaged the”, etc... a
full explanation will be given in the next section).

We excluded some events where those words were surrounded by some
prepositions/verbs and in some specific cases by some vocabulary. For
example, if before the word “hospital”, there were occurrences such as
“taken to”, they would have not been extracted as targets, because
probably they were the final location where someone was taken after an
incident.

Also, only for the cases related to the “Middle East” dataset, if the word
“bank” was anticipated by “west”, we did not take those events into
account as events where critical infrastructures related to finance were
targeted, because “west bank” (lower cased for text mining reasons) is a
highly recurrent location related to incidents/attacks in the Middle East.

Because the word “police” is the most recurrent, for obvious reasons (the
police can be targeted, but most of the time it is called for help and
intervention), we used the same techniques of exclusion words, but there
are too many variables, so it is more trusted not to map them as critical
infrastructures in this phase.
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We added a column for each of the critical infrastructures’ macro-
categories (power, water, healthcare, finance, air, communication,
transport, government, industrial, food, educational, religious) with
boolean data “True” if the target of the event resulted being connected
to that macro-category, “False” if not.

We added a column “tgt_python” which summarizes which of the macro-
categories have been found to be “True” from the texts NER analysis.

For a better monitoring of the reasons why they have been mapped as
“TRUE” in some specific macro-categories we have also added other 12
columns containing the keywords found for each macro-category (these
are the names of the new columns: “power_notes”,” water_notes”,
“healthcare_notes”, “finance_notes”, “air_notes”,
“communication_notes”,  “transport_notes”, “government_notes”,
“industrial_notes”, “food_notes”, “educational_notes”,

“religious_notes”)

EuRepoC

The dataset was downloaded from the site
https://zenodo.org/records/11108195, version 1.2.0; this contains data
relating to 2889 cyber incidents collected in the period between
01.01.2000 and 02.05.2024, where 86 attributes are used.

The records of the csv file were transformed into columns and the entire
file was saved in excel format.

Only the "notes" that contained were filtered, eliminating the empty cells.

The UNIMED countries were filtered: (UNIMED Europe countries: Albania,
Bosnia and Herzegovina, Cyprus, France, Germany, Greece, Italy, Portugal,
Spain, Kosovo; UNIMED Africa countries: Algeria, Egypt, Libya, Mauritania,
Morocco, Tunisia; UNIMED Middle East countries: Iraq, Jordan, Lebanon,
Oman, Palestine, Saudi Arabia, Syria, Turkey, Yemen).
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In Power Query, any duplicates and empty spaces in the “ID” column were
eliminated., all the formats of the various attributes were defined., and
delete unnecessary columns, replace “null” with an empty cell in text

III

columns, replace “null” with zero in numeric columns, remove duplicates,
going from 2889 to 361.The columns deemed not useful for the purposes
of the current study, and above all incomplete and completely empty,

were eliminated, thus going from 86 to 62.

The file, thus modified, was uploaded to Excel and then copied to a specific
file, where data cleansing was performed, eliminating repeated terms and
expressions, and incorrect names and nouns, eliminating and correcting
incorrect and uncoordinated punctuation. A new attribute, the duration
of the event, was created using the start and end date.

Using the “name” and “description” attributes, such as short text, it was
possible to identify more precisely the types of Critical Infrastructures hit
by cyber attacks, according to the dictionary used for the GTD and ACLED
datasets. This procedure was carried out in Google Colab, which tool uses
the Python language, and through algorithms related to Named Entity
Recognition (NER) techniques it was possible to extract the lines
containing the precise nouns indicated. In this case too, the macro
categories were analysed, such as energy, water, health, finance, air,
communication, transport, government, industry, food, education,
religion, and each of these were then declined in more specific terms. The
algorithms return the number of records involved by these “words”,
pertaining to the various Nations; through this procedure it is possible to
define which Critical Infrastructure and which Nations or territories are
most vulnerable to cyber-attacks.
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Power Category:

e The keyword "power" is excluded if it appears in a political context, such as "political
power."
e The keyword "electricity" is excluded if it is part of a phrase that does not relate to

infrastructure, for instance, "in electricity."

Healthcare Category:

e The keyword "hospital" is excluded if it appears in contexts such as "hospitalized,"
"near the hospital," "to the hospital," "at the hospital," "in the hospital," "into the
hospital," "from the hospital," "taken to the hospital," "rushed to the hospital,"
"transported to the hospital," "admitted to the hospital," "discharged from the
hospital," or "arrived at the hospital." These contexts indicate that the word "hospital"

is used as a location or a part of an event narrative, not as a target of an incident.

Finance Category:

nn

o The keyword "bank" is excluded if preceded by geographical terms like "west," "river,"

n n n n n n n n

"lake," "stream," "water," "shore," "flood," "creek," "bay," "coastline," "pond,"
"marsh," or "wetland." This helps avoid confusion with geographical features such as

"West Bank" or "river bank."

For example, "A robbery occurred on the west bank of the river" would not be considered

relevant for the finance category.

Government Category:

e Keywords related to government facilities are excluded if they appear in a larger

nmnn

narrative context, such as "reported," "investigating," "responded," "assisted," or
"arrived." This ensures that only direct mentions of government infrastructure as

targets are considered.
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For example, "The police responded to a call at the government building" would not count

"government building" as a target.

Transport Category:

o The keyword "road" is excluded if used in a phrase indicating general road conditions

nmnn

or unrelated events, such as "road conditions," "road construction," or "road repairs."

For example, "Road conditions are hazardous due to the weather" would not count "road" as

a transport infrastructure target.

Air Category:

e The keyword "airport" is excluded if used in non-target contexts such as "near the

nmn nun

airport," "at the airport," "to the airport," etc.

For example, "The taxi took the passengers to the airport" would not be counted as relevant

for air infrastructure targeting.

Water Category:

e The keyword "pipeline" is excluded if it is used in contexts like "pipeline of actions" or

"pipeline of events."

For example, "The company has a pipeline of projects" would not be relevant for water

infrastructure.

Industrial Category:

e Keywords such as "plant," "factory," or "facility" are excluded if they appear in
idiomatic or non-infrastructure contexts, such as "planter," "factory of ideas," or

"facility for learning."

For example, "The initiative acted as a factory of ideas" would not be counted as relevant for

industrial infrastructure.

Food Category:
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e The keyword "market" is excluded if it appears in contexts like "market trends" or

"market research."

For example, "The report focused on market research for new products" would not count

"market" as relevant for food infrastructure.
Educational Category:

e The keyword "school" is excluded if it appears in contexts such as "school of thought"

or "schooling fish."

For example, "He follows the school of thought that emphasizes free will" would not count

"school" as an educational institution.
Religious Category:

e The keyword "church" is excluded if it is used in a phrase such as "church service" or

"church meeting" that doesn't indicate targeting of the infrastructure.

For example, "The community held a church service" would not count "church" as a target for

the religious category.
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