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Multiple crises have shaken the foundations of the global 
economy, and the resulting instability has yet to recover. 
Instead, it has led to increasing fragmentation along political 
and ideological lines. The current geoeconomic order is 
increasingly defined by the use of advanced trade defense 
and economic security tools, such as tariffs, trade barriers, 
sanctions, and export restrictions, which have become more 
sophisticated. Major economies are adapting to this new 
reality by shaping their own definitions of economic security, 
particularly to safeguard critical and high-tech sectors. The 
EU, the US, and China are each calibrating their economic 
security strategies, seeking a balance between openness 
and protection that maximizes their respective advantages. 
However, in this shifting international landscape, new actors 
are emerging with the potential to influence the global 
balance of power.
What type of “new globalization” is emerging? Could 
economic security tools become the new normal in the 
global economy? What are the key economic security 
strategies adopted by the world’s leading economies?
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Introduction

The race for economic security is heating up across the globe. 
In a world where power is increasingly defined by control over 
technology and markets, nations are turning to trade restrictions 
and investment controls as weapons in their geopolitical 
arsenals. This is not a new trend. Since the Cold War, the United 
States has wielded these tools to block rivals from accessing 
cutting-edge technologies or to slow their technological 
progress – especially in sectors tied to national security, like 
defense. China, meanwhile, has long resisted foreign economic 
influence, often forcing international companies to hand over 
critical technology in exchange for market access. Even Europe, 
once a staunch defender of free trade and the liberal order, 
has begun to embrace similar restrictive measures in this new 
decade.

Against this backdrop, a “new era of economic security” has 
emerged at a time when global value chains are more deeply 
integrated than ever, particularly following China’s accession 
to the World Trade Organization in 2001. Over the past few 
decades, strategic dependencies have increased across various 
sectors – from semiconductors and clean technology to 
critical materials and healthcare – especially in the Western 
world, which has grown increasingly reliant on new economic 
powerhouses like China, and to a lesser extent, India and other 
nations in the Global South.

In addition, Russia’s invasion of Ukraine in February 
of 2022 revealed the strategic vulnerability embedded in 
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Europe’s reliance on Moscow’s gas. Strategic dependencies on 
hostile powers expose countries to economic coercion, with 
competitors exploiting these dependencies to influence the 
geopolitical orientation and political decisions of targeted 
countries. To shield themselves, major Western nations started 
reshaping their industrial policies, aiming to reclaim and secure 
manufacturing capacity in sectors of strategic interest. Between 
2021 and 2022, the United States has introduced initiatives 
such as the Inflation Reduction Act, the CHIPS Act, and the 
Infrastructure Investment and Jobs Act. On this side of the 
Atlantic, over the past four years the European Union has 
launched its Industrial Strategy, the Net Zero Industry Act, the 
EU Chips Act, and the Critical Raw Materials Act. Meanwhile, 
China has increasingly pivoted its development model towards 
its “Dual Circulation Strategy”, strengthening the domestic 
market, reducing its reliance on foreign markets, and fostering 
national innovation and technology development.

Since 2019, as geopolitical and economic tensions have 
intensified, trade restrictions have tripled, while industrial policy 
measures have surged in advanced economies. These actions are 
a double-edged sword for the countries implementing them. 
On one hand, they could help strengthen the industrial base 
of Western economies by bringing back manufacturing in key 
strategic sectors. On the other hand, they could raise costs for 
consumers, hinder the energy transition, and slow progress 
toward achieving decarbonization goals.

Nevertheless, economic security encompasses much more 
than simply implementing industrial policy. There are three 
main pillars at the center of European economic security 
strategies: promote, partner and protect, similarly to the US’s 
invest, align and compete. Industrial and infrastructure policies 
primarily aim at reshaping global value chains and mitigating 
the risk of weaponizing interdependencies (the first two legs 
of the strategy), but leading economic powers are increasingly 
focusing on the protective side as well. Since the beginning 
of this decade, the United States has expanded the scope and 
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coverage of its export controls in an effort to prevent China and 
other foreign entities from acquiring cutting-edge and emerging 
technologies related to advanced chips, artificial intelligence, 
and quantum computing, which have dual-use applications 
and significant military implications. Furthermore, President 
Biden issued an executive order, that will enter into force in 
January 2025, prohibiting outbound investments in these 
critical sectors aimed at China. In response, China has largely 
restricted the export of critical minerals and machinery used in 
processing these minerals.

Europe too has swiftly adjusted its stance to adapt to this 
new reality, affirming its approach of open strategic autonomy: 
an economy that aims to remain open, but doesn’t refrain from 
protecting its core strategic interests when they are threatened. 
In June 2023, the EU launched its own Economic Security 
Strategy, which is supposedly country-agnostic. In January 
2024, the strategy was bolstered by proposing new actions 
for enhanced coordination in inbound investment screening 
mechanisms among EU member states and outlining steps 
regarding export controls, outbound investments, and research 
security. These measures will also be supported by the Foreign 
Subsidies Regulation, the recently introduced Anti-Coercion 
Instrument, and the Critical Entities Resilience Directive.

All these instruments are evidence to the fact that Europe 
is erecting barriers against a landscape where foreign subsidies 
and the use of economic power for geopolitical purposes have 
undermined and profoundly altered the global playing field. 
The recent imposition of new anti-subsidy duties in response 
to the surge of Chinese electric vehicles in European markets 
illustrates the EU’s shifting posture in international economic 
relations.

For Europe, this new reality is challenging. Historically, 
European countries have built their economic success on trade 
openness and interconnections with the rest of the world, and 
today’s European value chains remain deeply integrated with 
China. However, as Mario Draghi noted in his report on EU 
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competitiveness, the Union is rapidly losing ground against 
its main international competitors, posing an existential risk 
to its industry. Protecting strategic technological sectors and 
emerging niches is essential for Europe to remain an industrial 
powerhouse and affirm its strategic position in the global value 
chain, while striving to remain as open as possible to the rest of 
the world.

This Report will examine how these measures are reshaping 
the foundations of global trade. The WTO is facing an 
existential crisis and struggles to navigate this rapidly changing 
landscape, with its Dispute Settlement Body paralyzed by a lack 
of political will and an increasing tendency among member 
countries to invoke national security reasons to deviate from 
trade obligations. As barriers rise, globalization is adapting to 
a new configuration: trade flows are beginning to align with 
geopolitical interests, and economic connectors – such as 
Mexico, Vietnam, and Morocco – are increasingly playing a 
crucial role in the functioning of regional and global value 
chains.

At the same time, this Report will conduct a comprehensive 
exploration of the role of economic sanctions, focusing on 
their effectiveness in weakening the economic and military 
capabilities of sanctioned states. By significantly diminishing 
these countries’ capacity to engage in aggressive military and 
economic actions, sanctions aim to alter their behavior on the 
global stage. Finally, the Report will investigate how targeted 
countries are actively seeking loopholes and employing various 
strategies to circumvent these sanctions, highlighting the 
challenges faced by the international community in enforcing 
compliance and maintaining the intended impact of these 
economic measures.

The notion of “the West versus the Rest” is increasingly 
viewed as the prevailing narrative in global geopolitical and 
economic relations; however, it does not capture the entire 
landscape. As a critical pillar of economic security, the concept 
of partnering is essential for forging new win-win relationships 
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among like-minded countries. In the Western sphere, initiatives 
such as the Global Gateway, the Partnership for Global 
Infrastructure and Investment, the Indo-Pacific Economic 
Framework (IPEF), the Minerals Security Partnership, various 
Trade and Technology Councils, and trade agreements, along 
with the G7 Coordination Platform on Economic Coercion, 
demonstrate that cooperation between the Global North 
and Global South remains possible on key economic issues. 
Meanwhile, China is establishing a strategic partnership 
with Russia and leveraging initiatives like the Belt and Road 
Initiative (BRI), as well as engaging with multilateral financial 
institutions such as the Asian Infrastructure Investment Bank 
(AIIB) and the New Development Bank (NDB), in addition to 
trade agreements like the Regional Comprehensive Economic 
Partnership (RCEP).

Calibrating the trade-off between trade openness and 
economic efficiency on one hand, and economic and national 
security on the other, represents a significant challenge for the 
world’s leading economic powers. Striking a balance between 
these competing priorities is no easy task, but it is crucial for 
shaping the future of global trade and cooperation. Successfully 
navigating this complex landscape could ultimately determine 
the winners in this new phase of globalization, where resilience 
and adaptability will be key. As nations grapple with these 
issues, the decisions they make today will not only influence 
their own economic trajectories but also redefine the dynamics 
of international relations for years to come.

Paolo Magri
ISPI Managing Director and Chair Advisory Board





1.  Fragmentation in International 
     Economic Relations: 
     Is Economic Security the Answer? 

Filippo Fasulo, Alessandro Gili

The most relevant and recurring question in recent years 
concerns the state of globalization. There are generally two main 
perspectives on this: one argues that everything is changing1, 
while the other insists that the level of global exchange has 
never been higher.2 In reality, both views seem to miss the key 
point, which is that globalization is undergoing a profound 
transformation, even as global trade continues to grow. What 
we are witnessing is the rise of fragmentation within the 
international economic system.

A significant contribution to understanding this 
fragmentation has been made by the IMF, particularly through 
a series of speeches3 and articles authored by its First Deputy 

1 D. Brooks, “Globalization Is Over. The Global Culture Wars Have Begun”, 
The New York Times, 8 April 2022; “Wall Street Warns About the End of  
Globalization”, The New York Times, 24 March 2022.
2 S. Lincicome, “Globalization isn’t going anywhere”, Cato Institute, 12 
September 2023.
3 G. Gopinath, “Opening Remarks by First Deputy Managing Director Gita 
Gopinath at the IMF Conference on Geoeconomic Fragmentation” International 
Montery Fund (IMF), 25 May 2023; Idem, “Navigating Fragmentation, Conflict, 
and Large Shocks”, IMF, 21 June 2024; Idem, “Geopolitics and its Impact on 
Global Trade and the Dollar”, IMF, 7 May 2024; Idem, “Cold War II? Preserving 
Economic Cooperation Amid Geoeconomic Fragmentation”, IMF, 11 December 
2023; Idem, “Europe in a Fragmented World”, IMF, 30 November 2023. 

https://www.nytimes.com/2022/04/08/opinion/globalization-global-culture-war.html;
https://www.nytimes.com/2022/03/24/business/dealbook/globalization-fink-marks.html
https://www.nytimes.com/2022/03/24/business/dealbook/globalization-fink-marks.html
https://www.cato.org/publications/globalization-isnt-going-anywhere
https://www.imf.org/en/News/Articles/2023/05/25/sp052523-FDMD-GGopinath-Geoeconomic-Fragmentation
https://www.imf.org/en/News/Articles/2023/05/25/sp052523-FDMD-GGopinath-Geoeconomic-Fragmentation
https://www.imf.org/en/News/Articles/2024/06/21/sp062124-fdmd-nbu-nbp-annual-research-conference
https://www.imf.org/en/News/Articles/2024/06/21/sp062124-fdmd-nbu-nbp-annual-research-conference
https://www.imf.org/en/News/Articles/2024/05/07/sp-geopolitics-impact-global-trade-and-dollar-gita-gopinath
https://www.imf.org/en/News/Articles/2024/05/07/sp-geopolitics-impact-global-trade-and-dollar-gita-gopinath
https://www.imf.org/en/News/Articles/2023/12/11/sp121123-cold-war-ii-preserving-economic-cooperation-amid-geoeconomic-fragmentation
https://www.imf.org/en/News/Articles/2023/12/11/sp121123-cold-war-ii-preserving-economic-cooperation-amid-geoeconomic-fragmentation
https://www.imf.org/en/News/Articles/2023/11/30/sp-fdmd-remarks-bernhard-harms-prize
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Managing Director, Gita Gopinath. These insights come after a 
period marked by two key dynamics: “slowbalization”,4 the idea 
that trade growth slowed following the 2008 global financial 
crisis, and the debate on “decoupling”,5 which examines the 
need for politically motivated interventions in trade relations.

The current economic reality marks the beginning of a process 
that will likely lead to the fragmentation of value chains based on 
bloc affiliation. Clear “early signs” of this fragmentation include 
a threefold increase in the number of FDI and trade restrictions 
since 2018, a 2.5 times higher-than-expected concentration of 
FDI flows among like-minded countries, and the lengthening 
of supply chains. In particular, the IMF analyzes two blocs: 
one centered around the United States and Europe, and the 
other around China and Russia. It notes that trade and FDI 
between these blocs have significantly decreased since the war in 
Ukraine.6 However, while this situation may resemble a second 
Cold War, the key difference lies in the economic weight of 
the so-called “third parties” or non-aligned countries. During 
the original Cold War, the economic influence of non-aligned 
countries was virtually negligible. They accounted for only 
15% of global trade, at a time when the GDP-to-trade ratio 
was 24%, and they represented 46% of the global population. 
Today, these countries make up 66% of the global population 
and a third of global GDP, while the trade-to-GDP ratio has 
risen to 60%. As a result, these non-aligned countries may 
possess greater negotiating power, potentially influencing the 
outcome of the current global confrontation.

Geoeconomic fragmentation can be seen as a policy-
driven reversal of global economic integration, often guided 
by strategic considerations, including national and economic 
security. The primary aim is to enhance autonomy and reduce 

4 A. Stanley, Globalization’s Peak, International Monetary Fund, June 2023.
5 W.A. Reinsch, “Decoupling: Separation or Divorce?”, Center for Strategic and 
International Studies (CSIS), 28 September 2020.
6 “Cold War II? Preserving Economic Cooperation Amid Geoeconomic 
Fragmentation”…, cit.

https://www.csis.org/analysis/decoupling-separation-or-divorce
https://www.imf.org/en/News/Articles/2023/12/11/sp121123-cold-war-ii-preserving-economic-cooperation-amid-geoeconomic-fragmentation
https://www.imf.org/en/News/Articles/2023/12/11/sp121123-cold-war-ii-preserving-economic-cooperation-amid-geoeconomic-fragmentation
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dependence on other countries. These processes may result 
from geopolitical rivalry or be driven by internal economic 
priorities, such as the desire to boost national production in 
specific sectors and promote employment. In the long term, 
geoeconomic fragmentation will make it more difficult to make 
progress on global public goods, such as coordinated action on 
climate change. Furthermore, fragmentation is likely to hinder 
potential economic growth during the transition phase.7 

The Role of Politics

Taking a step back, we can see that the political factor has played 
a significant role in the historical evolution of globalization. It 
was with the end of the Cold War that global trade between 
blocs flourished, yet this trend is now being questioned by 
the reemergence of politics in the evaluation of value chain 
localization.8 Concepts such as weaponization and securitization 
are now central to this debate.9 Referring to an adage by Adam 
Smith, which suggests that growth requires only “peace, easy 
taxes, and a tolerable administration of justice”, it is evident 
that the prerequisite of peace is increasingly absent today.10 
This is not only in the context of Ukraine and Gaza but, more 
importantly, in the relationship between China and the United 
States.11

7 S. Aiyar, A. Ilyina, “Geoeconomic fragmentation: An overview”, in S. Aiyar, A. 
Presbitero, M. Ruta, Geoeconomic Fragmentation. The Economic Risks from a 
Fractured World Economy, CEPR, 2023.
8 J. Fernandez-Villaverde, T. Mineyama, D. Song, “Are We Fragmented Yet? 
Measuring Geopolitical Fragmentation and Its Causal Effects”, 2 August 2024.
9 “How national security has transformed economic policy”, Financial Times, 3 
September 2024.
10 “Mario Draghi outlines his plan to make Europe more competitive”, The 
Economist, 9 September 2024.
11 A. Beattie, “Can globalisation survive the US-China rift?”, Financial Times, 6 
September 2024.

https://cepr.org/publications/books-and-reports/geoeconomic-fragmentation-economic-risks-fractured-world-economy
https://cepr.org/publications/books-and-reports/geoeconomic-fragmentation-economic-risks-fractured-world-economy
https://www.sas.upenn.edu/~jesusfv/Fragmentation.pdf
https://www.sas.upenn.edu/~jesusfv/Fragmentation.pdf
https://www.ft.com/content/6068310d-4e01-42df-8b10-ef6952804604
https://www.economist.com/by-invitation/2024/09/09/mario-draghi-outlines-his-plan-to-make-europe-more-competitive
https://www.ft.com/content/611a48d5-8c1a-40de-a062-f1286499c3f3
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It becomes clear, then, that there is a close correlation 
between the state of political relations and economic relations, 
with each influencing the other. An excess of interdependence, 
especially when asymmetrical, leads to political concerns, and 
the deterioration of political relations casts a shadow over deep 
commercial ties.12

According to Farrell and Newman, globalization has led to 
the creation of “asymmetric economic network structures”, 
which form the foundation for weaponized interdependence. 
In this framework, countries that control the largest share of 
global value chains can impose significant costs on adversaries, 
especially if these adversaries are not aligned with or challenge 
the strategic interests of the dominant state. In particular, 
advantaged countries can disrupt value chain flows to their 
adversaries, a phenomenon known as the “chokepoint effect”. 
However, countries being coerced may also respond by 
distancing themselves from the network, effectively turning 
the chokepoint effect back on the advantaged state. They could 
reshore strategic dependencies and create alternative value 
chains in collaboration with like-minded countries. Therefore, 
maintaining asymmetric advantages within global value chains 
is crucial for advantaged countries if they wish to retain coercive 
power in the international economic system.13 

Against this backdrop, several critical questions arise about 
the nature of the international system and how to address its 
challenges. The overarching goal is to preserve globalization and 
its benefits, which have significantly improved global economic 
conditions over recent decades.14 Key questions include: What 
is the nature of the current conflict in the international system 
– are we entering a Second Cold War? What is the relationship 

12 H. Farrell and A.L. Newman, “Weaponized Interdependence: How Global 
Economic Networks Shape State Coercion”, International Security, vol. 44, no. 1, 
2019, pp. 42-79.
13 Ibid.
14 K. Georgieva, “The Price of  Fragmentation”, Foreign Affairs, September/
October 2023.

https://direct.mit.edu/isec/article/44/1/42/12237/Weaponized-Interdependence-How-Global-Economic
https://direct.mit.edu/isec/article/44/1/42/12237/Weaponized-Interdependence-How-Global-Economic
https://www.foreignaffairs.com/world/price-fragmentation-global-economy-shock
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between peace and trade, and which should take precedence? 
Finally, how should we understand and manage relationships 
with third-party actors outside of the established blocs?

One of the strongest proponents of the idea that a second 
Cold War has begun between the US and China is British 
historian Niall Ferguson.15 After outlining its defining 
characteristics in 2018, Ferguson has reinforced this view in 
the years since.16 From his perspective, a new Cold War doesn’t 
need to mirror the original, just as World War I and World 
War II had significant differences. Critics of Ferguson’s thesis 
point to key differences between the current situation and the 
original Cold War, particularly in the economic and military 
weight of 20th-century Russia versus today’s China, as well 
as the intensity of ideological rivalry between the US and its 
competitor then versus now.17 Regardless of how this US-China 
rivalry is labeled, a distinct structural opposition has emerged, 
leading to the strengthening of minilateral forums.18 These 
include the G7 – where the concept of economic security is 
now mainstream – the expansion of the BRICS, and the rising 
influence of the SCO and Quad.

In response to this fragmentation, and in recognition of its 
mission, the WTO has strongly reaffirmed the role trade can 
play in bridging political divides.19 In the WTO’s analysis, the 
stagnation in the relationship between GDP and trade since the 
global financial crisis is not due to purely economic factors. In 
fact, the costs of international trade have continued to decline, 
although non-political factors, like production unbundling, 
have also influenced this trend. The WTO suggests that a 

15 N. Ferguson, “Cold War II”, NR Magazine, 17 December 2020.
16 P. Robinson, “Cold War II: Niall Ferguson On The Emerging Conflict With 
China”, Hoover Institution, 1 May 2023.
17 M. Hirsh, “No, This Is Not a Cold War – Yet”, Foreign Policy, 7 May 2024.
18 C. Raja Mohan, “The Nimble New Minilaterals”, Foreign Policy, 11 September 
2023.
19 “World Trade Report 2023 — Re-globalization for a secure, inclusive and 
sustainable future”, World Trade Organization (WTO), 2023.

https://www.nationalreview.com/magazine/2020/12/17/cold-war-ii/
https://www.hoover.org/research/cold-war-ii-niall-ferguson-emerging-conflict-china
https://www.hoover.org/research/cold-war-ii-niall-ferguson-emerging-conflict-china
https://foreignpolicy.com/2024/05/07/cold-war-cold-peace-united-states-china-xi-decoupling-trade/
https://foreignpolicy.com/2023/09/11/minilateral-alliances-geopolitics-quad-aukus-i2u2-coalitions-multilateralism-india-japan-us-china/
https://www.wto.org/english/res_e/publications_e/wtr23_e.htm
https://www.wto.org/english/res_e/publications_e/wtr23_e.htm
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“re-globalization” initiative could help mitigate fragmentation 
by enabling risk diversification, potentially reducing tensions.

However, this view assumes a return to a previous state, 
while today’s shifts are not driven solely by a hostile political 
climate. To understand the current focus on economic security, 
we must consider the emergence of economic weaponization 
mechanisms developed over the past decade. Added to this are 
the double shocks of the pandemic – exposing dependencies on 
China – and Russia’s invasion of Ukraine, highlighting Europe’s 
reliance on Russian gas.

Ultimately, it has become clear that beyond the willingness 
to use economic leverage for political purposes, a crucial factor 
is the capability to weaponize the economy – made increasingly 
possible by technological advances.20 The mere existence of this 
capability puts countries in a state of heightened insecurity, 
driving them to take steps to secure their economies.

The Role of Third Parties Outside  
of the Blocs and the Rise of Barriers

In this sense, solving the problem of fragmentation is less about 
economic considerations and more about a political crisis. 
However, one of the main characteristics of the existing order 
is a complete lack of trust21 and, indeed, the belief that the 
opposing side is openly hostile. This applies to the United States 
regarding Russia and China, but the reverse is also true, with 
Moscow and Beijing repeatedly blaming NATO for the conflict 
in Ukraine. In this climate of uncertainty, third parties outside 
the blocs centred around these two groups play a crucial role. 
These third parties have two fundamental characteristics: they 
are becoming increasingly economically significant, as indicated 
by the IMF, and they are able to engage with both blocs. These 

20 Georgieva (2023).
21 T.L. Friedman, “America, China, and Crisis of  Trust”, The New York Times, 14 
April 2023.

https://www.nytimes.com/2023/04/14/opinion/china-america-relationship.html
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blocs are still forming and have no fixed boundaries precisely 
due to the role of third countries. India is certainly one of them, 
as it is simultaneously the country that enables the existence of 
the Indo-Pacific concept – otherwise, it would just be a largely 
Japanese and American initiative, supported by their closest allies 
– and the one that allowed the revitalization of the BRICS not 
to be merely a pro-Russian and pro-Chinese initiative. Similarly, 
Turkey, a long-time NATO member and long-standing candidate 
for entry into the European Union, has formally requested to 
join the BRICS, as well as being a dialogue partner of the SCO 
Summit.22 Thailand has also requested to join the BRICS, though 
almost simultaneously, it has sought membership in the OECD. 
This request is shared with Indonesia,23 which, however, seems 
to have declined entry into the BRICS in 2023. Compared to 
the past, not only is the number of countries participating in 
discussions increasing, but so are the forums where decisions are 
made. The relationship between the two main blocs and third-
party countries will be crucial in shaping future balances, where 
the oscillations of third countries between the blocs, and their 
simultaneous emergence as actors capable of rewriting the rules, 
will matter. For example, India has already demonstrated, with 
its organization of the G20 in 2023, that it does not want to be 
a mere spectator of the contest between great powers, nor does 
it simply want to be granted a greater share of political power, 
but rather to be an active player in writing the new international 
rules, as in the case of AI.

Thus, opposed to fragmentation as a pathology of globalization 
is the potential growth of a plurality of economic poles. At 
present, the policies adopted by the world’s major economies 
are decisively moving toward increased fragmentation through 
autarkic measures of industrial policy, whether in the case of the 

22 Y. Can, “Turkey’s Balancing Act: Navigating NATO, BRICS, and Other Global 
Partnerships”, Wilson Center, 11 July 2024.
23 S. Feingold and C. Edmond, “Why Indonesia and Thailand’s bid for OECD 
membership could be a game changer”, World Economic Forum (WEF), August 
2024.

https://www.wilsoncenter.org/article/turkeys-balancing-act-navigating-nato-brics-and-other-global-partnerships
https://www.wilsoncenter.org/article/turkeys-balancing-act-navigating-nato-brics-and-other-global-partnerships
https://www.weforum.org/agenda/2024/08/indonesia-thailand-oecd-membership-economic-growth-southeast-asia/
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IRA or the Dual Circulation Strategy. However, simultaneously, 
distrust in China as a politically reliable economic partner 
is leading to the industrialization of third parties – such as 
Southeast Asia and Mexico – that benefit economically and gain 
greater centrality, which they can use as leverage in negotiations.

The reality is that globalization is hard to abate. Despite a 
small decline in direct trade between the US and China after the 
Trump tariffs, the world has witnessed a steep rise in Chinese 
exports to countries that are now exporting more to the United 
States. The result was lengthened supply chains and not an 
overall shrink of global trade. Most Chinese intermediate goods 
are now directed, as pointed out above, to other developing 
economies – such as Vietnam, Mexico, Indonesia, and Thailand 
– for final assembly before being exported into the US. These 
economic connectors play a key role in sustaining this new 
phase of globalization, where industrial policies, trade defensive 
tools, as well as economic security tools are on the rise. 
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Last year, almost 2,000 industrial policies measures were 
undertaken worldwide. The news is that, contrary to the past 
trends which saw an overwhelming use by emerging markets, 
today advanced economies are introducing two thirds of the 
industrial policies worldwide.24 Trade restrictions also are 
skyrocketing, and in 2023, they were three times higher than 
in 2019, even without counting the 2024 tariff increase of 
President Biden on China. 

This rise of barriers largely responds to China’s skyrocketing 
trade manufacturing surplus vis-à-vis the rest of the world. 
Indeed, China’s manufacturing surplus has increased from 6 
percent of China’s GDP in 2018 to 10 percent in 2023. Faced 

24 A. Ilyina, C. Pazarbasioglu, M. Ruta, Industrial Policy is Back But the Bar to 
Get it Right Is High, IMF, 12 April 2024.

https://www.imf.org/en/Blogs/Articles/2024/04/12/industrial-policy-is-back-but-the-bar-to-get-it-right-is-high
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The Rise of Fragmentation22

with weak domestic demand, Beijing has used exports as an 
outlet for its overcapacity, especially in the clean tech sector. 
This has resulted in a manufacturing surplus of $800 billion, 
with exports increasing by 40% from 2018 to 2023, from 
$2.5 trillion to $3.5 trillion.25 The United States has decreased 
its dependence on China for all types of imported goods 
since 2018,26 whereas the EU and China have maintained or 
increased their trade dependencies on each other for almost all 
types of imported goods. This, in turn, could make it more 
difficult to align the EU and US national security policies and 
their stance on China.27 

Facing increasing barriers from the US, China has 
progressively headed its manufacturing surplus to other regions, 
and the European Union in particular. This has resulted in a 
worsening trade balance for the EU, which reached a trade 
deficit of roughly $400 billion in 2022 ($200 billion higher 
than in 2020, with an improvement in 2023 when the deficit 
stood at €291 billion), especially due to the worsening situation 
in clean tech sectors and automotive.28 In 2023, the total export 
value of Chinese pure electric vehicles (EVs) surged by 70%, 
reaching $34.1 billion. Roughly 40% of this value was heading 
to the EU, posing a major threat to the growth of the domestic 
industry. Meanwhile, in March 2024, the Biden administration 

25 See B. Setser, The Dangerous Myth of  Deglobalization, Foreign Affairs, 4 June 
2024. See also M. Weilandt, V. Baur, B. Setser, China’s Record Manufacturing 
Surplus, Council on Foreign Relations, 10 March 2024. 
26 In 2023, China was the fourth-largest U.S. goods trading partner (with total 
trade at $575 billion), the fourth largest U.S. export market ($147.8 billion), and 
the second largest source of  U.S. imports ($427.2 billion). Total 2023 U.S.-China 
goods trade fell by 17% if  compared to 2022: U.S. exports fell by 5.1% and 
U.S. imports fell by 20.4% due to China’s economic slowdown and de-risking 
measures in supply chains. See Congressional Research Service, U.S.-China Trade 
Relations, 8 August 2024. 
27 M. E. Lovely, J. Yan, While the US and China decouple, the EU and China 
deepen trade dependencies, PIIE, 27 August 2024. 
28 Eurostat, EU trade in goods with China: less deficit in 2023. 

https://www.foreignaffairs.com/china/globalization-dangerous-myth-economy-brad-setser
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https://ec.europa.eu/eurostat/web/products-eurostat-news/w/ddn-20240304-2
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declared Chinese electric vehicles a risk to US national security.29 
As a result of surging Chinese exports, the EU Commission 

announced, in October 2023, a ex-officio anti-subsidy 
investigation on Chinese EVs carmakers exporting to Europe. 
Nine months later, in July 2024, this has resulted in provisional 
countervailing duties on imports of battery electric vehicles 
(BEVs) from China, in particular of 17.4% on BYD, 19.9 % 
on Geely and 37.6% on SAIC, applying from 5 July.30 The 
market share of Chinese-made cars in EU battery-electric sales 
has risen from around 3% to over 20% in the past three years, 
amounting to approximately €10 billion in value. Chinese 
brands now account for about 8% of this market.31 On 
October 29th, the European Commission imposed definitive 
countervailing duties on imports of electric vehicles from China 
for a period of five years. The duties are as follows: 17.0% for 
BYD, 18.8% for Geely, 35.3% for SAIC, 20.7% for other 
cooperating companies, and 35.3% for all non-cooperating 
companies. Tesla’s facilities in China, however, were granted 
special treatment with a reduced duty of 7.8%. Nevertheless, 
differing positions among EU member states could lead to a 
swift agreement with Beijing. In particular, Germany and 
Spain are advocating for a negotiated, comprehensive deal with 
China. At the same time, the EU and China continue working 
together to explore WTO-compatible solutions alongside the 
duties currently in place.32 

29 Y. Wang, US and Europe: 2 Different Approaches to Restricting Chinese 
EVs, The Diplomat, 19 April 2024. See also J. Webster, China has become an 
electric vehicle export behemoth. How should the US and EU respond?, Atlantic 
Council, 29 February 2024. 
30 European Commission, Commission imposes provisional countervailing 
duties on imports of  battery electric vehicles from China while discussions with 
China continue, Press Release, 4 July 2024. 
31 ACEA, Fact sheet: EU-China vehicle trade, 2024. 
32 European Commission, EU imposes duties on unfairly subsidised electric 
vehicles from China while discussions on price undertakings continue, Press 
Release, 29 October 2024.
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https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3630
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3630
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3630
https://www.acea.auto/fact/fact-sheet-eu-china-vehicle-trade-2024/
file:///C:\Users\Gili\Downloads\European%20Commission,%20EU%20imposes%20duties%20on%20unfairly%20subsidised%20electric%20vehicles%20from%20China%20while%20discussions%20on%20price%20undertakings%20continue,%20Press%20Release,%2029%20October%202024
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The EVs dispute is no more an isolated episode. Other clean 
tech sectors are at the center of the EU-China dispute, such as 
wind turbines. Under the new Foreign Subsidies Regulation, 
the EU Commission launched an inquiry in April 2024 into 
Chinese suppliers of wind turbines that offer cheap turbines 
winning some orders in Europe, mainly thanks to generous 
foreign subsidies which distorts the integrity of the European 
market and disrupts fair competition. In the wind turbines 
sectors, not only because China’s competition but also due to 
internal competitiveness factors, Europe has rapidly lost ground 
in the last year: in 2020 China overtook Europe as the largest 
producer of producer of wind turbines, with the European 
share in the global market shrinking from 58% in 2017 to 30% 
in 2023. According to the former Executive Vice-President for 
Competition Margrethe Vestager the large excess capacities of 
subsidised Chinese wind turbines “is not only dangerous for 
our competitiveness. It also jeopardises our economic security”. 
Moreover, she added that the new EU trade and economic 
security tools are here to avoid repeating the mistakes Europe 
did in the past losing its solar manufacturing industry.33 

Economic Security Strategies in Comparison

These moves are a signal of a new stance of the EU towards 
economic, trade and economic and technological security 
relations. It has been a progressive but quite rapid ideological 
shift of stance, considering that the Old Continent has forged its 
economic prosperity after the WW2 on trade openness. Other 
countries in the world had much more experience when it 
comes to the use of tools to protect their economies. Worldwide, 
the pendulum between openness, economic efficiency and 
integration on one side and protection and security on the other 
is leaning toward the latter. This also implies diversified supply 

33 Wind Europe, EU starts investigation into Chinese wind turbines under new 
Foreign Subsidies Regulation, 9 April 2024. 

https://windeurope.org/newsroom/press-releases/eu-starts-investigation-into-chinese-wind-turbines-under-new-foreign-subsidies-regulation/
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chains, mainly through friend-shoring and reshoring measures, 
with new economic relations with the most secure suppliers rather 
than the most cost-efficient ones. In turn, this could also mean 
alternatives that are more expensive. Countries are progressively 
shielding critical sectors of the economy from foreign influence, 
with the final goal to de-risk strategic dependencies. These 
economic security strategies are mainly centered around 3 key 
pillars: 1) promote policies to strengthen domestic manufacturing 
capacities; 2) Protect with economic security tools such as FDI 
screening and export controls to manage external risks; and 
3) partner by forging strategic international partnerships for 
reliable market access and secure source of imports, mainly 
through friend-shoring and nearshoring processes, as well as by 
forging new free trade agreements (FTAs). The United States – 
as clearly stated by the National Security Advisor Jake Sullivan – 
is allegedly pursuing a “small yard with a high fence” approach, 
limiting incisive protection and economic security tools to a 
limited list of strategic sectors. In the US, economic security 
is a piece of its economic strategy since the Cold War era. 
Section 232 upon which President Trump imposed new tariffs 
on China on national security grounds in 2018 was established 
in 1960s and export controls and FDI screenings are in place 
since the 1970s, in particular the latter after the establishment 
in 1975 of the Committee on Foreign Investment in the United 
States (CFIUS). President Trump adopted a tougher stance on 
China but President Biden continued on this path with a mix 
of domestic manufacturing strategies and de-risking tools. The 
Biden Administration adopted policies to make its economy 
more competitive and win back shares of manufacturing 
production in some strategic sector. This is the rational behind 
the Bipartisan Infrastructure Investment and Jobs Act, the Chips 
and Science Act, and the Inflation Reduction Act (IRA). The 
IRA, in particular, provides tax incentives and new investments, 
but also envisages a list of “foreign entities of concern” (FEOC). 
Vehicles assembled in FEOCs or using (from 2024) critical 
minerals extracted, processed or recycled in any of these countries 
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(from 2024) and batteries (from 2025) coming from China, 
Russian Federation, North Korea and Iran are not eligible for 
IRA’s tax credits. Moreover, the local content requirements 
designed in the IRA mandate that the final assembly must take 
place in North America and cars must include a share of critical 
minerals or batteries produced in the US or countries with a 
free trade agreement with the US. These provisions cast doubts 
about the IRA’s compatibility with the WTO rules and have 
raised the recrimination of the EU, fearing delocalization into 
the US and discrimination on the origin of components, such as 
batteries. Moreover, the design of FEOC signals that the US is 
not pursuing a country-agnostic approach in trade and economic 
security tools. Most importantly, the Biden Administration 
accelerated in the adoption of export controls, starting with new 
semiconductor export controls in October 2022 aimed at counter 
China’s ability to access and develop advanced computing and 
semiconductor manufacturing items.34 Moreover, in August 
2023, President Biden issued an Executive Order, declaring a 
“national emergency to address the threat to the United States 
posed by certain countries of concern, which seek to develop 
and exploit sensitive or advanced technologies or products 
critical for military, intelligence, surveillance, or cyber-enabled 
capabilities”. The order established three categories of national 
security technologies and products, namely semiconductors 
and microelectronics, quantum information technologies and 
artificial intelligence, whose outbound investments to China are 
prohibited or require notification.35 Finally, in October 2023, 
the United States updated its semiconductor export controls to 
close several loopholes that weakened the efficacy of the original 

34 US Department of  Commerce, Bureau of  Industry and Security, Commerce 
Implements New Export Controls on Advanced Computing and Semiconductor 
Manufacturing Items to the People’s Republic of  China (PRC), 7 October 2022. 
35 Federal Register of  the United States, Executive Order 14105 of  August 9,2023 
Addressing United States Investments in Certain National Security Technologies 
and Products in Countries of  Concern, Vol. 88 No. 154.

https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file
https://home.treasury.gov/system/files/206/Executive%20Order%2014105%20August%209%2C%202023.pdf
https://home.treasury.gov/system/files/206/Executive%20Order%2014105%20August%209%2C%202023.pdf
https://home.treasury.gov/system/files/206/Executive%20Order%2014105%20August%209%2C%202023.pdf
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rules.36 It is clear that these measures are targeted to decelerate the 
technological advancement of rival countries, as China, and in 
particular the use of US technology for military applications. To 
achieve this goal, the partnership with other countries is key: in 
July 2023, Japan aligned with US export controls,37 and – under 
US pressure – Netherlands announced in June 2023 restrictions 
for the exports of advanced semiconductor equipment. In 
particular, the machinery produced by ASML is the focus, 
because ASML is one of the most important machinery chip 
firm, whose tools are required to produce the most advanced 
chips; moreover, Netherlands rolled out in September 2024 new 
export controls on critical technologies, including quantum 
computing and semiconductor goods.38 President Biden has 
confirmed a tough stance on China, by announcing in May a 
new set of tariffs: the tariff rate on certain steel and aluminum 
products under Section 301 will increase from 0–7.5% to 25% in 
2024; on semiconductors from 25% to 50%; on electric vehicles 
from 25% to 100%; on lithium-ion EV batteries from 7.5%% 
to 25% in 2024, while the tariff rate on lithium-ion non-EV 
batteries will increase from 7.5% to 25% in 2026. The tariff 
rate on battery parts will be raised from 7.5% to 25% in 2024; 
finally, on solar cells (whether or not assembled into modules) 
from 25% to 50% in 2024.39 To be successful, economic security 
and trade tools must be coordinated with key partners. This will 
place greater importance on regional and bilateral alliances and 
agreements, such as the QUAD and IPEF in the Indo-Pacific, 

36 US Department of  Commerce, Bureau of  Industry and Security, Commerce 
Strengthens Restrictions on Advanced Computing Semiconductors, 
Semiconductor Manufacturing Equipment, and Supercomputing Items to 
Countries of  Concern, 17 October 2023. 
37 T. Kelly, K. Freifeld, K. Sugiyama, As Japan aligns with U.S. chip curbs on 
China, some in Tokyo feel uneasy, Reuters, 24 July 2023. 
38 A. Kharpal, Netherlands takes on U.S. export controls, controlling shipments 
of  some ASML machines, CNBC, 6 September 2024.
39 The White House, FACT SHEET: President Biden Takes Action to Protect 
American Workers and Businesses from China’s Unfair Trade Practices, 14 May 
2024. 
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the EU-US Trade and Technology Council in the Atlantic, as 
well as at the G7 level.

China, on its side, has traditionally used economic security 
as a pillar of its wider economic strategy and political security. 
Although Deng Xiaoping since 1978 enacted reforms to open 
up the Chinese economy and acquire foreign technologies with 
a development-driven economic policy underpinning regime 
stability, the Xi Presidency is bearing witness that economic 
policy is strongly linked with strategic objectives for the 
country’s national security. In particular, the country’s use of 
economic coercion is typically triggered by challenges or threats 
to territorial integrity, domestic political legitimacy, national 
and economic security.40 The focus of China’s economic agenda 
on security has accelerated after Trump’s trade war in 2018, 
with China further focusing on core technologies, industrial 
protection and supply chains resilience. The launch of the dual 
circulation strategy in 2020 was also meant to decrease reliance 
on foreign markets. Beijing responded to Western export control 
measures by initiating a review of its own export controls on 
technology in December 2022, followed by imposing export 
restrictions on gallium and germanium in August 202341 (and 
on graphite in October 2023 starting from December42), and 
banning export or rare earth processing technology in December 
2023.43 Economic security measures were also underpinned 
by strategic stockpiling of critical minerals, as well as the 
development of strong industrial manufacturing policies such 
as Made in China 2025, and a new State-backed investment 

40 See A. Holderness, J. Schaus, N. Velazquez, A. Aldisert, H. Carroll, E. Hardesty, 
Expanding the Toolkit to Counter China’s Economic Coercion, CSIS, May 2024. 
41 A. Lv, D. Patton, China export curbs choke off  shipments of  gallium, 
germanium for second month, Reuters, 20 October 2023. 
42 S. Liu, D. Patton, China, world’s top graphite producer, tightens exports of  key 
battery material, Reuters, October 2023. 
43 S. Liu, D. Patton, China bans export of  rare earths processing tech over 
national security, Reuters, 21 December 2023. China controls over 90% of  rare 
earth processing globally. 
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fund to boost its semiconductor industry.44 As described in 
a very effective way in a recent paper by the Jacques Delors 
Institute, China’s economic security perimeter soon has become 
a “big yard with moving fences”, designed to protect indigenous 
innovation and shield national technologies and growing tech 
industries – also through generous State subsidies and trade and 
non-trade barriers – from international competition.45 Beijing 
is also leveraging critical minerals to rebuff Western export 
controls and hinder de-risking; moreover, the country is also 
limiting technology exports – such as permanent magnets used 
in EVs engines, rare earth processing machines (as seen before), 
or infant industries such as solid batteries – to keep industrial 
chains at home.46 That said, it is important to recognize 
that China’s success in the clean tech sector cannot be solely 
attributed to the widespread use of subsidies. Over the decades, 
the country has developed a vertically integrated supply chain 
and fostered the growth of numerous innovative companies 
that are now integrated into global value chains. This success 
is partly due to Beijing’s efforts to stimulate domestic demand 
and create a market for these technologies. Additionally, China 
has made substantial investments in supporting infrastructure, 
such as charging and electrical networks, in the context of a 
largely protected domestic market. Recently, Beijing has also 
embarked on a new strategy of greenfield investments abroad in 
certain clean tech sectors, such as electric vehicles. The rationale 
behind this approach is to circumvent growing trade barriers in 
the United States and Europe, thereby preserving market shares 
for China’s national automakers.47 

44 Reuters, China sets up third fund with $47.5 bln to boost semiconductor 
sector, 27 May 2024. 
45 E. Fabry, N. Koehler-Suzuki, P. Lamy, M. Sibona, Shields Up: How China, 
Europe, Japan and the United States Shape the World through Economic 
Security, Policy Paper n. 298, Jacques Delors Institute, February 2024. 
46 R. Arcesati, F. Chimits, A. Hmaidi, Keeping Value Chains at Home. How China 
controls foreign access to technology and what it means for Europe, MERICS 
Report, August 2024.
47 See G, Sebastian, C. Boullenois, Terms and Conditions Apply: Regulating Chinese 
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In other sectors where China lags behind, such as 
semiconductor technology, the country is working to foster 
domestic innovation, promote self-sufficiency, and catch up to 
the cutting edge. To this end, it has launched the aforementioned 
$47 billion investment package also aimed at countering US 
restrictions.48 

In this sense, also miming what is pursued in the Western 
bloc, China is building international alliances to improve its 
economic security and the resilience of the country’s supply 
chains. The BRICS alliance under the framework of the New 
Development Bank, the strategic partnership between Beijing 
and Moscow, as well as the Regional Comprehensive and 
Economic Partnership (RCEP – the largest trade agreement in 
the world comprising 14 countries) are examples of a global 
and regional network underpinning Beijing’s strategic goals. 

Against this complicated backdrop, Europe finds itself 
caught between the imperative to keep its economy open to 
the world and the need to retain industrial manufacturing in 
critical sectors at home. In June 2023, the European Union 
launched its first European Economic Security Strategy to 
develop a comprehensive approach for identifying, assessing, 
and managing risks to its economic security. The main risks 
identified include the resilience of supply chains (including 
energy), threats to physical and cyber security, technology 
leakage, and the weaponization of economic dependencies 
or economic coercion.49 The European Economic Security 
Strategy represents a first step toward achieving open strategic 
autonomy. Europe has entered a new phase: while the Old 
Continent does not deny its commitment to trade openness 
and international market competition, it is adopting a toolkit 

EV Manufacturing Investment in Europe, Rhodium Group, 1 October 2024.
48 S. Tabeta, China launches $47bn chip fund to counter U.S. restrictions, Nikkei 
Asia, 27 May 2024. 
49 European Commission, Joint Communication to the European Parliament, the 
European Council and the Council on “European Economic Security Strategy”, 
Join/2023/20 Final, 20 June 2023. 

https://rhg.com/research/terms-and-conditions-apply-regulating-chinese-ev-manufacturing-investment-in-europe/
https://rhg.com/research/terms-and-conditions-apply-regulating-chinese-ev-manufacturing-investment-in-europe/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023JC0020&qid=1687525961309
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023JC0020&qid=1687525961309
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to mitigate strategic dependencies, and address practices that 
distort the international competition, as well as the dangers 
posed by foreign influence and economic coercion.

To protect its economic security, the EU identified five new 
initiatives in January 2024 to advance its economic security 
agenda.50 First, the new economic security agenda requires 
Foreign Direct Investment (FDI) screening in the EU to evolve 
from an “information sharing” mechanism, as conceived in 
the previous 2019 Regulation. Now, all Member States will be 
required to implement an FDI screening mechanism (22 out of 
27 Member States currently have one), with common minimum 
requirements for conducting screenings and enforcing decisions. 
Screening processes and authorization reviews are now mandatory 
for all projects of EU interest, including dual-use technologies, 
critical technologies, and the financial sector. Moreover, the FDI 
screening mechanism is extended to cover subsidiaries of foreign 
investors in the EU that are directly or indirectly controlled by 
a third government; foreign investors subject to EU sanctions; 
and foreign investors involved in foreign investments previously 
screened by an EU Member State. This coordinated mechanism 
was primarily designed in the past to address the inflow of 
Chinese investments aimed at taking over EU companies and 
technologies. However, since the pandemic, this trend has 
diminished and is now mainly driven by new greenfield projects 
for electric vehicles and battery plants.51

The second initiative aims to foster discussions on the export 
controls of dual-use technologies that impact EU security, 

50 European Commission, Communication from the Commission to the 
European Parliament and the Council. Advancing European economic security: 
an introduction to five new initiatives, COM(2024) 22 final, 24 January 2024. 
51 See European Commission, Proposal for a Regulation of  the European 
Parliament and of  the Council on the screening of  foreign investments in the 
Union and repealing Regulation (EU) 2019/452 of  the European Parliament 
and of  the Council, COM(2024) 23 final, 24 January 2024. See also L. Vinhas de 
Souza, Comparing EU and US approaches towards Economic Security Strategies, 
Policy Brief  11/2024, Jean Monnet Centre of  Excellence on EU Inclusive Open 
Strategic Autonomy, 3 September 2024. 

https://commission.europa.eu/document/download/8b5910fe-10ea-4645-8b14-162ff72ea049_en?filename=Communication%20on%20European%20economic%20security.pdf
https://commission.europa.eu/document/download/8b5910fe-10ea-4645-8b14-162ff72ea049_en?filename=Communication%20on%20European%20economic%20security.pdf
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://leap.luiss.it/wp-content/uploads/2024/09/PB11.24-Comparing-EU-and-US-approaches-towards-ESS.pdf
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particularly in sectors where the EU maintains a technological 
advantage.52 In this context, the third initiative could become 
even more crucial in the future, focusing on potential risks 
stemming from outbound investments, especially when critical 
technologies are at stake. At this stage, it is limited to identifying 
risks associated with outbound investments and consulting with 
Member States and stakeholders. It is designed to fill knowledge 
gaps concerning the level of investments, their destinations, 
and the potential risks that could accompany such investments. 
In a second phase, this tool could evolve into a common 
mechanism at the EU level. 53 Finally, the last two measures 
are intended to better promote research and development with 
dual-use potential, as well as to identify measures to strengthen 
research security at the national and sector levels, amid rising 
geopolitical tensions and industrial relations.54

Protecting all sectors is not feasible for a fully diversified 
and open economy like the EU. In October 2023, the EU 
Commission identified a list of ten critical technological 
areas that require protection due to their enabling and 
transformative nature, as well as potential dual-use risks. Four 
areas, in particular, are deemed to pose the most sensitive and 
immediate risks to technology security and leakage: advanced 
semiconductor technologies, artificial intelligence, quantum 
technologies, and biotechnologies. The Commission has 
initiated an urgent collective risk assessment in collaboration 
with Member States for these four sectors.55

52 European Commission, White Paper on Export Controls, COM (2024) 25 
final, 24 January 2024. 
53 European Commission, White Paper on Outbound Investments, COM(2024) 
24 final, 24 January 2024.  
54 European Commission, Proposal for a Council Recommendation on enhancing 
research security, COM(2024) 26 final, 24 January 2024. See also European 
Commission, White Paper on options for enhancing support for research and 
development involving technologies with dual-use potential, COM(2024) 27 
final, 24 January 2024. 
55 EU, EU Commission Recommendation of  03 October 2023 on critical 
technology areas for the EU’s economic security for further risk assessment 

https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/a44df99c-18d2-49df-950d-4d48f08ea76f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/51124c0d-58d8-4cd9-8a22-4779f6647899/details?download=true
https://research-and-innovation.ec.europa.eu/document/download/e82a2fd9-ac12-488a-a948-87639eef10d4_en
https://research-and-innovation.ec.europa.eu/document/download/e82a2fd9-ac12-488a-a948-87639eef10d4_en
https://research-and-innovation.ec.europa.eu/document/download/7ae11ca9-9ff5-4d0f-a097-86a719ed6892_en
https://research-and-innovation.ec.europa.eu/document/download/7ae11ca9-9ff5-4d0f-a097-86a719ed6892_en
https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
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Protection also involves securing the infrastructures crucial 
for energy and logistics. The EU Council Recommendation of 
December 8, 2022, which outlines a Union-wide coordinated 
approach to enhancing the resilience of critical infrastructure, 
represents a significant step toward harmonizing risk assessment 
and threat response among Member States, despite being 
non-binding.56

In early 2023, the Critical Entities Resilience Directive 
took effect, requiring Member States to develop national 
strategies to safeguard against potential shocks. Furthermore, 
the EU and NATO have established an EU-NATO Task Force 
aimed at strengthening the resilience and protection of critical 
infrastructure, and a NATO Maritime Centre for the Security of 
Critical Undersea Infrastructure was launched in May 2024.57

Other trade and economic security measures were 
implemented to counter economic coercion and to rectify the 
uneven playing field created by distortive state subsidies to 
foreign enterprises. Notably, in response to China’s economic 
coercion against Lithuania in 2021 – specifically, the restriction 
of Lithuanian imports following Lithuania’s decision to 
establish a Taiwanese representation in Vilnius – the EU Anti-
Coercion Instrument (ACI) came into effect in December 
2023. This instrument provides the EU with a broad array of 
countermeasures to employ when a country refuses to lift its 

with Member States, C(2023) 6689 final, 3 October 2023. The 10 technology 
areas recognized as critical are: advanced semiconductors technologies; artificial 
intelligence technologies; quantum technologies; biotechnologies; advanced 
connectivity, navigation and digital technologies; advanced sensing technologies; 
space & propulsion technologies; energy technologies; robotics and autonomous 
systems; advanced materials, manufacturing and recycling technologies. 
56 European Union, “Council Recommendation of  8 December 2022 on 
a Union-wide coordinated approach to strengthen the resilience of  critical 
infrastructure”, Official Journal of  the European Union, 8 December 2022.
57 European Commission, EU-NATO Task Force: Final assessment report 
on strengthening our resilience and protection of  critical infrastructure, Press 
Release, 29 June 2023. See also NATO, NATO officially launches new Maritime 
Centre for Security of  Critical Undersea Infrastructure, 28 May 2024. 

https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
https://defence-industry-space.ec.europa.eu/document/download/d2649f7e-44c4-49a9-a59d-bffd298f8fa7_en?filename=C_2023_6689_1_EN_annexe_acte_autonome_part1_v9.pdf
https://defence-industry-space.ec.europa.eu/document/download/d2649f7e-44c4-49a9-a59d-bffd298f8fa7_en?filename=C_2023_6689_1_EN_annexe_acte_autonome_part1_v9.pdf
https://ec.europa.eu/commission/presscorner/detail/it/ip_23_3564
https://ec.europa.eu/commission/presscorner/detail/it/ip_23_3564
https://mc.nato.int/media-centre/news/2024/nato-officially-launches-new-nmcscui
https://mc.nato.int/media-centre/news/2024/nato-officially-launches-new-nmcscui


The Rise of Fragmentation34

coercive actions, although such measures require the consensus 
of a qualified majority of Member States. These countermeasures 
may include the imposition of tariffs, restrictions on trade in 
services, limitations on trade-related aspects of intellectual 
property rights, and constraints on foreign direct investment 
and public procurement.58 Additionally, in July 2023, the 
Foreign Subsidies Regulation (FSR) was introduced to address 
distortions caused by foreign subsidies that undermine the 
proper functioning of the Single Market. This regulation 
has been and will continue to be used to ensure that foreign 
companies participating in European public tenders do not 
benefit from distorting foreign subsidies.59

The EU has also adopted a tougher stance to address 
global imbalances through trade policy, as witnessed by the 
aforementioned tariffs on Chinese EVs. However, the future 
of the European economy and industry cannot be built solely 
on protectionism. European companies must stay competitive 
on the global stage by investing in cutting-edge technologies in 
critical sectors. Europe should prioritize its limited resources for 
industries essential to its economic and security interests, while 
establishing strategic indispensability in critical technologies. 
This involves becoming a key player in global technology 
value chains and achieving indispensability in certain niche 
technologies – much like China has done with rare earth 
processing.60 

Europe cannot regain its manufacturing base and market 
share across all sectors involved in the green and digital 
transitions. As Mario Draghi highlights in his in-depth analysis 

58 European Commission, New tool to enable EU to withstand economic 
coercion enters into force, Press Release, 27 December 2023. 
59 European Union, Regulation (EU) 2022/2560 of  the European Parliament 
and of  the Council of  14 December 2022 on foreign subsidies distorting the 
internal market, Official Journal of  the European Union.
60 See G. Riekeles and P. Swieboda, Europe’s Make-or-Break Moment. Putting 
Economic Security at the Heart of  the EU’s 2024-2029 Strategic Agenda, 
Framing Paper, European Policy Centre, 7 February 2024. 

https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6804
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6804
https://www.epc.eu/en/publications/Europes-make-or-break-moment-Putting-economic-security-at-the-heart~57d26c
https://www.epc.eu/en/publications/Europes-make-or-break-moment-Putting-economic-security-at-the-heart~57d26c


Fragmentation in International Economic Relations 35

of the root causes and solutions for European competitiveness, 
Europe should act as a “free rider” in certain sectors, such as 
solar panels, by benefiting from subsidies provided by foreign 
governments (e.g., China) to their domestic industries. These 
subsidies lead to lower production costs, which in turn reduce 
decarbonization costs for Europeans. In this context, the EU’s 
Net Zero Industry Act, which sets a 40% domestic production 
target by 2030 across ten critical sectors (solar panels, wind 
turbines, batteries, grid technologies, heat pumps, hydrogen 
electrolyzers, carbon capture and storage, and advanced 
nuclear, etc.), seems somewhat outdated. It fails to account for 
the varying comparative advantages and market shares the EU 
holds in different sectors. For instance, while achieving 40% 
domestic production may be feasible in heat pumps – where 
the EU already holds a leadership position and competitive 
advantage – it is unrealistic for solar panels, where over 90% of 
Europe’s demand is met through imports. Pursuing this uniform 
target could lead to economic inefficiencies and a misallocation 
of resources. Draghi suggests that the EU should, in some cases, 
leverage its trade and economic security policies to keep trade 
barriers low, while in others, it should focus on leveling the 
playing field or securing critical supply chains. Accelerating 
innovation and technological advancement in Europe will 
also require maintaining a high degree of trade openness with 
countries that supply key technologies where the EU currently 
lacks expertise.61

The need for new economic security tools in Europe is largely 
rooted in the loss of competitiveness vis-à-vis international 
competitors, in particular due to deficient and uncoordinated 
EU industrial instruments and different fiscal space among 
Member countries. In particular, the late adoption of industrial 
policy instruments to enhance the competitiveness of high-tech 
sectors, the lack of investments from European companies in 

61 M. Draghi, The future of  European competitiveness, European Union, 9 
September 2024. 
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plants and equipment, as well as the lack of an EU approach 
to promptly identify the strategies of other industrial powers 
and companies on a long-term basis have contributed to the 
increase of Europe’s industrial strategic dependencies.62 

To ensure Europe remains competitive, it is essential to invest 
in future-oriented sectors. Draghi highlights that, with the 
current level of spending compared to international competitors, 
Europe risks falling behind. He argues for significantly increased 
investment in industry, estimating the need at around €800 
billion per year. If the energy transition is taken into account, 
the cost is approximately €450 billion annually, including 
transport decarbonization. Draghi also proposes the creation 
of new financial instruments, such as common European debt 
bonds, and advocates for EU industrial alliances between 
Member States, particularly for Important Projects of Common 
European Interest (IPCEIs). The private sector plays a crucial 
role in restoring competitiveness. Bankable projects must scale 
up, and permitting and authorization procedures need to be 
streamlined. Additionally, as emphasized in the Letta Report 
on the Single Market, completing the capital markets union is 
vital to boosting private investment in industrial and EU-wide 
projects.63 

Partnering Is Still Possible?

Partnering is likely the most crucial pillar of economic security, 
particularly for Europe. Building alternative global value chains 
with partners and like-minded countries is the most effective 
strategy to reduce strategic dependencies, while also minimizing 
the costs associated with de-risking and reshoring. For the US, 

62 D. Zurstrassen, S. van der Lugt, “Learning from the past? What should Europe 
learn today from its past industrial policy challenges?”, in Luiss Hub for New 
Industrial Policy and Economic Governance (LUHNIP), EU Industrial Policy 
Report 2024, LUISS Institute for European Analysis and Policy, September 2024.
63 Enrico Letta, Much More than a Market, European Union, April 2024. 

https://leap.luiss.it/wp-content/uploads/2024/09/20240919_Luiss_Rapporto-LUHNIP_v6.pdf
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after prolonged tensions with Europe and other allies over 
subsidies for reshoring production, a new era of cooperation 
with like-minded countries is essential. The extent of this 
partnership will also depend on the policies adopted by the 
next US administration. In this context, initiatives like the EU 
Global Gateway, the G7 Partnership for Global Infrastructure 
and Investment (PGII), the US-led IPEF, and the India-Middle 
East-Europe Corridor (IMEC) are key components of a new 
framework for global economic relations. This framework 
places greater emphasis on trade between like-minded 
countries, particularly in critical sectors. Diversification can be 
achieved through new and strengthened free trade agreements 
that ensure reciprocal market access or by increasing investment 
in countries to be integrated into alternative value chains, as 
envisioned by initiatives such as the Global Gateway and the 
Partnership for Global Infrastructure and Investment.

As highlighted by a recent CSIS report on economic security 
and the technology race, a new policy trilemma in economic 
security is emerging. Policymakers can primarily pursue two 
sets of measures – such as promoting domestic industries 
and protecting critical sectors – but will face limitations if 
simultaneously trying to achieve the third essential pillar: 
cooperation with partners and integration with their supply 
chains. Achieving the right balance across these three pillars in 
an “economic security mix” is therefore critical. For example, 
Europe has responded to the US focus on promoting and 
protecting domestic industries (evident in the subsidy- and local-
content-driven IRA) by introducing the Net Zero Industry Act, 
which emphasizes greater domestic production in key sectors. 
However, the risk of a subsidy race and divergent protections 
that could misalign the strategic interests of the US and the 
EU would be detrimental to both. Instead, fostering research 
and technology alliances and pooling resources to compete 
effectively in emerging and next-generation technologies will be 
essential. By working together with other key strategic partners, 
such as Japan, India, Australia, and South Korea, the US and 
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Europe can strengthen their competitiveness on the global stage 
and reclaim their technological leadership.64

Global economic priorities have shifted, with the focus 
moving decisively from pure economic efficiency to national 
security. This ideological change, particularly pronounced in 
the Western world, emphasizes increased public investment in 
critical and high-tech sectors as a means to regain leadership 
in technology and advanced manufacturing. For Europe, as 
highlighted in the Draghi Report, this transition will require both 
strong political will and innovative forms of common financing 
to crowd in private investments and prevent fragmentation of 
the single market, as well as avoid favoring countries with greater 
fiscal capacity. This shift may also necessitate a reorganization 
of responsibilities between the European Commission and 
Member States – or, at a minimum, improved coordination. 
The traditional separation, where trade policy falls under the 
Commission’s jurisdiction and national security and industry 
policies remain with Member States, no longer suits a swiftly 
evolving international economic and geopolitical landscape.65

Cooperation remains a vital pillar in mitigating the 
unintended negative impacts and costs of economic security 
measures. Key G7 initiatives, such as the G7 Coordination 
Platform on Economic Coercion, the establishment of a 
Semiconductors G7 Point of Contact Group,66 or the US-
EU Trade and Technology Council, and the Mineral Security 
Partnership, serve as crucial platforms for coordinating action 
and aligning strategies around economic security. However, to 
foster a truly balanced and fair approach, a broader consensus 
on basic rules is necessary – one that extends to the G20 level 
to ensure a globally shared framework.

64 N. Girishankar, Staying Ahead in the Global Technology Race, A Roadmap 
for Economic Security, CSIS, October 2024. See within the Report, I. Mazzocco, 
Rethinking Competition with China on Clean Technologies.  
65 See also S. Tagliapietra, Draghi’s industrial masterplan has decarbonisation at 
its core, 9 September 2024. 
66 G7, Apulia G7 Leaders’ Communiqué, June 2024. 
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At present, there is a growing divergence in how economic 
security is defined, leading to a rise in zero-sum or even 
negative-sum perspectives. Such approaches risk escalating 
costs and could reduce the resilience of global value chains 
(GVCs) if left unchecked. Still, a different path is possible: by 
prioritizing collaborative, mutually beneficial strategies, we can 
create a positive-sum game where economic security measures 
strengthen, rather than weaken, global economic stability.

In this scenario, cooperation is not merely an option; 
through a collective commitment to transparent, rule-based 
coordination, both resilience and inclusivity can be strengthened 
across economies. Calibration and proportionality in the use 
of economic security tools are key to avoiding harmful and 
irreversible impacts on global value chains and international 
relations. With concerted action, the economic security 
landscape can evolve toward a more balanced framework 
that not only mitigates risks but also harnesses opportunities, 
fostering growth, innovation, and global prosperity. But this 
scenario requires a strong political will and the wind of national 
interests seems, for now, to be blowing in the opposite direction. 





2.  The EU’s Approach to Economic Security
Conor McCaffrey, Niclas Frederic Poitiers

In response to the trade, economic and geopolitical shocks 
experienced in recent years, European policymakers have 
been grappling with the need to balance an economic model 
predicated on open trade and investment with concerns of over-
dependencies on certain trade partners. These concerns had 
already been growing pre-2020 (with the EU designating China 
a systemic rival in 2019), but they were hugely accelerated by the 
trade disruptions experienced during the Covid-19 pandemic 
and the Russian invasion of Ukraine.1 This led to a shift in 
focus towards risks associated with economic interdependencies 
and to the reemergence of a term2 in policymakers’ lexicons: 
economic security. In this piece, we lay down the EU’s strategy 
on economic security and discuss how it should evolve during 
the next legislative cycle. 

1 For a broader discussion on the factors that led to this heightened focus on 
economic exposures, see C. Bown, “Trade policy, industrial policy, and the 
economic security of  the European Union”, in J. Pisani-Ferry, B. Weder Di 
Mauro and J. Zettelmeyer (eds.) Paris Report 2: Europe’s Economic Security, CEPR 
Press, 2024
2 For an overview of  the historical uses of  the term see S. Tagliapietra and C. 
Trasi, “How Should Europe Think About Economic Security?” Intereconomics, 
vol. 59, no. 2, 2024, pp. 88-91. 

https://cepr.org/publications/books-and-reports/paris-report-2-europes-economic-security
https://www.intereconomics.eu/contents/year/2024/number/2/article/how-should-europe-think-about-economic-security.html
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The EU’s Approach to Economic Security 

In June 2023, the European Commission released the European 
Economic Security Strategy.3 While not explicitly setting out a 
definition of the term, it adopts a broad perspective, stating 
that geopolitical developments, geoeconomic linkages and 
technological developments mean that “certain economic flows 
and activities can present a risk to our security”.4 

The strategy details four main (though non-exhaustive) risks 
to EU economic security that need to be addressed: supply chain 
resilience; physical and cyber security of critical infrastructure; 
technology security and leakage; and economic coercion.5 The 
relevant policies and instruments for responding to these risks 
are grouped into three categories by their purported functions: 
protecting European industries from unfair measures (e.g. trade 
defence instruments), promoting domestic competitiveness 
(e.g. the Net Zero Industry Act6), and partnering with third 
countries (e.g. Free Trade Agreements). In a welcome detail 
that has received somewhat less attention, the Strategy stresses 
that implementation will be guided by the principles of 
proportionality and precision.

By and large, the Strategy is a collection of existing policies, 
with the only real new legislative proposals coming later 
(see below). This reflects that fact that many of the relevant 
instruments had already been introduced prior to their framing 
as part of a larger “economic security” strategy. The listed policies 
include both industry specific initiatives (e.g. the European 

3 Henceforth ‘the Strategy’; see European Commission, Joint Communication 
The European Parliament, The European Council And The Council On 
“European Economic Security Strategy” JOIN(2023) 20 final, 2023.
4 Ibid, p. 1.
5 Making it clearly a broader definition than what we set out earlier, with only the 
first and last of  these risks falling fully under our narrower definition.
6 Regulation (EU) 2024/1735 of  the European Parliament and of  the Council of  
13 June 2024 on establishing a framework of  measures for strengthening Europe’s 
net-zero technology manufacturing ecosystem and amending Regulation (EU) 
2018/1724 (Text with EEA relevance).

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023JC0020&qid=1687525961309
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023JC0020&qid=1687525961309
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023JC0020&qid=1687525961309
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202401735
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202401735
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202401735
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202401735
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Chips Act) as well as broader ones that focus on addressing 
certain risks (e.g. the Anti-Coercion Instrument). Some of 
them are clearly highly relevant to economic security (e.g. the 
Internal Market Emergency and Resilience Act), whereas for 
others the connection is more tenuous, or at least secondary to 
their primary purpose (e.g. the EU Standardisation Strategy or 
Cohesion Funds). 

Since then, the Commission has released two follow-up 
packages concerning technology security. In October 2023, 
the Commission published a Recommendation7 identifying8 
ten critical technology areas important to EU economic 
security requiring in-depth risk assessments to be carried out 
with national governments and the private sector. For each 
technology, these assessments should both identify potential 
threats and vulnerabilities and assess the current state of the 
value chain, including mapping the EU’s relative strength, 
all with the aim of informing an appropriate (if any) policy 
response. Four areas were prioritised, with assessments to be 
concluded by the end of 2023.9 While there have been no 
further announcements on this matter, reporting10 suggests that 
the Commission and Member States have been discussing the 
risks identified and are attempting to reach common ground 
over issues such as sensitive information sharing, governance 
and regulatory burdens in crafting the appropriate responses.

7 COMMISSION RECOMMENDATION of  3.10.2023 on critical technology 
areas for the EU’s economic security for further risk assessment with Member 
States, C(2023) 6689 final, Strasbourg, 3 October 2023.
8 Based on three criteria: “the enabling and transformative nature of  the 
technology; the risk of  civil and military fusion; and the risk of  misuse of  the 
technology for human rights violations”, footnote 12, p. 1.
9 Advanced semiconductors technologies, artificial intelligence technologies, 
quantum technologies and biotechnologies.
10 See C. Gijs and B. Moens, “EU, with eye on China, mulls tighter checks on 
critical tech”, Politico, 27 May 2024; C. Gijs, “The EU’s strategy to safeguard its 
tech against China is stumbling”, Politico, 20 June 2024. 

https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
https://defence-industry-space.ec.europa.eu/document/download/31c246f2-f0ab-4cdf-a338-b00dc16abd36_en?filename=C_2023_6689_1_EN_ACT_part1_v8.pdf
https://www.politico.eu/article/eu-more-risk-checks-critical-tech-security-ai-quantum-biotech/;
https://www.politico.eu/article/eu-more-risk-checks-critical-tech-security-ai-quantum-biotech/;
https://www.politico.eu/article/eu-in-fighting-stall-von-der-leyen-push-safeguard-tech-against-china/
https://www.politico.eu/article/eu-in-fighting-stall-von-der-leyen-push-safeguard-tech-against-china/
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The Commission then followed up in January 2024 with a 
Communication11 detailing five components on technology/
research security:

1.	 Proposal for a new FDI screening regulation:12 this 
revises the 2019 FDI Screening Regulation to ensure 
all countries have mechanisms in place; harmonises 
national regimes; establishes a minimum sectoral scope 
for screening; and removes loopholes on intra-EU 
transactions with ultimate foreign ownership.

2.	 White Paper on export controls:13 this describes a 
forthcoming proposal to get around blockages in 
international regimes; proposes the creation of a new 
forum for enhanced EU coordination; commits to the 
adoption by summer 2024 of a Recommendation to 
improve coordination and an advanced evaluation of 
the 2021 Dual-Use Regulation.

3.	 White Paper on outbound investment:14 this proposes 
the adoption in summer 2024 of a Recommendation 
enhancing Member States’ monitoring and review 
in this area, to inform possible policy responses by 
Autumn 2025.

4.	 Proposal for a Council Recommendation on research 
security:15 this aims to encourage national governments 

11 European Commission, Communication: Advancing European economic 
security: an introduction to five new initiatives, 24 January 2024. 
12 Communication and Information Resource Center for Administrations, 
Businesses and Citizens (CIRCABC) (EU), Proposal for a new regulation on the 
screening of  foreign investments, January 2024.
13 Communication and Information Resource Center for Administrations, 
Businesses and Citizens (CIRCABC) (EU), White Paper on export controls, 23 
January 2024. 
14 Communication and Information Resource Center for Administrations, 
Businesses and Citizens (CIRCABC) (EU), White Paper on outbound investment, 
25 January 2024.
15 European Commission, Proposal for a COUNCIL RECOMMENDATION 
on enhancing research security, COM(2024) 26 final 2024/0012 (NLE), Brussels, 
24 January 2024. 

https://commission.europa.eu/document/8b5910fe-10ea-4645-8b14-162ff72ea049_en
https://commission.europa.eu/document/8b5910fe-10ea-4645-8b14-162ff72ea049_en
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/f5091d46-475f-45d0-9813-7d2a7537bc1f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/a44df99c-18d2-49df-950d-4d48f08ea76f/details?download=true
https://circabc.europa.eu/ui/group/aac710a0-4eb3-493e-a12a-e988b442a72a/library/51124c0d-58d8-4cd9-8a22-4779f6647899/details?download=true
https://research-and-innovation.ec.europa.eu/document/download/e82a2fd9-ac12-488a-a948-87639eef10d4_en
https://research-and-innovation.ec.europa.eu/document/download/e82a2fd9-ac12-488a-a948-87639eef10d4_en
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to establish frameworks to enhance awareness and 
resilience in the research sector.

5.	 White Paper for support for R&D for involving dual-
use technologies:16 this sets out three potential funding 
models; launches consultation on how the EU can best 
support research and development for dual-use goods.

Reflecting limited EU competence in this area, these efforts 
focus on encouraging incremental national action rather 
than introducing sweeping new European powers that would 
materially change the status quo. National governments have 
proven unwilling to yield influence in this area and even these 
relatively modest proposals face many challenges. But the 
ambition for a larger role for the EU in this space remains: 
developing a new economic foreign policy was a strong theme 
in the Political Guidelines published in July 2024 by Ursula 
von der Leyen ahead of the vote by the European Parliament 
on her candidacy for President of the European Commission.17 

How to Strengthen Europe’s Economic Security

Returning to the four risks identified in the Strategy, the 
October 2023 and January 2024 packages/steps detailed 
above were aimed at technology leakage risks (risk 3). The 
measures included to study selected technologies in extensive 
detail and more broadly to build a more European approach 
are welcome, and this work should continue. While protecting 
critical infrastructure from foreign interference (risk 2) is of the 
utmost importance, this is the realm of national security, and 
we therefore leave any such analysis to others. We focus our 

16 European Commission, WHITE PAPER On options for enhancing support 
for research and development involving technologies with dual-use potential, 
COM(2024) 27 final, Brussels, 24 January, 2024.
17 U. von der Leyen, “Political Guidelines 2024-2029”, Speech to the European 
Parliament, Brussels, 18 July 2024.

https://research-and-innovation.ec.europa.eu/document/download/7ae11ca9-9ff5-4d0f-a097-86a719ed6892_en
https://research-and-innovation.ec.europa.eu/document/download/7ae11ca9-9ff5-4d0f-a097-86a719ed6892_en
https://commission.europa.eu/about-european-commission/political-guidelines-2024-2029_en
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recommendations here on the central component to economic 
security and an area where work remains to be done: protecting 
supply chains from disruptions, whether intended (economic 
coercion, risk 4 for the Commission) or unintended (risk 1). 
Our recommendations break down as follows:

1.	 Improve analytical capacities;
2.	 Increase diversification, including of exports;
3.	 Improve industrial policy measures;
4.	 Consider relevant ex-post support or challenge moral 

hazard;
5.	 Optimise governance.

Enhance Analytical Capacities

As a first step, the EU needs to improve its capacity to identify 
potential weaknesses arising from trade linkages. The nature 
of trade flows and value chains in the XXI century mean that 
developing an in-depth understanding of the relevant risks is a 
daunting challenge.18 However, there are two areas in which the 
EU can make progress: improving the availability and quality 
of the underlying data and strengthening and deepening the 
analysis of this same data.

The complexity of global value chains means that large firms 
can have thousands of direct and indirect suppliers.19 Firms 
often face dependencies indirectly, meaning they themselves 
can be unaware of their exposure to foreign producers. Dhyne 
et al. (2020) find that most Belgian firms rely indirectly on 
imports,20 even while they do not import themselves, meaning 

18 See Bown (2024); and S.J. Evenett, “Is geopolitics transforming global value 
chains?’, East Asia Forum Quarterly, vol. 16, no. 2, 2024, pp. 8-9, for a more in-
depth discussion illustrating these complexities.
19 General Motors is for instance estimated to have over 18,000 indirect suppliers 
(S. Lund et al., Risk, resilience and rebalancing in global value chains, Report, McKinsey 
& Company Global Institute, August 2020).
20 E. Dhyne, A.K. Kikkawa, M. Mogstad, and F. Tintelnot, “Trade and Domestic 
Production Networks”, The Review of  Economic Studies, vol. 88, no. 2, 2020, pp. 643-68.

https://eastasiaforum.org/wp-content/uploads/2024/06/book.pdf
https://www.mckinsey.com/capabilities/operations/our-insights/risk-resilience-and-rebalancing-in-global-value-chains
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that they may underappreciate their exposure to shocks. This 
also holds within the EU for imports where the initial importers 
are highly dependent on one country, with research showing 
large subsequent intra-EU trade that may again lead to an 
underappreciation by firms of the potential risks of disruption.21 
Public trade data is generally insufficiently granular or tainted 
by re-exporting challenges.22 

While some of this is an unavoidable feature of trade, 
various steps could be taken to improve our understanding 
of economic security risks. Improving Prodcom, the EU’s 
unsatisfactory production database,23 would give policymakers 
a much better idea of our potential exposure to trade-related 
shocks.24 Furthermore, existing but under-utilised intra-EU 
firm-level trade data could help EU firms better understand 
their exposures.25 Efforts to build a better understanding of 
risks need not imply additional burdens on firms. For instance, 
the proposed EU Customs Hub could both reduce regulatory 
burdens on firms and provide policymakers with real time 
trade information.26 Additional support, be it through targeted 
industrial policy or the ex-post support discussed later, could 

21 I. Mejean and P. Rousseaux, “Identifying European trade dependencies”, in J. 
Pisani-Ferry, B. Weder Di Mauro, and J. Zettelmeyer (eds.), Paris Report 2: Europe’s 
Economic Security, CEPR Press, 2024.
22 R. Arjona, W. Connell, and C. Herghelegiu, “An enhanced methodology to 
monitor the EU’s strategic dependencies and vulnerabilities”, Single Market 
Economics Papers Working Paper 14, European Commission, 2023. 
23 Widespread missing values and zeros makes it difficult to establish whether 
production capacities exist in many areas; see Mejean and Rousseaux (2024) for 
more detail. 
24 High degrees of  import concentration are less problematic if  relevant domestic 
manufacturing capacities exist. Researchers have tended to proxy manufacturing 
capacity with export data (e.g. Arjona, Connell, and Herghelegiu, 2023), which 
is imperfect.
25 Mejean and Rousseaux (2024).
26 F. Chimits, C. McCaffrey, J. Mejino Lopez, N.F. Poitiers, V. Vicard, and 
P. Wibaux, “European Economic Security: Current practices and further 
development”, Study requested by the INTA Committee of  the European 
Parliament, 2024. 

https://cepr.org/publications/books-and-reports/paris-report-2-europes-economicsecurity
https://cepr.org/publications/books-and-reports/paris-report-2-europes-economicsecurity
https://single-market-economy.ec.europa.eu/publications/enhanced-methodology-monitor-eus-strategic-dependencies-and-vulnerabilities_en
https://single-market-economy.ec.europa.eu/publications/enhanced-methodology-monitor-eus-strategic-dependencies-and-vulnerabilities_en
https://www.europarl.europa.eu/RegData/etudes/IDAN/2024/754449/EXPO_IDA(2024)754449_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/IDAN/2024/754449/EXPO_IDA(2024)754449_EN.pdf
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also be used to encourage information sharing in sensitive 
industries.

Data issues are even worse for FDI than for trade in goods, 
which relates to the proposed outbound investment screening. 
The relevant White Paper27 correctly states that: “concrete 
granular data at national level on relevant outbound investment 
transactions… is needed, but is currently missing”, and that 
the information presently being gathered is “neither sufficiently 
granular, nor targeted enough to provide the relevant facts 
to establish whether any security risks can arise from these 
investments and to allow Member States and the Commission 
to carry out a proper assessment of such risks”. EU leadership 
by working with partners to improve this data would be much 
welcomed. 

Beyond data itself, the Commission should also continue 
to work on deepening its strategic dependencies analyses, 
as committed to in the Strategy. Since their introduction in 
2021,28 the Commission has already proposed various positive 
steps to address weaknesses in this area, such as by accounting 
for re-exporting and negating the impact of setting somewhat 
arbitrary cut-off thresholds on different metrics of dependence.29 
Moving forward, the Commission should build on Mejean and 
Rousseaux (2024) by adding measures of domestic production 
capacities and ex-post substitutability,30 and continue to work 
with international partners, modellers and researchers grappling 
with thorny issues such as how to identify genuinely critical 
products.31

27 See footnote 23.
28 European Commission, “Strategic dependencies and capacities”, Staff  
Working Document SWD(2021)352 final, 2021. 
29 Arjona, Connell, and Herghelegiu (2023).
30 Mejean and Rousseaux (2024).
31 Risk is a function of  both dependencies and the importance of  the product 
in question, which can be considered across a whole range of  dimensions. The 
EU being highly dependent on China for camping equipment, as identified by 
Mejean and Rousseaux (2024) is hardly a matter of  concern. While focus has been 
on the former, better understanding the latter is also crucial, see J. Pisani-Ferry, 

https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=SWD:2021:352:FIN
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Diversify Exports and Imports

The best way to bolster supply chain resilience is to diversify 
trade, limiting the effect that demand or supply disruptions in 
one area can have on the European economy. The economic 
security discussion has largely focused on finding new import 
sources,32 but recent experiences of economic coercion 
show that restricting access to export markets are often the 
measure of choice for those seeking to inflict economic pain.33 
Understanding these risks, firms themselves are often the 
leaders in diversification,34 but policymakers have a facilitating 
role. Interventions are also justified where the public benefits 
from diversification outweigh private incentives. However, the 
tools that can be used to achieve this outcome are less obvious 
than the ambition itself.

By increasing market access for all exporters and importers,35 
free trade agreements (FTAs) are the gold standard for 
encouraging diversification. However, rising opposition to 
FTAs in some EU countries means that relying on new large 
deals may be unwise. Modernising less comprehensive older 
FTAs36 offers promise and the ongoing negotiations to this end 
with over 10 countries should continue.37

B. Weder di Mauro, and J. Zettelymeyer, “How to de-risk: European economic 
security in a world of  interdependence”, Policy Brief  07/2024, Bruegel, 2024 for 
a more detailed discussion.
32 This is somewhat understandable given the importance of  raw material and 
intermediary products imports to production.
33 C. McCaffrey and N. Poitiers, “Instruments of  economic security”, Working 
Paper 12/2024, Bruegel, 2024a. 
34 For instance OpenAI working to ease its semiconductor dependencies, see G. 
Hammond, “OpenAI and Broadcom in talks about developing new AI chip”, 
Financial Times, 19 July 2024.
35 Broad diversification is important given that some analysis shows that the EU’s 
precise dependencies change markedly over time (V. Vicard and P. Wibaux, “EU 
Strategic Dependencies: A Long View”, CEPII Policy Brief  2023-41, 2023).
36 See European Commission, EU and Chile sign modern and ambitious trade 
and political agreements, Press Release, 13 December 2023.
37 F. Erixon, O. Guinea, P. Lamprecht, O. du Roy, E. Sisto, and R. Zilli, “Trading 

https://www.bruegel.org/policy-brief/how-de-risk-european-economic-security-world-interdependence
https://www.bruegel.org/policy-brief/how-de-risk-european-economic-security-world-interdependence
https://www.bruegel.org/working-paper/instruments-economic-security
https://www.ft.com/content/496a0c33-1af3-4dbf-977f-04d6804a8d28
http://www.cepii.fr/CEPII/en/publications/pb/abstract.asp?NoDoc=13825
http://www.cepii.fr/CEPII/en/publications/pb/abstract.asp?NoDoc=13825
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6542
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6542
https://ecipe.org/wp-content/uploads/2024/04/ECI_24_PolicyBrief_08-2024_LY05.pdf
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External financing can also play an important role in helping 
to develop more robust supply chains. President von der Leyen’s 
commitment for the next mandate to “take Global Gateway to 
the next level” by moving towards a more integrated approach 
encompassing trade and macro-economic support is welcome, 
but details remain to be defined.38 Implementation will be 
critical, as partners look to see whether we can convert the 
raft of Memoranda of Understanding signed39 into concrete 
actions, addressing challenges such as financial needs, limited 
state capacity and skill shortages.40 

Export credit agencies (ECAs)41 should also be used to 
promote diversification. These underappreciated institutions 
have significant financial power.42 This should be used to help 
exporters find new markets and perhaps more importantly to 
de-risk investments in areas such as critical raw material mining 
and refining,43 thereby ultimately diversifying EU imports. In 
June 2024, the Commission and European Investment Bank 

Up: An EU Trade Policy for Better Market Access and Resilient Sourcing”, 
ECIPE Policy Brief  08/2024, 2024. 
38 Von der Leyen (2024).
39 The most recent was with Serbia on 19 July 2024, launching “a Strategic 
Partnership on sustainable raw materials, battery value chains and electric 
vehicles”- see European Commission, EU and Serbia sign strategic partnership 
on sustainable raw materials, battery value chains and electric vehicles, Press 
Release, 19 July 2024.
40 Understanding and addressing the genuine constraints on the ground is one 
area in which the EU can show its difference from other actors trying to develop 
a foothold in third countries. 
41 Public or state-supported organisations that support exporters by providing 
various financial instruments, mainly insurance but also guarantees and loans.
42 EU export credit agencies portfolios were worth approximately €350 billion 
at the end of  2022 (V. Dombrovskis, “Speech by Executive Vice-President 
Dombrovskis at the high-level conference ‘Net-Zero by 2050: The Role of  
Export Finance”, Speech, Brussels, 25 April 2024).
43 Research has pointed to a lack of  EU private sector mobilisation as a potentially 
significant barrier to the success of  the agreements reached with Zambia and 
the Democratic Republic of  Congo on critical raw materials (C.G. Neema, 
“Navigating Critical Mineral Supply Chains: the EU’s Partnerships with the DRC 
and Zambia”, Analysis, African Policy Research Institute, 2024).

https://ecipe.org/wp-content/uploads/2024/04/ECI_24_PolicyBrief_08-2024_LY05.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3922
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3922
https://ec.europa.eu/commission/presscorner/detail/en/speech_24_2303
https://ec.europa.eu/commission/presscorner/detail/en/speech_24_2303
https://ec.europa.eu/commission/presscorner/detail/en/speech_24_2303
https://afripoli.org/navigating-critical-mineral-supply-chains-the-eus-partnerships-with-the-drc-and-zambia
https://afripoli.org/navigating-critical-mineral-supply-chains-the-eus-partnerships-with-the-drc-and-zambia
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established44 a flagship export credit guarantee facility, allowing 
up to €300 million of InvestEU funding to be directed to the 
export credit sector to support firms exporting to Ukraine. 
Should this model prove successful, it could be replicated for 
economic security objectives in the future. Alternatively, the 
EU could be more direct, and an EU-level ECA could be 
established, as is under consideration.45

President von der Leyen’s proposal to expand the aggregate 
demand mechanism, whereby companies pool their demand 
for gas through an EU mechanism to achieve better prices and 
security of supply,46 beyond gas to include critical raw materials 
and hydrogen could be beneficial, allowing the EU to leverage 
its size as a buyer and prevent unhelpful competition between 
EU countries for scarce and important inputs. Finally, on 
export diversification, existing EU bodies and organisations 
could do more to help exporters, particularly small and medium 
enterprises, find new markets.47 

Improve Industrial Policy Where Necessary

Where diversification is not possible, or when the need to protect 
a critical technology industry demands it,48 industrial policy can 
be used to support domestic production capacities. However, 
subsidies in particular should be targeted, non-protectionist, 

44 See European Commission, European Commission and EIB Group pave the 
way for new €300 million export credit guarantee facility to support exports by 
European companies to Ukraine, Press Release, 21 June 2024.
45 Dombrovskis (2024).
46 See European Commission, Joint gas purchasing: The Aggregate EU 
mechanism to increase energy security for Europe, Questions and Answers, 25 
April 2023.
47 Chimits et al. (2024).
48 When protecting technological advantages, the EU must complement its 
defensive measures preventing leakages (e.g. export controls, outbound or 
inward investment screening) with positive measures to support the growth of  
the domestic industry.

https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3408
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3408
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3408
https://ec.europa.eu/commission/presscorner/detail/en/qanda_23_2404
https://ec.europa.eu/commission/presscorner/detail/en/qanda_23_2404
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and implemented in a competition-friendly way, which would 
help to minimise the costs that can be associated with such 
policies.49 Research and development should be a priority, 
given that the EU seems to have fallen behind other countries 
in important technologies.50 As such, President von der Leyen’s 
commitment to “increase our research spending to focus more 
on strategic priorities” is welcome.51 This could take the form of 
an EU version of the US ARPA, designed to support innovative 
and important new technology fields,52 and should also help 
support research-to-market activities, not just academic 
research. The proposed Competitiveness Fund could be relevant 
to this end, though once again details are scarce.

On the other hand, the proposal in the Political Guidelines53 
to make Important Projects of Common European Interest 
(State aid derogations supporting cross-border innovation 
and infrastructure projects) “simpler and faster” ahead of new 
projects in 2025 bears risks, as these projects are already lacking 
in transparency and governance. Their governance structure 
needs to be reformed and their transparency increased to address 
both public and private sector concerns.54 These projects could 
ultimately help to address some of the needs industries have 
identified,55 and getting them right is hugely important.

49 See Chimits et al. (2024) for an overview of  the risks and potential costs 
associated with these interventions.
50 A. García-Herrero, H. Grabbe, and A. Kaellenius, “De-risking and 
decarbonising: a green tech partnership to reduce reliance on China”, Policy 
Brief  19/2023, Bruegel, 2023. 
51 Von der Leyen (2024).
52 For an exploration of  this idea, see D. Pinkus, J. Pisani-Ferry, S., Tagliapietra, 
R. Veugelers, G. Zachmann, and J. Zettelmeyer, “Coordination for EU 
competitiveness”, Study requested by the ECON Committee of  the European 
Parliament, 2024. 
53 Von der Leyen (2024).
54 N. Poitiers and P. Weil, “Opaque and ill-defined: the problems with Europe’s 
IPCEI subsidy framework”, Bruegel Blog, 26 January 2022. 
55 Investing in common EU infrastructure such as foundries or data centres 
could be an effective support for the nascent EU quantum computing and 
AI industries, for example (Digital Europe, The EU’s critical tech gap: Rethinking 

https://www.bruegel.org/policy-brief/de-risking-and-decarbonising-green-tech-partnership-reducereliance-china
https://www.bruegel.org/policy-brief/de-risking-and-decarbonising-green-tech-partnership-reducereliance-china
https://www.europarl.europa.eu/RegData/etudes/STUD/2024/747838/IPOL_STU(2024)747838_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2024/747838/IPOL_STU(2024)747838_EN.pdf
https://www.bruegel.org/blog-post/opaque-and-ill-defined-problems-europes-ipcei-subsidy-framework
https://www.bruegel.org/blog-post/opaque-and-ill-defined-problems-europes-ipcei-subsidy-framework
https://cdn.digitaleurope.org/uploads/2024/06/DIGITALEUROPE-EU-CRITICAL-TECH-GAP-REPORT_WEB_UPDATED.pdf
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Where the risks merit public intervention, the EU should 
seek to work with like-minded external countries. Industrial 
policy need not mean home-shoring, and working with allies 
can help maintain comparative advantage while simultaneously 
de-risking from the current dominant producers.56 To illustrate 
this point, policymakers should study the evolution of the 
crown jewel in the EU’s advanced technological manufacturing 
– the extreme ultraviolet lithography machines used to produce 
high-end semiconductors. While ASML in the Netherlands 
is currently their sole producer, this follows decades of 
competition, but crucially also collaboration, between 
government, researchers and industry in Japan, the US and the 
EU.57 

Finally, and somewhat obviously, policymakers need to 
understand the specific issues facing different industries before 
intervening. Support should be bespoke, designed to address 
the needs at hand, rather than just provide public funding. For 
instance, multiple industries that the EU has expressed interest 
in supporting58 have highlighted a shortage of skilled labour 
as a key constraint, yet the EU-level support at addressing this 
constraint is limited by competency constraints and financially 
underwhelming.59 In other sectors the needs and opportunities 
may be different, and the interventions should reflect this. 

economic security to put Europe back on the map, Report, 2024).
56 For a developed proposal of  how this could work in practice, see García-
Herrero et al. (2023).
57 J. VerWey, “Tracing the Emergence of  Extreme Ultraviolet Lithography”, 
Policy Brief, Centre for Security and Emerging Technology, July 2024.
58 Such as the battery (C. McCaffrey and N. Poitiers, “Making industrial policy 
work: a case study on the European Battery Alliance Academy”, Working Paper 
01/2024, Bruegel, 2024b) and advanced technologies sectors (Digital Europe, 
2024). 
59 In this specific regard, President von der Leyen’s call for “a radical step change 
in ambition and action” on EU skills policy is welcome (Von der Leyen, 2024); 
McCaffrey and Poitiers (2024b).

https://cdn.digitaleurope.org/uploads/2024/06/DIGITALEUROPE-EU-CRITICAL-TECH-GAP-REPORT_WEB_UPDATED.pdf
https://cset.georgetown.edu/publication/tracing-the-emergence-of-extreme-ultraviolet-lithography/
https://www.bruegel.org/workingpaper/making-industrial-policy-work-case-study-european-battery-alliance-academy
https://www.bruegel.org/workingpaper/making-industrial-policy-work-case-study-european-battery-alliance-academy
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Challenge Moral Hazard

Recent experiences of economic coercion (e.g. by China towards 
Australia and Lithuania) show that macroeconomic impacts 
tend to be low while the impact on individual industries 
can still be significant.60 However, even an effect limited to 
certain industries can inflict the political damage sought by 
the coercion. Therefore, policymakers should ensure that firms 
internalise their own risks associated with overly relying on 
certain countries for either imports or exports. It is important 
to avoid a moral hazard where companies benefit from risky 
exposures and then turn to governments for support when 
these risks materialise, thus setting incentives that strengthen 
the hand of those who would exert coercion. 

Changing this dynamic could be done in two ways. First, 
the EU and national governments could make it explicitly and 
publicly clear to firms that they cannot rely on public support 
when targeted by economic coercion barring general and limited 
support to source alternative imports or identify new export 
markets. Provided that the commitment is sufficiently credible, 
firms would then have no option but to internalise their risks. 
Should they choose to double down on their dependencies on 
certain markets, they would have no claim to public support in 
the event of coercion, and the third country in question would 
understand that coercion would be less effective. Some Member 
States have already gone down this route,61 but credibility is 
essential.

Alternatively, the Commission could propose an EU-level 
support scheme for affected firms or sectors designed to remove 
the ability of the aggressor country to weaponise dependencies. 
Critically, this must involve measures to safeguard against 
moral hazard and not act as a blank insurance policy for firms 
to double down on their exposures. This could involve either 

60 McCaffrey and Poitiers (2024a).
61 A. Baerbock, “The future of  German China policy”, Speech at MERICS, 
Berlin, 13 July 2023.

https://www.bundesregierung.de/breg-de/service/bulletin/rede-der-bundesministerin-des-auswaertigen-annalena-baerbock--2202982
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conditioning eligibility ex-ante on demonstrating diversification 
efforts or mandating that firms buy into some form of public 
insurance. More developments on a common foreign policy 
would likely be a prerequisite for the introduction of any such 
instrument.62 

Optimise Governance

The final challenge is around governance. As put forward in 
the Strategy, economic security spans a myriad of sometimes 
unrelated policy areas. Even ignoring the division between 
those that are primarily national competencies (e.g. technology 
security or industrial policy) and those that are exclusively 
EU competencies (e.g. trade), responsibilities for the latter 
are divided across different directorates-general (DGs) within 
the Commission, with TRADE, GROW, COMP, DEFIS and 
INTPA each responsible for different aspects. While this makes 
some sense (the people responsible for developing relations 
with the Global South would not be best suited to manage 
trade defence instruments), it does mean that responsibility for 
delivering economic security is fragmented.

There is no need for a dedicated Commissioner to take 
ownership of the economic security portfolio, given that much 
of the work would still very naturally fit into existing DGs’ and 
Commissioners’ remits. However, a strong coordination role for 
one of the Commission Vice-Presidents would be a welcome 
proposition, as they could ensure that the various components 
of the strategy are working in sync while not impinging on the 
work of the relevant DGs. 

62 For more on this potential ex-post instrument, see McCaffrey and Poitiers 
(2024a).
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Conclusion

The last European Commission faced a series of geopolitical 
challenges that led to a new focus on “economic security”. 
While the term only recently gained traction, there have been 
a number of important policy initiatives in the works that now 
form a core part of the European “economic security” strategy. 
Significant progress has been made, especially considering the 
resistance of member states to transfer key competences to 
the EU level. However, both a further evolution of existing 
measures and reform of some key policy areas are called for. 

An emphasis needs to be put on information gathering and 
analysis, as our understanding of critical value chains, and 
therefore our exposures, is lacking and needs to be improved. 
Diversification should be the first policy choice to mitigate 
risks arising from economic interdependence. FTAs and 
external finance tools such as export credit agencies are crucial 
instruments to this end. Where this is not feasible or the relevant 
products are of strategic importance, industrial policy should 
come into play, but this should be designed to work with other 
countries and avoid protectionism. Research and development 
policies should receive more support, and key policies such as 
IPCEIs (Important Projects of Common European Interests) 
should be reformed. When it comes to the exposure of their 
firms, policymakers should consider the incentives they set 
through their policies, as current practices can induce a moral 
hazard that should be reduced. Finally, the importance ascribed 
to economic security should be reflected in the governance of 
these policies, with mechanisms in place to ensure that both 
Member States and the different directorates of the Commission 
are working in concert to address this challenge. 



3.  Economic Statecraft 
     and the US Silly Season

Charles Lichfield

The 2024 Presidential Election takes place on Tuesday, 5 
November. The campaign has offered surprises ranging from 
an assassination attempt missed by mere millimetres to a sitting 
President reversing his decision to stand again over concerns 
that he might be senile. 

The economic debate has at least been fought on predictable 
themes. The annualised rate of inflation has fallen from almost 
10% to 2.5% in just over two years1 but, with prices 21.2% 
higher than they were before the pandemic began in 2020, the 
cost of living remains an uncomfortable topic for the outgoing 
Administration, which otherwise has a good track record on 
economic growth, the rate of employment, and wage growth. 
Average hourly earnings are 22.3% higher than they were in 
early 2020.2

Meanwhile, both parties’ platforms include ever tougher 
proposals on how to arrest Chinese technological progress and 
further decrease the US’ reliance on Chinese imports. Tariffs 
are tangible so it no surprise that thy far the most talked-
about policy area. It is more surprising that the ballooning US 
deficit is talked about so little. In 2023, the US government 
borrowed the equivalent of 6.3% of GDP. It is on track to hit 

1 “Current US Inflation Rates: 2000-2024”, US Inflation Calculator.
2 R. Wile, “Inflation vs. wages: How rising prices stack up against growing pay”, 
NBC News, 25 June 2024.

https://www.nbcnews.com/business/economy/inflation-higher-biden-rising-pay-makes-rcna158569
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6.4% this year. Only ten years ago, this would have been a near-
insurmountable weakness in a Democratic Administration’s 
campaign for re-election. Now, the challenger Trump is only 
too happy to make campaign promises which would dig an 
even deeper budget hole.

Since the focus is on tariffs, Vice President Harris must 
valiantly defend the record of the outgoing Administration 
she is still part of. She can point at the Biden Administration’s 
decision to maintain the Trump Administration’s Section 301 
tariffs on imports of Chinese industrial inputs imposed in 2018 
and 2019. While some consumer goods were also hit, then-
US Trade Representative Lighthizer avoided hitting most goods 
bought directly by US households, like toys. 

Under statutory obligations to do so four years in, the Biden 
Administration reluctantly launched an investigation into 
the tariffs’ “effectiveness” – not their merits – in May 2022. 
After several delays, USTR Katherine Tai released the statutory 
review in May 2024 and announced that her teams had found 
them to be effective provided the US continues to invest in its 
own productive capacity. The Administration could point to 
the expensive but reasonably effective Inflation Reduction and 
CHIPS Acts to say this proviso has been met. The tariffs have 
therefore been extended into the next presidential term. 

In the same announcement, Ambassador Tai also presented a 
new series of tariffs specific to imports from China. These were 
confirmed on 12 September.3 Technologically sophisticated 
goods dominated the new list with the most noteworthy choice 
being to increase the tariff on electric vehicles from 25% to 
100% from September 2024, with additional tariffs on batteries 
and semi-conductors. 

It is a campaigning necessity for former President Trump 
to say he would go much further. Soon after the Biden 
Administration’s announcement of its unprecedented 100% 

3 Office of  the United States Trade Representative, Notice of  Modification: 
China’s Acts, Policies and Practices Related to Technology Transfer, Intellectual 
Property and Innovation.

https://ustr.gov/sites/default/files/Section%20301%20Modifications%20Determination%20FRN%20(Sept%2012%202024)%20(FINAL).pdf
https://ustr.gov/sites/default/files/Section%20301%20Modifications%20Determination%20FRN%20(Sept%2012%202024)%20(FINAL).pdf
https://ustr.gov/sites/default/files/Section%20301%20Modifications%20Determination%20FRN%20(Sept%2012%202024)%20(FINAL).pdf
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tariff on Chinese EVs, Trump said he would go straight to double 
the level – 200% – at a rally in New Jersey. He also claimed this 
would apply to units from Chinese brands manufactured in 
Mexico, where Chinese firms have built twelve manufacturing 
plants since 2018.4

On broader tariff strategy, he claims he will be able to 
renew and expand the income tax cuts of 2017 thanks to the 
additional income from tariffs on imports. In remarks on 14 
August in North Carolina, Trump floated imposing 60% tariffs 
on all imports from China and 20% across-the-board tariff 
on imports from everywhere else. This amounts to additional 
tariffs on imports worth $3.1 trillion based on 2023 data, eight 
times more than the previous wave of tariffs.5

Trump’s campaign has since played down across-the-board 
tariffs and some experts who advised Trump previously have 
cast doubt on whether the higher, China-specific rate will go 
ahead. This is symptomatic of the different tariff philosophies 
which coexisted in the first Trump Administration. It also means 
a lot depends on Trump’s choice of successor as USTR. The 
re-appointment of Robert Lighthizer would signal many more 
tariffs, whereas the choice of former Director of the National 
Economic Council Larry Kudlow would signal a much more 
restrained use, with more of an emphasis on avoiding tariffs by 
getting deals done.

The rest of the economic toolkit may not be as relevant 
to campaign speeches. This does not mean these tools are 
unaffected by the election. The Nippon Steel case is a clear 
example. Biden and Harris have tried to outmanoeuvre Trump 
by criticising the purchase of steel producer US Steel by 
Nippon Steel, despite the latter’s being based in US ally Japan. 
Conveniently, the Committee on Foreign Investment in the 

4 K. Rapoza, “China’s Auto Sector Is Moving to Mexico; 12 New Manufacturing 
Plants Set Up Since 2019”, CPA, 7 March 2023.
5 K. Clausing and M. Obstfeld, “What populists don’t understand about tariffs 
(but economists do)”, Peterson Institute for International Economics (PIIE), 1 
October 2024.

https://prosperousamerica.org/chinas-auto-sector-is-moving-to-mexico-29-new-manufacturing-plants-set-up-since-march-2023/
https://prosperousamerica.org/chinas-auto-sector-is-moving-to-mexico-29-new-manufacturing-plants-set-up-since-march-2023/
https://www.piie.com/blogs/realtime-economics/2024/what-populists-dont-understand-about-tariffs-economists-do
https://www.piie.com/blogs/realtime-economics/2024/what-populists-dont-understand-about-tariffs-economists-do
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United States (CFIUS), which reviews foreign investments for 
national security risks, has delayed its final decision until after 
the election. 

The case is complicated. Nippon Steel has ties to Chinese 
manufacturers whose heavily subsidised production has 
contributed to the global glut in supply. On the other hand, 
for US Steel not to find a buyer could put thousands of jobs at 
risk in the key swing state of Pennsylvania, which Harris cannot 
afford to lose. So delaying is the most natural choice. The key 
point is that the tools of economic statecraft are not immune 
from politics, even if they do not take centre stage in political 
campaigns. 

There is an even larger cluster of questions on what the US 
will do on economic statecraft after the election.

Economic Statecraft after the Election 

The Biden Administration has produced some thoughtful essays 
on the powers the US has in this sphere and how it should 
calibrate their use. 

During his hiatus from the job as Biden’s G7/G20 sherpa, 
Deputy National Security Advisor Daleep Singh wrote for the 
Atlantic Council6 on the need for a “positive vision on economic 
statecraft”, resting on principles of parsimonious use, as much 
coordination as possible, and efficacy. In April 2023, the 
National Security Advisor and Singh’s boss, Jake Sullivan, told 
the Brookings Institution that his Administration’s economic 
statecraft ambition was not to “decouple” from China but 
rather more in line with EU Commission President Ursula von 
der Leyen’s goal of “de-risking”. He also acknowledged another 
popular dichotomy in economic statecraft by saying the US 
policy would be parsimonious and decisive in the sectors it 
would affect: a small yard, with a high fence. 

6 D. Singh, “Forging a positive vision of  economic statecraft”, Atlantic Council, 
22 February 2024.

https://www.atlanticcouncil.org/blogs/new-atlanticist/forging-a-positive-vision-of-economic-statecraft/
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Should Harris win, it is unlikely that either author will stay in 
post. Commerce Secretary Gina Raimondo, whose department 
has led on the mapping of vulnerabilities in US supply chains, is 
tipped to stay but in a different role. Ambassador Tai is unlikely 
to be renewed, though we have already seen how high tariffs 
on China will last into the next presidential term. The EU can 
reasonably hope for a Democratic successor slightly more likely 
to do deals on lifting the steel and aluminium quotas which 
replaced tariffs imposed under Trump. Former NEC Peter 
Harrell’s name is in the running but he is also a frequent critic 
of the EU’s own protectionism against US tech firms and is very 
unsympathetic to EU complaints about the IRA.

A Trump win would represent much more uncertainty. 
We have seen how one staffing choice in USTR can mean 
diametrically opposed approaches on trade. Trump himself can 
also switch from one set of preferences to another, as he did 
on relations with North Korea during his first presidency and 
could well do again on assistance to Ukraine – which remains 
popular – during his second. 

Congress can contain some but not all erratic economic 
statecraft policies. Its powers over the appropriation of federal 
funds remain clearly established and, even if the Republicans 
win both chambers, Trump would struggle to repeal the IRA’s 
landmark $7,500 tax credit for electric vehicles assembled in 
North America.

On the other hand, the executive branch has much more 
leeway on exceptional trade restrictions. Congress nominally 
sets tariffs according to the US Constitution but the prerogative 
has been shared at least since the Reciprocal Trade Agreement 
Act of 1934 provided President Franklin D. Roosevelt with the 
authority to revitalise the post-depression economy by doing 
bilateral tariff deals. Subsequent Administrations were granted 
further exemptions. Section 232 of the 1962 Trade Expansion 
Act allows tariffs on national security grounds. Section 301 the 
1974 Trade Act provided the grounds for most of the tariffs 
responding to Chinese trade practices.
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Finally, executive orders have underpinned most of the 
sanctions against Russia, relying on teams and agencies mostly 
set up during the War on Terror. In theory, a second Trump 
Administration would be able to remove most of these and 
may well offer to do so in exchange for a “deal” over Ukraine. 
In practice, there would be a coalition in Congress between 
Ukraine’s supporters and China hawks mindful of US credibility, 
who would threaten to impose sanctions via legislation, as 
happened in 2019 over companies in Germany and other 
countries working on the ill-fated Nordstream 2 pipeline. This 
coalition could run close to the two-thirds majority needed to 
override a presidential veto. 

All this makes Trump unlikely to remove the sanctions 
regime on Russia in one fell swoop. However, a slow decay 
through less frequent updates to designations and shoddier 
enforcement is very plausible. Meanwhile, restrictive measures 
against Iran and China – which has been subject to US export 
controls since 7 October 2022 – will remain and continue to 
grow into new sectors and areas of regulatory power. The final 
point of this article is that the spread of “national security” 
prerogatives into ever more aspects of US economic policy is 
often counterproductive when it comes to coordination with 
allies. 

National Security and Economics: 
Shortcut or Impasse? 

In the future, everything will be a national security issue for 
fifteen minutes. 

In late 2022, a US-wide shortage of baby formula was 
deemed serious enough to be coordinated by the National 
Security Council.7 In part, this simply reflects the organisational 
structure of the US government, where the NSC oversees 

7 H. Vogell, “Facing a National Shortage of  Baby Formula, Trade Officials 
Opposed a Plan to Boost Imports”, ProPubblica, 21 August 2024. 

https://www.propublica.org/article/facing-a-national-shortage-of-baby-formula-trade-officials-opposed-a-plan-to-boost-imports
https://www.propublica.org/article/facing-a-national-shortage-of-baby-formula-trade-officials-opposed-a-plan-to-boost-imports
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interagency coordination. Still, because the threshold at which 
an economic problem is treated as a national security issue is 
relatively low, US allies see the US government’s use of the 
executive’s tariff and regulatory power as profligate and much 
faster than anything they can put in place. 

The resolution of the baby formula case does not entirely 
justify this criticism. In the interagency process overseen by 
the NSC, Ambassador Tai’s USTR opposed calls to remove 
tariffs on imported baby formula but these were removed only 
a few weeks later when Congress imposed this as a solution, 
which proved reasonably effective. But naturally, allies are more 
concerned about US tariffs being increased on a whim rather 
than decreased. 

The lower-threshold problem is also evident in the different 
approaches to Chinese electric vehicles espoused by the US 
and the EU. While both sides now apply additional tariffs, the 
EU is trying its best to present its tariffs as WTO-compliant 
countervailing duties justified by Chinese subsidies, whereas 
the US will apply a tariff of at least 100% across the board. 

The differences run deeper than just tariffs. In a joint 
Atlantic Council interview8 with EU Commission Executive 
Vice President Margrethe Vestager, Commerce Secretary Gina 
Raimondo argued Chinese EVs and autonomous vehicles posed 
national security concerns as there would be no guarantee 
against their data flowing to China. In September 2024, the 
Bureau of Industry & Security (which is part of the Department 
of Commerce) published a Notice of Proposed Rulemaking9 
which would ban Chinese software from connected vehicles in 
the US.

Meanwhile, relative hawks in the EU context like the Council 
on Foreign Relations’ Liana Fix have argued that the EU’s best 

8 “Gina Raimondo and Margrethe Vestager on transatlantic approaches to trade, 
AI, and China”, Atlantic Council, 30 January 2024.
9 Bureau of  Industry & Security, Commerce Announces Proposed Rule to 
Secure Connected Vehicle Supply Chains from Foreign Adversary Threats, 23 
September 2024. 

https://www.atlanticcouncil.org/commentary/transcript/gina-raimondo-and-margrethe-vestager-on-transatlantic-approaches-to-trade-ai-and-china/
https://www.atlanticcouncil.org/commentary/transcript/gina-raimondo-and-margrethe-vestager-on-transatlantic-approaches-to-trade-ai-and-china/
https://www.bis.gov/press-release/commerce-announces-proposed-rule-secure-connected-vehicle-supply-chains-foreign
https://www.bis.gov/press-release/commerce-announces-proposed-rule-secure-connected-vehicle-supply-chains-foreign
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hope of saving automobile sector jobs is to welcome Chinese 
investment and demand technology transfers, the same way 
Beijing does of inbound investors into China.10 

The rush in the US to label new sectors of the global economy 
as national security issues is causing some coordination 
challenges behind the scenes. These have tended to happen 
when the Biden Administration has leaned strongly on one 
decision body (like the G7 or the EU Commission) to obtain 
something without ensuring that other actors who also have a 
say (like the EU member states) agree. 

At the G7, the EU is present as a “non-enumerated member” 
but must tread carefully as neither its representatives nor those 
of Italy, France or Germany have a mandate to negotiate on 
behalf of the 27 member states. For sanctions and export 
controls in response to Russia’s full-scale invasion of Ukraine, 
the EU’s own process has managed to follow behind deals 
struck by G7 sherpas, despite the need for unanimous approval 
by the member states. There were hiccoughs around the price 
cap on Russian oil exports but overall the stakes have been high 
enough for the process to work.

Coordinating economic statecraft policies which do not 
target Russia has been more difficult. The EU Commission’s 
January 2024 white paper on economic security includes a very 
brief mention of outbound investment screening – an important 
ask from the US – but member states complain this was added 
at the last minute, without consultation, and progress on this 
policy has been slow ever since. 

The alternative to working through the G7 and hoping its 
members will agree with the US is working bilaterally. The 
Biden Administration used this method when its analysis 
showed that its October 2022 export controls on cutting-
edge chips would be blunted if China could access Dutch and 
Japanese photolithography technologies which would allow it 

10 L. Fix and H. Crebo-Rediker “China’s Double Threat to Europe”, Foreign 
Affairs, 5 September 2024.

https://www.foreignaffairs.com/china/chinas-double-threat-europe
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to produce them itself. Instead of waiting and hoping for G7 
deals and the necessary follow-up in EU and Japanese policy, 
Washington instead expanded its Foreign Direct Product Rule 
and secured a deal whereby The Hague and Tokyo mirrored this 
in their rules. 

The tough, bilateral approach is controversial, so it has been 
used sparingly. There is no guarantee a second Trump presidency 
will show such forbearance. Indeed, Trump may even offer 
exemptions from his blanket import tariffs to governments he 
feels are kindred spirits and start testing the basic coherence of 
the EU at a time when the economic bloc is struggling to grow 
and stay relevant. 

The recent Draghi report does not engage with economic 
statecraft dilemmas directly. At first glance, its criticism of 
unnecessary regulation and calls for further integration in EU 
financial markets might even seem to be pushing in the opposite 
direction to where the US seems to be heading, irrespective of 
the outcome of the presidential election. 

On the other hand, the report tactfully recognises the need 
for industrial policy. For some sectors, like solar panels, Draghi 
clearly argues Europe might as well buy the cheap Chinese 
offering instead of trying to reassert its own production. This 
is much more pragmatic than a US policymaker would ever 
sound in public. But the report also includes hints of jealousy 
of the speed at which the US has been able to pass tax credits 
rewarding local production.

Draghi’s calls for more parsimonious regulation, capable of 
anticipating where technology may go, are very welcome in 
Washington, where the EU’s approaches are often described as 
too rigid. Housed within the Trade and Technology Council, 
attempts to avoid creating new divergences between the two 
systems have produced mixed results so far. The same can be 
said of economic statecraft under Biden. On Russia, the stakes 
have been high enough for disagreements to be ironed out. 
Facing nearly any other adversary, coordination will be much 
more challenging.





4.  Economic Security: 
     A Chinese Perspective

Zha Daojiong

Amorphous and slippery as the concept is, into the 2020s, 
security has taken precedence in rationalising the entire 
ecosystem of international economic relations between the 
United States and the EU on one side and China on the 
other, with repercussions on trade, investment, technological 
innovation and even educational exchange in basic science. 

An illustrative case is that in April 2024, the US government 
was reported to have begun pressuring the Dutch government 
to prevent the semiconductor equipment supplier ASML from 
servicing some of the tools the company had already sold to 
Chinese customers, including in some cases equipment whose 
export was approved, and which had been sold before the 
round of restrictions introduced in 2023.1 Considering that 
the Netherlands’ intelligence service viewed China as “the 
greatest threat to Dutch economic security” in 2022,2 it is 
possible to conclude that the Netherlands and the United States 
acted in tandem on the goal of restraining progress in China’s 
semiconductor sector.

Then, in July 2024, the European Commission announced 
its decision to impose punitive tariffs on Chinese-made electric 

1 T. Sterling, “ASML CEO says US restricts servicing some China equipment, 
won’t hurt earnings”, Reuters, 24 April 2024.
2 “China ‘greatest threat’ to Dutch economic security, Dutch intelligence says”, 
Reuters, 17 April 2023.

https://www.reuters.com/technology/asml-ceo-says-us-restricts-servicing-some-china-equipment-wont-hurt-earnings-2024-04-24/
https://www.reuters.com/technology/asml-ceo-says-us-restricts-servicing-some-china-equipment-wont-hurt-earnings-2024-04-24/
https://www.reuters.com/world/europe/china-greatest-threat-dutch-economic-security-dutch-intelligence-says-2023-04-17/
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vehicles (EVs). That decision, although resulting from the 
Commission’s investigation of the EV sector in China without 
having received a complaint from European companies, is at 
the very least innovative for the Commission, which prides 
itself on being a guardian of agreed international rules on trade.

Economic Security According to China

Viewed from China, where the notion of “international security” 
still relates more closely to sovereignty and geographical territory 
than to the idea of “liberal international order”, neither the 
United States, the Netherlands nor any other EU Member State 
should have a security issue that is so profound as to call for 
pre-emptive action against China involving curtailment of the 
latter’s technological and industrial progress. The simple fact of 
the matter is that China does not have territorial issues per se 
with any of these parties. 

In the transatlantic foreign policy world, defence of such 
restrictions comes in part from the stream of academic and 
think-tank literature warning about a “China Shock 2.0” in the 
making. Whereas China identifies solar panels, EVs and lithium 
batteries a driver of export growth post Covid-19, import 
regulators in the US and Europe are advised not to repeat the 
mistake of failing to act or acting too slowly in response to the 
market-based inflow of Chinese-made products, identified as 
the cause of loss of manufacturing jobs and associated social 
problems. Thus far, dissenting voices are a distinct minority.3 
Again in the EV case, the only justification is the identification 
of a potential threat of material injury under World Trade 
Organization (WTO) anti-dumping rules. 

Disputes about anti-dumping or countervailing duties under 
the WTO are not new. In the age of global energy transition, the 
irony is that if climate change is the shared security challenge for 

3 S. Lincicome, “Getting the ‘China Shock’ Right”, The CATO Institute, 10 April 
2024.

https://www.cato.org/commentary/getting-china-shock-right
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all societies cohabiting the globe, government policies leading 
to the economical and expedient deployment of equipment 
conducive to progress in emissions reduction ought to take 
precedence. Instead, industrial policy, including policy aimed 
at curtailing trade, is accepted as the new norm. 

To be fair, economic security – taking explicit articulation in 
policy documents as an indicator – is not the preserve of either 
the United States or Europe. In China, at least since the Third 
Plenary Session of the 18th Central Committee of the Party 
held in November 2013, economic security is a component of 
what is projected as a holistic approach to national security: 
encompassing not only traditional security areas such as 
politics, military and territory, but also non-traditional security 
areas such as economy, society, science and technology. In this 
context, the publication of “Made in China 2025”, a ten-year 
plan to update the country’s manufacturing base by rapidly 
developing 10 high-tech industries, is a textbook example 
of industrial policy in the contemporary age. Transatlantic 
observers could argue that the West’s recent drive to shore up 
its economic security through “reshoring”, “friend shoring” and 
other forms of industrial policy, is a reaction to “Made in China 
2025”.   

Competition between the US, Europe and China is not 
limited to bilateral fronts like the US/Dutch action against 
China over semiconductor equipment. The establishment of 
such high-level forums as the US-EU Trade and Technology 
Council (TTC, since 2021) and the Indo-Pacific Economic 
Framework for Prosperity (IPEF, since 2022) indicates a 
geostrategic and geoeconomic resolve through collective effort. 
Each of those frameworks is premised upon identifying China 
as the disruptive element in the world’s trade of manufactured 
goods. The scope of these initiatives goes beyond innovative 
technology to aim at a re-alignment of global supply chains, 
including raw materials. 

During the same time frame, China implemented an Anti-
Sanction Law in 2021. The law establishes the first ever legal 
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basis for sanctioning specific foreign entities for conduct 
inconsistent with China’s core interests and policies. Among 
other provisions, the law allows the Chinese legal system to 
respond to those involved in implementing foreign sanctions 
to be put on an anti-sanctions list. Any party identified as 
such may be denied entry into China or be expelled from the 
country.  

Chinese policies go beyond those meant to counter foreign 
sanctions. On a more systematic scale, China has unveiled three 
new flagship initiatives: the Global Development Initiative 
(2021), the Global Security Initiative (2023), and the Global 
Civilisation Initiative (2023). One reading of these initiatives 
is that each of them is far more centrally controlled than the 
Belt and Road Initiative (2013) – which has a greater focus on 
economics than geopolitics – and aims to build consensus on 
China’s preferred norms by sharing Chinese experiences/lessons 
in development, security and culture.4 

A more nuanced reading is that visions of economic and 
security governance, much less a future order, remain vague 
and in many cases quite situational. The broad and flexible 
scope of such pronouncements – as opposed to policy-binding 
arrangements in IPEF and TCC – may allow China to be 
opportunistic in finding moments or platforms to push them 
forward. Future action on these initiatives is “as much of a journey 
as it is a destination”.5 Whichever interpretation is more fitting, 
China does seem to have in mind a form of alliance-building, 
although not to the extent of formal institutionalisation. 

It would appear, therefore, that through their respective 
actions, China, the US, and Europe are giving substance to the 
slippery concept “economic security”. Uncertainty and risk, 
which are defining features of interactions between individuals, 
firms and nations, are treated as anything from abnormal to 

4 R. Osman, “Bye Bye BRI? Why 3 New Initiatives Will Shape the Next 10 Years 
of  China’s Global Outreach”, Time Magazine, 1 October 2023.
5 T. Fravel, “China’s Global Security Initiative at Two: a journey, not a destination”, 
China Leadership Monitor, Issue 80, 1 June 2024.

https://time.com/6319264/china-belt-and-road-ten-years/
https://time.com/6319264/china-belt-and-road-ten-years/
https://www.prcleader.org/post/china-s-global-security-initiative-at-two-a-journey-not-a-destination
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unacceptable. Self-sufficiency, as opposed to increased economic 
integration – a key contributor to lifting hundreds of millions 
of people in China and low-income economies out of abject 
poverty in the past three decades – ironically, is gaining at least 
rhetorical acceptance by governments of major economies as a 
necessary means for addressing their sense of insecurity.

Questions remain, however, over whether industrial policies 
aimed primarily at reducing interdependence between the 
major economies are the only available option within the 
current framework of textbook geoeconomics and geopolitics. 
Are Chinese interpretations of economic security diametrically 
opposed to those rooted in the trans-Atlantic context? What 
boundaries should there be in technological competition 
between the two sides? Are mutual anxieties about the choices 
of the Global South justified?

Are Nuances in Chinese Understanding 
of Economic Security Lost in Translation?

It is difficult, if not impossible, to construct a linear genealogy 
of thinking on economic security that satisfies intellectual 
curiosity about the salient factors undergirding official Chinese 
policies at various junctures of history. A good part of the 
confusion comes from the Chinese lexicon itself. In Chinese, 
jingji, commonly translated as “economic” in English, carries 
two levels of meaning: economical and economic. Anquan, 
“security” in English, denotes both safety and security. Put 
together, the term jingji anquan in policy jargon can apply to 
both operational matters (being economical in investment and 
safe in technology and regulation) and conceptual matters, i.e., 
the country’s economic health needs to be secure. The question 
of “secure against what?”, however, remains open: uncertainty 
in relating to the outside world is certainly one factor, but 
definitely not the only one.

In part due to such nuances in the Chinese lexicon, in the 
1990s, particularly in the wake of the Asian Financial Crisis of 
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1997-98, the wording guojia (country or nation) was used as 
a prefix to help specify the reference.6 It is useful, nonetheless, 
to note that, judging by the Chinese leadership’s decision to 
conclude negotiations to accede to the WTO in 2001, there 
was a mismatch between research advocacy cautioning against 
further integration into the rest of the world economy, and the 
policy decision by the leadership of the day.

Fast-forward to more recent decades and there does seem 
to be convergence between similar lines of research thinking 
and government policy pronouncements, which, as partially 
identified earlier, define exposure to uncertainties arising from 
third-party policy decisions and market dynamics as beyond 
China’s control.  But, to those of us who still see value in 
shepherding political instincts towards more unilateralism and 
protectionism, hope is not lost, either.

Whereas observers of Chinese policy in the transatlantic world 
tend to take the 18th Party Congress, held in November 2012, 
as the watershed moment indicating a tectonic shift in Chinese 
– official and scholarly – thinking about the country/nation’s 
external ties, I submit that the situation remains dynamic. Here 
I would invite international observers to appreciate the fact 
that China attributes importance to its collective quest to make 
sense of the world. 

As scholars of histories of ideas for managing international 
economic relations remind us, it is useful to note that today’s 
Chinese thinking can and indeed should be traced to Sun Yat-
sen’s prolific writings on the subject. As recounted by Amanda 
Kay McVety, in the late 1910s Sun sought endorsement of 
his prognosis for growing China out of abject and pervasive 
poverty from US Secretary of Commerce, William C. Redfield. 
Partly due to the disappointing response, Sun decided to have 
his thoughts published as a book in English (The International 
Development of China).7 It ought to be of interest to recall that 

6 Z. Daojiong, “Chinese Considerations of  “Economic Security”, Chinese Journal 
of  Political Science, vol. 5, March 1999, pp. 69-87.
7 A.K. McVety, “The Origins of  International Development Assistance”, in S.J. 
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although Sun’s ideas were not presented in a book form in the 
Chinese language, his writings and speeches are collectively 
known as a blueprint for nation-building (jianguo fanglue). 
Intellectually speaking, it is not a coincidence that in recent 
years, China-based Chinese scholars see value in understanding 
the same phenomena through making use of Chinese language 
archives.8 

To Sun, seeking foreign input – despite the fact that the 
country was already burdened with debt it could not pay – was 
one of the four pillars for the construction of a healthy economy 
and society. The other three were the promotion of China’s 
infrastructural development; development through agricultural 
and industrial growth (as opposed to financial dynamism); 
and the creation of international agencies to promote world 
development.9

The intellectual/philosophical impact Sun Yat-sen left on 
modern China is profound. For example, Mao Zedong called 
Sun a forerunner in China’s pursuit of modernisation. In terms 
of China’s foreign relations, Sun’s idea that “all [nations] are 
equal” (tianxia datong) resonates with framings such as the “five 
principles of peaceful coexistence” after Chinese participation 
in the Bandung Conference of Asia and African leaders in 1955 
and “a world community with a shared future”, a catch phrase 
in official Chinese use since 2013.

Scholarship on China’s development trajectory since re-
joining the capitalist world economic system in the late 1970s, 
particularly its experimentation with special economic zones, 
almost uniformly attributes the achievement to the change in 

Macekura and E. Manela (eds.), The Development Century: a global history, Cambridge 
University Press, 2018, p. 21.
8 X. Tao, “The International Background of  Sun Yat-sen’s  The International 
Development of  China”, Journal of  Modern Chinese History, vol. 15, no. 2, 2022, 
pp. 156-75.
9 E. Helleiner and B. Momani, “The Hidden History of  China and the IMF”, in 
E. Helleiner and J. Kirshner (eds.), The Great Wall of  Money: Power and Politics in 
China’s International Monetary Relations, Cornell University Press, 2014.
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Party ideology under the leadership of Deng Xiaoping. But, as 
recent studies of socio-economic and political change in Bao’an, 
the famed fishing town that evolved into today’s global first-
tier city of Shenzhen, conclude, “the 1978 divide in modern 
Chinese historiography [can] not [be understood] as a duality 
between change and continuity, but as an evolving negotiation 
between the borderland society and the central government”.10 

It is equally noteworthy that throughout the 1950s and 1970s 
China went through one economic crisis after another, but 
foreign economic exchange was never absent from the debate 
among the country’s political elites. In spite of the institutional 
constraints, China did experiment with projects of economic 
outreach to capitalist economies for the purpose of enhancing 
domestic agricultural and industrial modernisation.11

In other words, for modern and contemporary China, 
exposure to international capital flows, trade, and ideas through 
increased communication does entail vulnerability to external 
economic events and dependence on foreign inputs. But that 
vulnerability is a source of opportunities for improving the 
country’s overall economic conditions and living standards for 
its populace, not a threat to be avoided. The simple but perpetual 
fact of the matter is that between any pair of countries, foreign 
policy is always governed by a complex mixture of economic 
and military/security concerns. 

What light does this historical digression shine on Chinese 
thinking about the realities of the world economy in the present 
day? Between China and the transatlantic world, anxiety about 
the level of economic interdependence – complex matrices aside 
– and the weaponisation of factors of production ranging from 
raw materials, technologies and talent is mutual. Sanctions and 

10 T. Zhou, “Leveraging Liminality: the border town of  Bao’an (Shenzhen) and 
the origins of  China’s reform and opening”, The Journal of  Asian Studies, vol. 80, 
no. 2, May 2021, pp. 337-61.
11 C.J. Mitcham, China’s Economic Relations with the West and Japan, 1949-79: grain, 
trade and diplomacy, Routledge, 2005; L.C. Reardon, The Reluctant Dragon: crisis cycles 
in Chinese foreign economic policy, University of  Washington Press, 2002.
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counter-sanctions are adopted as routine policy instruments. 
In the process, efforts at pinpointing the cycle of action and 
reaction over mutually punitive or restrictive policies are by 
nature interest-based, with each claiming to be fact-based by 
adopting a chronology conducive to justifying itself. 

How Does “Non-traditional Security” Factor?

One way to make sense of the technological competition 
between China and the transatlantic world today is to view 
China’s pursuit of technological progress – through transfer 
and/or diffusion – as part and parcel of “non-traditional 
security” in the Chinese lexicon and foreign policy practices in 
relation to its neighbours.

The notion of “non-traditional security” in Chinese academic 
and political discourse is more in line with that used in the East 
Asian context. Typically, the notion is treated as an “issue” (i.e., 
of a more societal and technical nature) that entails cooperation 
regardless of security/diplomatic/political differences. In 
contrast, “non-traditional sources of threat to [national and/or 
international] security” is more commonly the case in American 
and European discursive security traditions. Therein, the core 
concern is national/state security, which implies a different 
priority.

An example of this Chinese/Asian scoping can be found in 
the joint declaration issued at the 6th ASEAN-China Summit 
in November 2002. The declaration calls for cooperation in 
dealing with such cross-border societal malaises as trafficking in 
illegal drugs, people-smuggling including trafficking in women 
and children, sea piracy, terrorism, arms-smuggling, money-
laundering, international economic crime and cybercrime. 
Those issues were to be addressed with an integrated approach 
that combines political, economic, diplomatic, legal, scientific 
and technological and other means. Similar framings allow a 
range of government agencies of China, Japan and South Korea 
to maintain regular contact through their trilateral cooperation 
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secretariat, established in 1999, to maintain contact among 
functional government agencies while maintaining their 
differences on regional security and diplomatic matters.

Assessment by scholars seeing China-ASEAN non-traditional 
security cooperation as having strategic significance and leading 
to enhanced regionalism can be said to have been optimistic, 
especially in comparison with the trajectory towards regional 
cooperation in Europe.12 Indeed, an Asia with a truly regional 
identity remains a distant dream. Nonetheless, viewed through 
a Chinese prism at least, international cooperation on non-
traditional security issues does not have to have diplomatic/
political trust as a prerequisite. Governments cooperate with 
each other for the sake of improving the socio-economic lot of 
their own populations. 

Turning to the topic of technological competition between 
the transatlantic world and China today, it is useful to note that 
the history of US control of technology exports to China dates 
back well before the advent of the Trump administration – in 
fact, to the waning years of the Chinese civil war in the late 
1940s13. The rest is history. 

Let me emphatically clarify that my intent here is not imply 
a sense of defiance or elation. Rather, it is as useful to note that 
the trajectory of American contributions to the modernisation 
of China has never been linear, either. A good case in point is 
healthcare: the Treaty of Wangxia (Wanghsia), signed between 
the US and China in 1844, was the first of its kind to allow 
the building of Western hospitals in urban concessions that the 
Qing Dynasty granted to Western powers and Imperial Japan.14 
A century later, in the wake of the Severely Acute Respiratory 

12 D. Arase, “Non-Traditional Security in China-ASEAN Cooperation: the 
institutionalization of  regional security cooperation and the evolution of  East 
Asian regionalism”, Asian Survey, vol. 50, no. 4, 2010, pp. 808-33.  
13 F. Cain, “The US-led trade Embargo on China: the origins of  CHINCOM, 
1947-52”, Journal of  Strategic Studies, vol. 18, no. 4, December 1995, pp. 33-54.
14 Z. Daojiong, “Non-traditional Security in China-US Relations”, Asian 
Perspective, vol. 45, no. 1, Winter 2021, pp. 75-81.
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Syndrome (SARS) epidemic in parts of China in 2002-03, the 
US played a pivotal role in helping China upgrade its public 
health surveillance and service systems. With the advent of 
the Covid-19 pandemic, public health cooperation between 
Washington and Beijing, regrettably, came to a halt.15 But in 
American scientific circles, continuing calls to renew the umbrella 
science cooperation agreement, first signed in 1979, can be seen 
as evidence of the existence of a pool of wisdom in favour of de-
securitising science and technology in bilateral interactions.

Today and into the future, market- and industry-based 
competition between China and the transatlantic world in 
technology will continue to be a feature of the tussle between 
an innovative corporation’s preference for vertical integration 
and a catch-up corporation’s devotion to horizontal integration. 
In the process, concerns about dual use or ethical issues of 
technological application are also set to continue.  

Of particular concern to me is biotechnology, which is 
officially outside the scope of the Biden Administration’s 
competition plan with China. But biotechnology promises 
to revolutionise everyday life, with scientists and researchers 
using it to make rapid advances in medical treatment, genetic 
engineering in agriculture and novel biomaterials. 

Bills have been introduced in the United States Congress 
to bar “foreign adversary biotech companies of concern” from 
doing business with federally funded medical providers. The 
bills name four Chinese-owned companies. Since technological 
competition with China is a bipartisan consensus in the US, 
from the Chinese side, we see a de facto inclusion of the biotech 
industry within the scope of the bills, and barriers are likely to 
grow higher and tighter over time.

If the trajectory of the recent past is an indication of things 
to come, biotech rivalry will slow medical advancements. 
The benefit of coming up with better diagnostics and therapy 

15 D. Seligsohn, “The Rise and Fall of  the US-China Health Relationship”, Asian 
Perspective, vol. 45, no. 1, Winter 2021, pp. 203-24.
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transcends national borders. US arguments against the further 
development of exchanges with China’s biotech industry, on 
grounds of data transparency, state funding and state support, are 
unconvincing. Instead, a more fact-based and individual welfare-
oriented conversation between the two societies is much needed.

Global South: The Next Arena 
for Great Power Competition?

Is the Global South a new arena for competition between China 
and the West? In the wake of Russia’s invasion of Ukraine in 
2022, the question has attracted much attention and increasing 
levels of significance. For China, in practice, the attractiveness 
or otherwise of its three global security initiatives will depend 
largely on the Global South.   

Here again, within the Chinese concept of global security, 
“Global South” is not standard Chinese vocabulary for framing 
the world. The corresponding wording Quanqiu Nanfang can 
be sporadically found in databases of Chinese academic and 
journalistic publications, but almost exclusively as a quotation 
of its use by non-Chinese authors and speakers. 

When used in the English language for discussing Chinese 
foreign policies, the geographical scope of “Global South” is 
similar to Yafeila (Asia, Africa and Latin America) in Chinese. 
Yafeila was used to express Third World solidarity, most 
prominently in the years when China was campaigning for 
diplomatic recognition by the United Nations. But since the 
early 1980s, the reference has virtually disappeared in Chinese 
commentary on world affairs.  

What is the significance of this gap in framing Chinese 
foreign relations? For international, particularly Western 
analysts, adopting the term “Global South” helps portray 
Chinese activities in one country as indicators of what is to 
come for other nation-states outside the conceptual Western 
world. However, that approach can lead to undue alarm and 
even unwarranted geo-strategic anxieties. 
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In other words, viewed through a Chinese prism, the nature 
of North-South relations, even at the height of the Cold War, 
when the framing was a mainstay, is not as post-colonial as the 
Western sense of the term implies. In fact, China did treat its 
participation in the Bandung Conference of Asia and Africa 
in 1955 as a defining feature of its foreign policy, but it did 
not join either the South-South Cooperation Movement or the 
Non-aligned Movement to full effect. Even today, China does 
not formally align with the Group of 77, which grew out of 
those political movements led by newly independent countries.

Under Deng Xiaoping, China moved away from the “Three 
Worlds” formulation to identify the heart of North-South 
relations as international security – with nuclear disarmament 
by the superpowers as the main indicator – and South-South 
relationship as development, i.e., economic growth as the 
primary task, rather than revolutionary change to the post-
WWII international system.

Chinese thinking about the country’s engagement in 
development finance arrangements for other middle- and low-
income countries was a natural next step. As a result, China 
first joined major multilateral development banks, including 
the IMF and the World Bank (1980), the African Development 
Bank (1985), the Asian Development Bank (1986), the Inter-
American Development Bank (2009), and the European Bank 
for Reconstruction and Development (2016). 

Either as a contributor or as a borrower, membership in these 
multilateral development banks helped China in its pursuit of 
economic growth and social development. Then, it initiated 
the establishment of the New Development Bank (NDB, 
2014) and the Asian Infrastructure Development Bank (AIIB, 
2015). It is true that the clientele of the AIIB and NDB is in 
the Global South. But, as is broadly recognised, contributions 
by these banks, especially to infrastructure development, fill a 
much-needed void for world development, measured first and 
foremost on the basis of a country’s record of overall economic 
growth. 
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China did put forward a Global Development Initiative 
(GDI) in 2021. The GDI is very much a continuation of the 
Belt and Road initiative (BRI), first articulated in 2013. To the 
extent that there are additional elements to it, the GDI aligns 
its priority areas for cooperation with those of the United 
Nations’ 2030 Sustainable Development Goals (SDG). China 
emphasises cooperation through UN development agencies 
in implementing the GDI, as opposed to the BRI, which is a 
primarily bilateral endeavour. 

The Global Security Initiative (GSI), which China tabled in 
February 2022, is probably what caught enhanced attention 
in the West. But much of the text of the GSI amounts to a 
reframing of the “five principles of peaceful coexistence”, as has 
been consistently repeated in previous Chinese position papers 
on international security. 

What is new in the GSI, especially to American and other 
Western observers, is its inclusion of the term “indivisible security”. 
It is catchy partly because the term is routinely associated with 
Russian rhetoric on its justification for security-related diplomacy, 
dating back at least to the early 1990s. But the Chinese language 
equivalent can mean inalienable and inseparable as well, depending 
on the object of reference. In Chinese dialectics, development and 
security are antecedent to each other.16

In the final analysis, the prospects of both the GDI and the 
GSI will depend on the level of buy-in from countries in the 
Global South. More significantly, governments in the Global 
South interact simultaneously with competing development 
and security initiatives from major countries. For discussions 
about the dynamics of China’s interactions with the West, it is 
useful and even necessary to come to a common understanding 
of the notion of Global South. 

As history has repeatedly demonstrated, the countries that 
make up the grouping now commonly known as the Global 

16 Z. Daojiong and D. Ting, “Catchy but Not New: ‘Indivisible Security’ in the 
Chinese foreign policy lexicon”, China: An International Journal, vol. 22, no. 1, 
Winter 2024, pp. 42-59.
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South have theirown sense of agency, which is often powerful. 
Competition between what is sometimes projected as Western 
versus Chinese models of development is, by and large, a 
rhetorical exercise. 

The Need for a Common Vocabulary

Admittedly, this paper takes an eclectic approach to a complex 
subject. A particular bias, which I see as useful for the purpose 
of communication about Chinese-ness when employing the 
same vocabulary, is to invite readers in the English-speaking 
world to pay attention to history, which is neither linear nor 
can be total. Further, as in-person contact between Chinese 
and Western researchers remains under constraints, my intent 
is to invite readers to avoid fatalism. As the cliché goes, history 
seldom repeats itself but it does rhyme. 

In any case, for China (both as a society and as a polity in 
world affairs), throughout history, exchanges with the rest 
of the world in the economic realm, most tangibly through 
trade and investment with its neighbouring countries and 
increasingly beyond, have been dictated by world economic 
geography. Uncertainty and complexity are constant facets of 
life to be managed but never done away with. Exchanges in the 
military security realm are even more complex. But the notion 
of “order” – regional and/or global – can and should mean 
peaceful coexistence between countries. 

Also for China, as more and more manufacturers move 
their operations abroad, regardless of the push factors on 
the domestic front and pull factors abroad, the risk of de-
industrialisation is becoming a serious factor in its continuing 
search for economic security. If the transatlantic world is 
responding to a “China Shock”, down the road, China faces 
the real risk of having a ROW (rest of the world) Shock. Seen 
in this light, China and the transatlantic world are marching 
into similar sets of risks to their respective understandings of 
economic security.   





5.  The Economic Connectors: 
     Pillars of a New Globalisation? 

Amitendu Palit

Geopolitical tensions are making businesses loosen their ties 
with specific locations. The tendency was first sparked off by 
the tariff war that broke out between the US and China in the 
later years of the last decade. High US tariffs on exports from 
China, followed by retaliatory Chinese tariffs on US exports, 
triggered relocation of production. The propensity to relocate 
got stronger after the outbreak of the Covid-19 pandemic as the 
US and its allies began diversifying their sourcing away from 
China through the “China+1” strategy. 

Relocation of global supply chains is intricately linked to 
the rising fragmentation in global trade and investment. With 
countries viewing economic partners through the prism of 
geopolitical and security interests, global trade and investment 
flows are getting refashioned, in such a way that they are 
decreasing between politically contesting blocs of countries 
and increasing between those that are geopolitically allied.1 A 
recent analysis by the UNCTAD (UN Conference on Trade 
and Development) shows investments between geopolitically 
“distant” countries to have significantly declined during 2013-
22, with the decline being particularly sharp since the flare-
up of global political tensions from the later part of the last 

1 “IMF official warns against global trade fragmentation”, The Nation, 10 May 
2024.

https://www.nationthailand.com/blogs/news/world/40037910


The Rise of Fragmentation84

decade.2 The analysis further notes the drop in fresh greenfield 
investments in China, a process that accelerated after the 
outbreak of Covid-19, along with an overall hesitation among 
long-term global investors to commit to new investments due 
to uncertainties generated by geopolitical tensions and shifting 
supply chains.   

Amidst the fragmentation and reorganisation of global 
trade and investment, one group of economies is proving to 
be capable of attracting significant investments and is playing 
a significant role in global trade. Its members are being 
described as “connector” economies and are beneficiaries of 
the fragmentations in global trade and investment in the larger 
strategic context of escalation in US-China tensions. Greater 
exports from these economies to the US are substituting lower 
exports by China to the US. At the same time, these economies 
have increased their imports from China and are receiving 
long-term investments from China, and interestingly from the 
US too. The developments indicate that these economies have 
become the new hubs for Chinese investments for enabling 
Chinese manufacturing exports that are facing US tariffs to be 
“rerouted” to the US market through these economies.3 Despite 
the rerouting, they also appear to enjoy the confidence of the 
US (and EU) investors.

Five economies, arguably politically “non-aligned” between 
the US and China – Indonesia, Mexico, Morocco, Poland and 
Vietnam – have been labelled connectors.4 They appear to be 
the “winners” from the geopolitically-driven fragmentation 
in global trade and investment and are therefore helming the 
process of re-globalisation. 

2 “Global economic fracturing and shifting investment patterns”, UN trade & 
development (UNCTAD). 
3 G. Gopinath, P.-O. Gourinchas, A.F. Presbitero, and P. Topalova, “Changing 
Global Linkages: A New Cold War?”, WP/24/76, Working Paper, International 
Monetary Fund (IMF), April 2024. 
4 “These Five Economies Are Key Economic ‘Connectors’ in a Fragmenting 
World”, Bloomberg, 2 November 2023.

https://unctad.org/publication/global-economic-fracturing-and-shifting-investment-patterns
https://www.bloomberg.com/news/articles/2023-11-02/vietnam-poland-mexico-morocco-benefit-from-us-china-tensions
https://www.bloomberg.com/news/articles/2023-11-02/vietnam-poland-mexico-morocco-benefit-from-us-china-tensions
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Whether more economies join the five as connectors, and 
whether the current five will be able to sustain their prominence, 
are questions of considerable academic and policy interest. In 
this regard, much will depend upon the continuation of the 
conditions that led to the emergence of these connectors, and 
new developments that impact their prospects. This chapter 
examines these initial conditions and related developments 
that might be significant for both current and prospective 
connectors.

US-China Rivalry: The Dependency Factor

Major power rivalry between the US and China has been 
fundamentally responsible for the fragmentation of global 
trade and investment flows and the emergence of connector 
economies. The evolution of the rivalry will emphatically 
impact the prospects of connector economies. 

The US-China economic relationship is one of the most 
significant in the world. This is unsurprising given that the 
two are the world’s largest and second largest economies, 
respectively. Economic ties between the two countries, while 
being huge in terms of bilateral trade and capital flows, also 
reflect some distinct characteristics. 

Bilateral goods and services trade between the US and China 
was $758.4 billion in 2022. Within this trade, US export 
of goods to China was far less than its imports from China, 
underpinning a goods trade deficit of $382 billion.5 The deficit 
is exactly half the size of overall bilateral trade and is a decisive 
factor in influencing current US trade policies towards China. 
Trade in services is a much smaller part of overall bilateral trade 
and shows the US to be in surplus with its service exports to 
China because the value of its service exports to China exceeds 
that of its service imports from China.

5 “The People’s Republic of  China”, Office of  the United States Trade 
Representative (USTR).
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From an overall trade perspective, the US-China engagement 
is primarily driven by their trade. This trade reveals the US’s 
predominance as a consumer of Chinese products. The 
predominance has been construed by US Administrations – 
first that of President Trump and then that of President Biden 
– as a nagging dependence of the country on Chinese imports 
with serious downsides for national security. The latter is 
ostensibly due to the advantage China enjoys in using the US 
dependence on its products to tilt the balance of power in its 
strategic competition with the US in its favour. 

Efforts to erode Chinese “influence” began with the punitive 
tariffs imposed by the Trump Administration on Chinese imports 
in 2018. The geopolitical motivation behind the tariffs was 
evident from those that were levied after investigations conducted 
under Section 301 of the US Trade Act of 1974 found China 
using policies that “coerce American companies into transferring 
their technology and intellectual property to domestic Chinese 
enterprises”.6 These actions by China were viewed by the 
investigations as efforts to advance control over production of 
hi-tech items through unfair means. As a consequence, US tariffs 
were applied to those imports from China that were arguably 
contributing to its goal of seizing global leadership in advanced 
technology. The tariffs marked a flashpoint in US-China trade 
relations and were instrumental in precipitating a subsequent 
reorganisation of global trade and capital flows.   

Trade War and the Growth of Connectors

The US, however, continues to remain a heavy importer of 
Chinese goods. China was the top source of goods imports into 
the US in 2022 and accounted for 17% of the country’s total 
goods imports.7 Although it remains the top source, there is 

6 “Under Section 301 Action, USTR Releases Proposed Tariff  List on Chinese 
Products”, Office of  the United States Trade Representative (USTR), 3 April 2018.
7 United States of  America, Trade Profiles, World Trade Organization (WTO).

https://ustr.gov/about-us/policy-offices/press-office/press-releases/2018/april/under-section-301-action-ustr
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2018/april/under-section-301-action-ustr
https://www.wto.org/english/res_e/statis_e/daily_update_e/trade_profiles/US_e.pdf
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a declining trend in US imports from China. Between 2018, 
when US goods imports from China were as much as $538.5 
billion, and 2023, these imports have fallen by more than $100 
billion to $427.3 billion.8 

It is not just strategic hi-tech industries that have attracted 
tariffs and generated trade tensions between the US and China. 
Such tensions actually began when the US imposed broad-based 
tariffs on a wide range of imports from China, including cars 
and mechanical components, in July 2018. The tariffs invited 
a retaliatory response from China. More “tit-for-tat” tariffs 
came through in August and September 2018 and continued 
in 2019.9 Despite the signing of a bilateral trade deal in January 
2020 to minimise friction, US-China trade continues to have 
multiple restrictions, and repeated efforts to break the ice have 
failed to yield results. 

Higher US tariffs on Chinese goods set off far-reaching 
reorganisations in supply chains. Several global manufacturers, 
for whom the US was the biggest export market, resigned to 
themselves to relocating production from China in order 
to avoid the tariffs that exports from the mainland would 
henceforth attract in the US market. The reorientation 
accelerated in the aftermath of Covid-19. The near-complete 
breakdown in sourcing from China during the pandemic 
was an eye-opener for several economies, particularly in the 
West, of the vulnerabilities created by excessive concentration 
of sourcing from China. The vulnerabilities looked distinctly 
intimidating in the face of an assertive China’s proclivity to 
“weaponise” control over sourcing and supply chains. It was 
no more just the US, but several others, who joined efforts to 
diversify sourcing and shift production from China, as part of 
an overarching “China plus one” strategy.10 

8 “Trade in Goods with China”, United States Census Bureau.
9 “US-China trade war: timeline of  key dates and events since July 2018”, South 
China Morning Post, 15 May 2022.
10 “China Plus One Strategy – An Imperative to Achieve Supply Chain Resilience”, 
Beroe Inc, 11 April 2023.

https://www.census.gov/foreign-trade/balance/c5700.html
https://www.scmp.com/economy/global-economy/article/3177652/us-china-trade-war-timeline-key-dates-and-events-july-2018
https://www.beroeinc.com/whitepaper/china-plus-one-strategy-an-imperative-to-achieve-supply-chain-resilience/
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As the strategy expanded, some economies became favourites 
as alternative locations. Vietnam in Southeast Asia is one such. 
The country has attractive locational features, like economic 
zones with good infrastructure, competitive wages, a large FTA 
network and close geographical proximity to China. Indonesia 
too has capitalised on the relocation opportunity. As a China 
plus option, in addition to a large and cheap labour pool, 
Indonesia scores highly in terms of rising domestic middle-class 
incomes and access to natural resources.  

President Biden deployed Section 301 of the US Trade Act 
of 1974 again in May 2024 to impose fresh tariffs in “strategic 
sectors such as steel and aluminum, semiconductors, electric 
vehicles, batteries, critical minerals, solar cells, ship-to-shore 
cranes, and medical products”.11 These latest tariffs confirm the 
US intention to resist Chinese advances in strategically sensitive 
industries. Some of the items on which the new tariffs have 
been imposed, such as semiconductors and electric vehicles, 
are industries where the Biden Administration is incentivising 
domestic production through extensive subsidies. The strategy is 
unlikely to reverse in the foreseeable future, making production 
of all items in these supply chains vulnerable to implications 
of the US-China rivalry. The return of the former President 
Donald Trump to the White House, after the upcoming US 
presidential elections, will drive deeper wedges in US-China 
trade ties, as he plans to increase tariffs by 10% across-the-
board and by 60% on Chinese goods.12 The inevitable outcome 
of these actions will be further fragmentation of global trade 
and investment flows. The repositioning of supply chains and 
their China plus strategic shifts will therefore continue to drive 
the hunt for locations that suit the strategy. 

11 “Fact Sheet: President Biden Takes Action to Protect American Workers and 
Businesses from China’s Unfair Trade Practices”, The White House, 14 May 
2024.
12 K.A. Clausing and M.E. Lovely, “Why Trump’s Tariff  Proposals Would 
Harm Working Americans”, Policy Brief, Peterson Institute for International 
Economics (PIIE), May 2024.  

https://www.whitehouse.gov/briefing-room/statements-releases/2024/05/14/fact-sheet-president-biden-takes-action-to-protect-american-workers-and-businesses-from-chinas-unfair-trade-practices/
https://www.whitehouse.gov/briefing-room/statements-releases/2024/05/14/fact-sheet-president-biden-takes-action-to-protect-american-workers-and-businesses-from-chinas-unfair-trade-practices/
https://www.piie.com/sites/default/files/2024-05/pb24-1.pdf
https://www.piie.com/sites/default/files/2024-05/pb24-1.pdf
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Nearshoring and FTAs: A Win-Win Combination 

Nearshoring has contributed extensively to the growth of 
connector economies. Although primarily a repercussion of the 
US-China trade war and strategic competition, the tendency 
exacerbated after Covid-19 and has been responsible for 
fragmenting global trade and investment flows.

Mexico – one of the five major connector economies – has 
significantly benefitted from near-shoring. The latter aims 
to locate significant parts of supply chains as close to the 
final demand markets as possible, so as to minimise risks of 
disruption in sourcing from geographically distant locations. 
The tendency has benefitted Mexico with businesses looking 
to put production closer to the US market in order to bypass 
restrictions on exports from mainland China. With Mexico 
figuring in the United States Mexico Canada (USMCA) trade 
agreement, products from Mexico get preferential access to the 
US market. It is hardly surprising that Chinese FDI to Mexico 
has surged since the pandemic and escalation of US-China 
tensions. Prominent Chinese producers like Lenovo, BYD, 
Chery and Lingong, have invested in Mexico in diverse areas 
such as computer equipment, electric vehicles and construction 
equipment.13 Like Vietnam, Mexico offers conducive conditions 
to foreign investors, including business-friendly policies and 
well-trained and skilled work forces. Both countries also offer 
the distinct strategic advantages of being geographically close 
to the US and Chinese markets respectively, making them 
attractive options for both US and Chinese businesses keen on 
accessing the other country’s market and looking for ways to 
circumvent tariffs. 

Another factor that makes both Mexico and Vietnam 
important nearshoring options is the fact that they are part 
of several major regional trade frameworks that offer their 

13 E. Hernandez-Pulido, J.D. Arau, and J. Zou, “Nearshoring in Mexico: Some 
basics for Chinese companies”, Procopio, 15 March 2024. 

https://www.procopio.com/people/enrique-hernandez-pulido/
https://www.procopio.com/people/juan-d-arau/
https://www.procopio.com/people/julian-zou/
https://www.procopio.com/nearshoring-mexico-chinese-companies/
https://www.procopio.com/nearshoring-mexico-chinese-companies/
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industries preferential access to several major third-country 
markets. Both Mexico and Vietnam figure in the Comprehensive 
and Progressive Trans-Pacific Partnership (CPTPP), while 
being individually members of the USMCA (Mexico), and 
the Regional Comprehensive Economic Partnership ((RCEP), 
Vietnam), respectively. Furthermore, both have bilateral FTAs 
with the European Union enabling exports from these countries 
to get access to the large European market as well. Vietnam, in 
addition, has a bilateral FTA with the US.  

Geographical proximity to close markets and FTA networks 
has also resulted in Morocco being identified as a key connector 
for relocated investments. Morocco’s close proximity to the EU, 
competitively priced labour, and bilateral FTAs with the US 
and EU have worked to its great advantage.14 Morocco has 
used these ‘pull’ factors to draw investments from both China 
and US-allied countries, such as Canada, Australia and South 
Korea. Indeed, US-allied country investments, such as from 
Taiwan, Japan and South Korea, have been moving to Mexico 
as well, along with those from the US.15 

The nearshoring imperative works for Poland too, one of 
the other connector economies, particularly from a Chinese 
perspective. Chinese businesses investing in Poland get access 
to the EU market, which can enable them to bypass sanctions 
that might otherwise affect direct exports from the mainland to 
Europe. It is also important to note that Poland is an important 
partner for China in its Belt and Road Initiative (BRI) and 
is located next to Russia – a country with which China now 
has exceptionally strong strategic relations. These specific 
advantages are complemented by Poland’s competitive labour 
costs for deployment in manufacturing.    

14 C.G.N. Byamungu, “Morocco, an Unexpected Winner of  China’s Strategy 
to Circumvent the US Inflation Reduction Act”, Center for Strategic and 
International Studies (CSIS), 2024.
15 US investors occupy the second largest spaces in Mexican industrial parks. 
“This is how they took 44 factories and distribution centers out of  Asia to take 
them to Mexico”, Mexico Daily Post, 1 February 2023.

https://www.csis.org/analysis/morocco-unexpected-winner-chinas-strategy-circumvent-us-inflation-reduction-act
https://www.csis.org/analysis/morocco-unexpected-winner-chinas-strategy-circumvent-us-inflation-reduction-act
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Friendshoring Impulse: Can India Be a Connector?

Friendshoring encourages supply chains to move to politically 
allied and “like-minded” countries. From a China-plus-one 
perspective, this means relocating to countries that are US 
partners and “natural” allies in the plus-one strategy. India 
has been an important part of the strategy. It has succeeded 
in attracting significant investments from US businesses like 
Apple, Alphabet, Amazon, Google, Micron, Microsoft, Nvidia 
and Walmart in both strategic industries (e.g. smartphones, 
semiconductors, AI applications) and consumer services (e.g. 
e-commerce). India is also embarking on several strategic 
business ventures with US-allied countries like Australia, Japan, 
Korea and Taiwan, and as well as with various EU member 
countries. 

As a prominent economy from the Global South, India 
enjoys various advantages that will continue to help it attract 
long-term investments. These include an optimistic outlook 
about long-term growth prospects of its economy with the 
expectation of India becoming the third-largest global economy 
by 2030; a liberal foreign investment policy; workers capable 
of performing high-skilled knowledge-intensive tasks; and 
strong domestic demand supported by a high inflow of foreign 
remittances.16 

While India is not located geographically as close to major 
global markets such as the US, EU and China like the connector 
economies discussed here, the size of its domestic market and 
prospective returns on long-term investment are large enough 
to suggest an attractive alternative. This can convince businesses 
to overcome the ostensible downside of friendshoring – locating 
to countries which, while being politically compatible, might 
be “second best” options in terms of economic efficiency. India’s 
value in this regard is evident from Apple shifting large parts 
of its smartphone production to the country from mainland 

16 “Why the Indian economy is hitting a sweet spot”, ThinkChina, 23 May 2024.

https://www.thinkchina.sg/economy/why-indian-economy-hitting-sweet-spot?ref=top-hero
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China. India is poised to become the third-largest market for 
Apple iPhones by 2026 after surpassing the UK and Japan17 
with iPhone exports from India exhibiting impressive growth.18 
Apple’s move satisfies multiple complementing objectives: 
geopolitical by adhering to the “China plus one” strategy; and 
economic, by making smartphones in a country where they 
are among the most sold globally, while being a geographically 
strategic location for exporting to other markets (e.g. US, EU, 
Africa and the Middle East). India’s advantages in this regard 
will increase manifold once it concludes its ongoing FTA with 
the EU.

India does have an important difference with the other 
connectors, in that its political relationship with China is 
distinctly strained and hostile. It is therefore unlikely to be a 
preferred alternative for Chinese investments, the way Vietnam 
and Mexico are. India also does not offer preferential access 
to the US market. It will be interesting to see if, despite these 
issues, India’s friendshoring “pull” enables it to seize global 
capital amidst global fragmentation in the way that other 
connectors have.

Neutral, If Not Non-Aligned

Not all of the five connector economies – Mexico, Vietnam, 
Indonesia, Poland and Morocco – have equally balanced ties 
with the US and China. But despite their political differences 
with the latter major powers, they have been strategically nimble 
and far-sighted enough to be able to stay engaged with both. 

In spite of figuring in the US-led economic rules-based 
architecture of the Indo-Pacific Economic Framework for 
Prosperity (IPEF) both Vietnam and Indonesia have been able to 

17 “The iPhone effect: India may emerge as third largest market for Apple”, 
moneycontrol, 6 April 2024.
18 “Apple’s iPhone exports to India almost doubled to $12.1 billion in FY24: 
Report”, CNBC TV-18, 16 April 2024.

https://www.moneycontrol.com/news/technology/the-iphone-effect-india-may-emerge-as-third-largest-market-for-apple-12586541.html
https://www.cnbctv18.com/technology/apple-iphone-exports-india-almost-doubled-in-fy24-19397740.htm
https://www.cnbctv18.com/technology/apple-iphone-exports-india-almost-doubled-in-fy24-19397740.htm
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obtain Chinese investments and maintain robust trade ties with 
China. This has been due to their policy of calibrated engagement 
with China. While avoiding excessive economic dependence on 
China, both countries have pursued opportunities for selective 
engagement, and expanded economic ties with US and other 
major economies. Mexico, while being a committed US partner 
and strategic ally, has refrained from letting its relations with the 
US become a hindrance to economic ties with China. Poland 
too has exercised caution in not allowing its EU “character” 
to disengage it from China. As a leading African economy, 
Morocco has been more characteristically non-aligned and 
better placed to work closely with both the US and China. 

The strategic foresight and flexibility displayed by these 
economies may encourage more from the Global South 
to adopt similar policies for economic benefits. Malaysia, 
Bangladesh, Nigeria and the United Arab Emirates could be 
some potential economies. So could some of the resource-
rich and institutionally advanced economies from Africa (e.g. 
Democratic Republic of Congo, Ghana, Kenya, South Africa), 
which benefit from non-reciprocal preferential access to the 
US market through the African Growth and Opportunity 
Act (AGOA).19 African economies like Ghana and Kenya get 
preferential access to the EU market through the Generalised 
System of Preferences (GSP).  

Looking Ahead

The current connectors have capitalised on the tendency of 
global trade and investment to fragment along geopolitical 
lines. Their ability to project themselves as “neutral” locations 
for investments has helped them considerably in this regard. 
It is not just the political flexibility shown by these economies 
though. Their progress has been facilitated by geographical 

19 African Growth and Opportunity Act (AGOA), Office of  the United States 
Trade Representative (USTR), Executive Office of  the President.

https://ustr.gov/issue-areas/trade-development/preference-programs/african-growth-and-opportunity-act-agoa
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proximities to major markets, like the US, EU and China; 
figuring in large and meaningful FTAs providing preferential 
access to several markets; trained work forces; conducive 
business conditions; and stable domestic political climates. The 
prospects of the current connector economies, and those of 
the potential ones from the Global South, will depend on how 
others are able to offer the combinations of these ‘pull’ factors 
to prospective investors. 

The pattern of further fragmentation in global trade and 
investment will also impact connectors. The impact of new US 
tariffs on China will be significant in this regard. Compared 
with the US, the EU, until now, has adopted a relatively softer 
approach in engaging with China. But this might not stop 
it from imposing new trade restrictions on Chinese exports. 
Moreover, the EU’s environmental standards posited through 
the Carbon Border Adjustment Mechanism (CBAM) may 
further fragment global trade by splitting production in some 
of the EU’s major exporters, like China, into those that comply 
with the CBAM and similar standards of other countries, and 
those that do not. Similar fragmentations might arise from 
variations in cross-border data standards and digital economy 
regulations, leading to the reorientation of supply chains. 

A new geopolitical alliance taking shape through closer 
engagement between China and Russia will impact supply 
chains and concomitant trade and investment flows. Chinese 
and Russian exporters will continue to explore ways to bypass 
restrictions in the US and EU markets and access them by 
working with other economies, especially from the Global 
South. This clearly points to a landscape where trade and 
capital flows between politically hostile countries decline on 
the surface but remain active through extensive rerouting. 
Connectors – both current and future – will therefore remain 
important for the global economy as long as the geopolitical 
forces of fragmentation remain powerful.



6.  The National Security Threat 
     to the World Trade Organization

Jeffrey J. Schott

In the aftermath of the Second World War, the architects of the 
postwar multilateral trading system recognised that national 
commitments to open trade needed to be paired with rights 
to rescind access if required to protect national security. The 
concept was simple: increased trade would advance economic 
development among friendly nations but could be withdrawn 
to counter adversaries pursuing militaristic goals. Boiled down, 
that was one of the key outcomes of two years of negotiations 
in the late 1940s that formulated the Havana Charter for an 
International Trade Organization (ITO). While the ITO 
was stillborn due in large measure to opposition by the US 
Congress, the interim General Agreement on Tariffs and Trade 
(GATT) incorporated key ITO components, including the 
national security exceptions in GATT Article XXI, which have 
regulated much of world trade over the past seven decades.

Most of the original GATT signatories were either friends 
or foes during the war that subsequently came together to 
construct a rules-based trading system to promote postwar 
economic reconstruction and development. The principal Axis 
powers had been declawed and soon would be allied with the 
United States in new security arrangements against the Soviet 
Union, which was kept out of the free-market oriented trade 
arrangements along with other communist nations.1 Italy 

1 China was an original GATT Contracting Party in 1948 but the government, 
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joined the GATT in May 1950; Germany and Austria in 
October 1951; and Japan in September 1955.

National security trade measures were imposed only a handful 
of times in the XX century. The main adversaries of Western 
countries were not GATT signatories, so did not benefit from 
GATT trade liberalisation and suffered strong discrimination 
in their limited commercial relations with market economies. 
GATT Article XXI cases largely involved the United States and 
European countries in small stakes disputes. Few noticed that 
trade restrictions were imposed for dubious national security 
reasons when US measures blocked trade with the Sandinista 
regime in Nicaragua (1985), the United Kingdom fought 
Argentina in the Falkland Islands (1982), or Sweden protected 
its footwear imports on national security grounds (1975). Only 
when US measures against Cuba pursuant to the Helms-Burton 
Act of 1996 threatened to hit European commerce did Article 
XXI breach public debate, which quickly dissipated after a 
transatlantic truce. The implosion of the Soviet Union in the 
early 1990s reduced fears of global hot wars, even as regional 
battles were still engaged or threatened in Asia, Africa, and the 
Middle East.2 

The relatively innocuous history of national security trade 
measures in the GATT era has, unfortunately, not been replicated 
since the World Trade Organization (WTO) superseded the 
GATT in 1995. The world trading system has changed in 
important respects in the XXI century. Unfortunately, WTO 
members have largely failed to change or adapt the trade body to 
keep pace with evolving political developments and commercial 
alliances. Technological innovations have transformed the way 
goods and services are produced, marketed, financed, and 
distributed, while also raising anew concerns about market 
access and economic security. 

relocated on Taiwan after the communist rebellion took control of  the mainland, 
withdrew from the GATT in 1949.
2 Iran and Iraq are still not members of  the World Trade Organization; Saudi 
Arabia joined in December 2005 and Yemen in June 2014.
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Concepts of economic security and national security have 
become increasingly commingled and invoked to justify a 
broad range of trade and investment interventions. Hot and 
cold wars involving great powers have prompted a new wave 
of overt and covert national security restrictions to impede the 
trade of armaments as well as dual-use products that could 
be incorporated in military equipment. At the same time, 
countries have sought to restructure supply chains for critical 
materials to lessen vulnerability to economic coercion. Some of 
these measures lurk in the grey zone of WTO legality; others 
clearly cross the red line. Taken together, they pose a substantial 
threat to the viability of the current rules-based global trading 
system.

What Countries Can Do Under 
Article XXI Provisions

Legal scholars have spent decades parsing the words that 
diplomats and trade negotiators formulated in the 1940s to 
determine the extent to which countries can invoke Article 
XXI and depart from their trade obligations if their national 
security interests so require. The right to do so under Article 
XXI rests on a country’s own determination that its “essential 
security interests” are at risk inter alia “in time of war or other 
emergency in international relations”, in which case it can take 
“any action it considers necessary” (Article XXI(b)).3 

As a practical matter, Article XXI measures are largely 
unbounded for any country justifying its action on national 
security grounds. In my experience, officials have not been 
constrained by concerns about compliance with trade 
obligations when planning and implementing trade and 

3 For an excellent analysis of  the national security exception with recommendations 
on how to improve WTO jurisprudence in this area, see W. Maruyama and 
A.W. Wolff, “Saving the WTO from the national security exception”, Peterson 
Institute for International Economics Working Paper 23-2, May 2023.

https://www.piie.com/publications/working-papers/saving-wto-national-security-exception
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investment restrictions in pursuit of foreign policy and national 
security goals. Trade lawyers then argue WTO requirements 
ex post while the commercial barriers remain in place for 
whatever length of time is deemed necessary. There have been 
several WTO dispute rulings involving Article XXI measures, 
but none ever had any impact when policies of major trading 
nations were at issue (e.g. recent cases disputing US steel and 
aluminium restrictions).4

The WTO Is in Crisis and Article XXI 
Has Become a Serious Part of the Problem

Over the past quarter century, a lot has changed in the WTO and 
in international commercial relations. The WTO trading system 
has grown in the number of member countries; in contrast, 
the WTO rulebook has not been significantly updated. WTO 
negotiations generally have been unproductive.5 New trading 
powers have emerged; old trading powers have prioritised 
bilateral and regional agreements over WTO initiatives, and 
some have reverted to the unilateralism and protectionism that 
marred the early decades of the postwar era. 

WTO efforts to address old problems and new challenges 
have been deficient, undercutting confidence in the rules-based 
system and prompting pursuit of alternative arrangements and/
or unilateral measures. As a result, the WTO is in crisis. The 
abuse of Article XXI national security measures is at least partly 
to blame. 

4 There are legal arguments that predominantly support the view that Article 
XXI measures are not “self-judging” (as US officials contend) but also subject to 
some degree of  WTO review; see, for example, S. Kho, Y. McNamara, S. Kirwin, 
and B. Davies, “The Conundrum of  the Essential Security Exception: Can the 
WTO Resolve the GATT Article XXI Crisis and Save the Dispute Settlement 
Mechanism?”, Centre for Trade and Economic Integration, Geneva Graduate 
Institute, Working Paper, November 2023.
5 Notable exceptions to this poor record are the Information Technology 
Agreements and the Trade Facilitation Agreement.

https://www.graduateinstitute.ch/library/publications-institute/conundrum-essential-security-exception-can-wto-resolve-gatt-article
https://www.graduateinstitute.ch/library/publications-institute/conundrum-essential-security-exception-can-wto-resolve-gatt-article
https://www.graduateinstitute.ch/library/publications-institute/conundrum-essential-security-exception-can-wto-resolve-gatt-article


The National Security Threat to the World Trade Organization 99

The following summarises key changes that have occurred in 
the past quarter century that have contributed to the erosion 
of multilateral trade disciplines and encouraged the abuse of 
WTO exceptions, including those afforded by Article XXI.

First, the rise of China has meant that, for the first time in 
the postwar era, a strategic Western adversary is also a global 
economic power. When China entered the WTO in December 
2001, its exports were relatively small (less than 4% of global 
exports) and largely low tech; by 2023, China was the world’s 
largest exporter of a broad array of industrial goods, including 
sophisticated products like electric vehicles. Russia, Iran, North 
Korea and other rogue states never had a commercial footprint 
the size of China’s in global markets, and thus could not exercise 
commercial pressure to further their strategic goals (though 
Russia tried to do so by withholding pipeline gas exports to 
Europe after invading Ukraine in 2022). China has used its 
growing market power as leverage to advance its economic and 
security interests and to respond to foreign policies or retaliation 
against it.6 Invocation of Article XXI, if done at all, has been a 
sidebar to its coercive measures.

Second, the increase in WTO membership, soon to reach 
166, has added countries such as China (2001), Saudi Arabia 
(2005), and Russia (2012) that have a different political 
and economic orientation from that of the founding WTO 
signatories, even though they have committed to adhere to 
all WTO requirements as per their negotiated protocols of 
accession. This larger membership clearly complicates the 
task of reaching consensus on new WTO rulemaking and 
trade liberalisation. New members are not the only ones 
that block progress: original GATT signatory India has done 
so consistently in almost every round of multilateral trade 
negotiations. But the WTO consensus rule and the larger 
WTO membership clearly have limited the ability to update 

6 China has also promoted boycotts of  trade with Lithuania, South Korea and 
Australia, among others, as tools of  economic coercion against military and 
diplomatic policies of  those countries.
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WTO rules to reflect changing conditions in world markets. As 
a result, the track record of WTO negotiations has been very 
weak; few pacts have been accepted and those that pass muster 
often are watered down because of objections by one or a few 
countries (e.g. recent WTO fishery talks).

Third, the United States, the demandeur of every multilateral 
trade round in the GATT/WTO in the postwar era, has stepped 
back from its longstanding leadership role in the trading 
system. This shift in US policy toward the WTO reflects several 
factors, including a strong protectionist drift in US trade policy 
in response to growing commercial competition from friend 
and foe alike. Over the past seven years, the focus has been 
on blunting Chinese trade and investment and technological 
development. But the erosion in US leadership in the trading 
system also derives from deeper, nationalistic trends in US 
trade politics that have become evident since the WTO’s 
early years when the US first began to doubt the value of the 
binding dispute settlement procedures that US officials had 
championed in the Uruguay Round. A series of Appellate Body 
rulings against US interests overturning WTO panel decisions 
led US officials to block appointments of new Appellate judges 
until the body became inquorate in 2019. 

To be blunt, US policy now prefers the old GATT procedures 
where it can block decisions that go against US interests and 
Washington is doing so by invoking its right to appeal cases, 
which defers final resolution of the case until the appeal 
process is concluded. WTO members have the right under the 
Dispute Settlement Understanding to appeal panel rulings. 
Such appeals go “into the void” because the disabling of the 
WTO Appellate Body indefinitely delays review and censor 
of their WTO violations. Unfortunately, other countries can 
follow this devious practice too if they are powerful enough to 
get away with it. And the crippling of dispute resolution also 
compounds WTO woes by creating a formidable roadblock to 
the reform of WTO rights and obligations. It is hard to get 
countries to accept new trade obligations when there are doubts 
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that existing rules can be effectively enforced because of the 
dispute settlement impasse. 

Fourth, with less risk of censure or compensation demands 
for WTO violations, major trading nations, particularly the 
United States and China, have become much more liberal in 
their use of national security to justify trade interventions. 
National security claims are now being invoked to circumvent 
WTO obligations and justify a broad range of actions against 
each other’s trade, investment, and intellectual property. The 
concept of national security has become more elastic and often 
conflated with economic security.

Economic sanctions have increasingly been deployed to 
respond to a diverse array of foreign practices; these measures 
are effectively considered national security measures exempt 
from WTO obligations under Article XXI provisions, even 
if the imposition of sanctions makes no reference to WTO 
obligations. Enforcement of these measures via secondary 
financial sanctions imposed on individuals, firms, and the 
financial institutions that execute their transactions with the 
country targeted by the sanctions now affect hundreds of 
billions of dollars of international trade and put a cloud over the 
commercial activities of many others. Most recently, financial 
sanctions have been imposed with impunity against those 
abetting Russia, Iran, North Korea and other rogue nations 
engaged in military adventurism, nuclear proliferation, human 
rights abuses, genocide, and other crimes against humanity. 
Article XXI shields the sanctioning country from WTO censure 
but offers the targeted regime and third countries suffering 
collateral damage from the sanctions little consolation. 

No major power will ever relinquish its right to pursue its 
own self-assessed security interests, but countries should use 
Article XXI responsibly. That is not being done today. Instead, 
Article XXI exceptions allow major powers to obstruct trade 
and investment with so-called rogue nations engaged in a broad 
range of misconduct and avoid WTO responsibility for their 
actions. The United States and China, the world’s largest traders 
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of goods and services, have engaged in a tit-for-tat trade war 
for the past 6 years without much regard to the WTO or the 
impact of their actions on third countries and the global trade 
institution. Russia has been an even worse offender, brutally 
invading Ukraine and obstructing air and sea travel in the region.

Last but certainly not least, the world has regressed into new 
hot wars involving, or threatening to involve, nuclear powers. 
Renewal of military conflict among Great Powers (including 
via surrogates) has had a profound impact on the way we assess 
national security and how we constrain/prioritise economic 
policy to support critical security needs. Russia taught Europe 
an invaluable lesson in energy security, which I and others had 
tried to get across to European leaders for the past 40 years, 
when it cut off Europe from supplies of natural gas exports via 
pipeline soon after it invaded Ukraine in 2022. It is also indirectly 
threatening China, Japan, and South Korea via an alliance with 
North Korea that supports that country’s aggressive militarism 
and pursuit of nuclear weapons; and its leader, Vladimir Putin, 
has vowed to use tactical nuclear weapons if US and EU weapons 
supplied to Ukraine are used to attack Russian territory. Here 
again, WTO provisions do little to constrain the imposition of 
discriminatory trade restrictions against a targeted regime but 
neither do they pose significant obstacles to the circumvention 
of those measures by that regime’s friends or business associates 
(so-called “black knights”).

WTO Reform Must Include Criteria 
for Using Article XXI

WTO reforms have been on the trade agenda throughout the 
almost three decades since the establishment of the global trade 
institution. Doha Round negotiations failed to address important 
trade reforms involving subsidies to state-owned enterprises, 
competition policy, environmental goods, intellectual property 
protection, and liberalisation of tariff and nontariff barriers 
to agricultural and services trade (see Hufbauer, Schott, and 
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Wong 2010).7 More recent reform efforts have been blocked 
or watered down to irrelevance and now face the additional 
challenge of restoring a credible system of dispute resolution. 
In my view, new rules will only move forward if paired with an 
updated and improved dispute settlement process that applies 
to rich and poor, and powerful and weak alike. 

Setting new criteria for the notification and imposition of 
Article XXI measures must be a critical part of the WTO reform 
agenda; otherwise, most WTO members will assume that the 
rules can be bent by the major trading powers when they deem 
it in their commercial advantage to assert essential security 
interests. This was not a problem in the first five decades of the 
postwar era, when countries exhibited notable self-restraint in 
the invocation of Article XXI measures. Overall, Article XXI 
cases in the XX century were limited and had minimal impact 
on trade and investment. But no longer.

The first task should be to develop guidelines for national 
security exceptions under WTO Article XXI to make their use 
more transparent and accountable to other WTO members. 
At a minimum, countries invoking Article XXI should notify 
WTO members about their derogation before the measures 
enter into force, so that countries not targeted by Article XXI 
actions, but potentially affected by them, could take appropriate 
action. Doing so would provide information for third countries 
adversely affected by Article XXI measures to determine whether 
their expected benefits under the WTO had been nullified or 
impaired, even if the national security measure did not violate 
WTO obligations.8 Some countries would accept the losses in 
deference to their relations with those invoking Article XXI; 
others might seek instead compensation or retaliate to protect 
their own security interests.

7 G.C. Hufbauer, J.J. Schott, and W. Foong Wong, Figuring Out the Doha 
Round, Policy Analyses in International Economics 91, Peterson Institute for 
International Economics, June 2010.
8 For a fuller analysis of  this issue, and recommendations for dealing with non-
violation, nullification and impairment claims, see Maruyama and Wolff  (2023).

https://www.piie.com/bookstore/figuring-out-doha-round
https://www.piie.com/bookstore/figuring-out-doha-round
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New guidelines should aim to discourage the cavalier use 
of national security measures and ensure that actions taken 
are transparent and consistent with WTO requirements. The 
WTO should also assess the impact of Article XXI measures, 
and retaliatory actions taken in response to them, on trade and 
investment in regular reviews conducted by the WTO chief 
economist. Protecting the rights of WTO countries affected 
by the implementation of Article XXI measures could help 
constrain the overzealous use of these measures and create a 
better environment for broader WTO negotiations on global 
trade reforms.



7.  The Role of Sanctions in Global 
     Politics: How Do Sanctions (Not) Work?

Ksenia Kirkham

In 2015, the UN “Sustainable Development Goals – 2030” 
were set up as an “urgent call” to action for all countries to 
cooperate in promoting the following policy objectives: to 
eradicate global poverty, to end world hunger, to combat 
global inequality by protecting human rights and achieving 
gender equality, and most importantly – to secure peace and 
justice and environmental sustainability.1 However, during 
the following decade world leaders seem to have distanced 
themselves from achieving these goals: the “globalised” and 
interconnected neoliberal world has become increasingly 
fragmented, anarchic, and insecure. Economic warfare and 
sanctions, accelerated in the 2010s, served as catalysts of 
multiple processes, such as the militarisation and security block 
politics that this article is going to address. Currently economic 
sanctions are used persistently by politicians to deter “rough” 
states. However, since as early as the 1960s, sanctions experts 
have been warning about unintended consequences when 
targeting powerful, resource-rich states. Norwegian sociologist 
Johan Galtung suggested that such a form of deterrence was 
limited, short-lived and paradoxical as “receivers” (sanctioned, 
or target states) develop mechanisms of self-protection by: a) 
reducing the “factors of concentration” in the economy (e.g. in 
commodities, in trade-partners), b) increasing the number of 

1 “UN Sustainable Developemnt Goals”, 2015.

https://sdgs.un.org/goals
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trade partners (diversification of importers and exports), and 
c) supporting the most vulnerable societal groups which could 
potentially pose a risk to internal stability.2 

Political science or economic theory alone cannot explain 
the complexity of the impact of sanctions on the target 
state: sociology, history, anthropology, and theology must be 
mobilised to address the issue of sanctions effectiveness. Recent 
studies explore the self-adjustment mechanisms of various 
target states to sanctions. When sanctions seemingly work by 
constraining the economic, military and material capabilities of 
target states, those effects are commonly short-lived. Analysis 
of the distributional consequences of sanctions shows how 
domestic forces subsequently respond.3 While populations 
face economic hardships, economic costs seldom translate into 
regime change (e.g. Cuba, Iran, North Korea, and the more 
recent cases of Russia and China). For instance, in Castro’s 
Cuba, sanctions “reinforced anti-American sentiments” among 
the suffering population, and the government’s anti-sanctions 
rhetoric strengthened the regime’s claims of legitimacy.4 When 
it comes to a nuclear-armed adversary, the historical lesson 
was formulated by US President John F. Kennedy during the 
Cuban Missile Crisis: “while defending our own vital interests, 
nuclear powers must avert those confrontations which bring 
an adversary to a choice of either a humiliating retreat or 
a nuclear war”.5 A productive way of obtaining a deeper 
understanding of how sanctions work could be achieved by 
tracing the evolution of “welfare state regimes” under sanctions 
– i.e. long-term trends and mechanisms of self-protection.6 

2 J. Galtung, “Trustees of  Princeton University On the Effects of  International 
Economic Sanctions: With Examples from the Case of  Rhodesia Author(s)”, 
World Politics, vol. 19, no. 3, 1967, pp. 378-416.
3 L. Jones, Societies Under Siege: Exploring How International Economic Sanctions (Do 
Not) Work, Oxford, Oxford University Press, 2015, p. 25.
4 Ibid.
5 J. Sachs, “The Urgency of  Diplomacy”, 2024.
6 K. Kirkham, The Political Economy of  Sanctions: Resilience and Transformation in Russia 
and Iran, International Political Economy Series, Palgrave Macmillan Cham, 2022. 

Http://Www.Jstor.Org/Stable/2009785
Http://Www.Jstor.Org/Stable/2009785
https://www.jeffsachs.org/newspaper-articles/w8jwrwhcnmf9bf2dmwfy57l85r47af.
https://link.springer.com/book/10.1007/978-3-031-04055-9.
https://link.springer.com/book/10.1007/978-3-031-04055-9.
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Governments and societies adapt by developing various societal 
mechanisms of protection. This welfare state approach by 
regimes considers institutional (legislative), material (related to 
the mode of production) and cultural practices alongside the 
de-commodifying, redistributing, and connecting functions 
crucial for the reproduction, self-protection, and survival of a 
capitalist state.7

This chapter examines the paradoxical role of sanctions in 
global politics by exploring both the declared and covert political 
objectives of sanctions against “contender” states, such as Iran, 
Russia, and China. It is crucial to counterpose the officially stated 
(and not official) political objectives of sanctions to the outcomes, 
keeping in mind that these objectives are much wider in scope 
than the UK’s “Deter, Disrupt and Demonstrate” sanctions 
strategy.8 A failure to understand contradictory ‘unintended’ 
consequences of sanctions is too risky not only for sender 
states but also for the global political economy. So far, the key 
normative, legal, geoeconomic and military objectives have been: 

1.	 to weaken the economic and military capabilities of 
sanctioned states, thereby reducing their capacity to 
undertake aggressive military and economic actions – 
i.e. economic warfare;

2.	 to limit the necessity of military actions by sender 
states by creating what Woodrow Wilson called “an 
alternative” to war – i.e. fewer rather than more wars;9

3.	 to signal to other “contender” states (i.e. deterrence);
4.	 to build domestic and international solidarity by 

signalling disagreement with the political course of 
sanctioned states (to isolate the target state);

5.	 to promote national economic interests by securing 
leading positions in global markets and to undermine 

7 Ibid.
8 UK Sanctions Strategy, “Deter, Disrupt and Demonstrate – UK Sanctions in a 
Contested World”, 2024.
9 W. Wilson, Woodrow Wilson’s Case for the League of  Nations, Princeton, Princeton 
University Press, 1923.

https://assets.publishing.service.gov.uk/media/65d720cd188d770011038890/Deter-disrupt-and-demonstrate-UK-sanctions-in-a-contested-world.pdf
https://assets.publishing.service.gov.uk/media/65d720cd188d770011038890/Deter-disrupt-and-demonstrate-UK-sanctions-in-a-contested-world.pdf
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a strategic competitor’s economic capabilities (i.e. 
neo-protectionism);

6.	 to protect international law by forcing the sanctioned 
state to comply with its core principles;

7.	 to promote sustainable development by restructuring 
long-standing business relationships according to new 
challenges to national security.

The following passages will investigate these individual policy 
objectives by looking into trends, business practices and 
paradoxical effects.

Paradox 1. Empowerment of Sanctioned States 

The first political objective of sanctions is to serve as a 
mechanism of economic warfare against a target state to 
weaken its economic and military capabilities, thereby reducing 
its capacity for aggressive (military) actions. Sanctions are 
considered “effective” as long they disrupt the vital supply chains 
of a target state, induce inflation in strategic sectors and make 
war efforts more costly. Initially, in some market segments (such 
as in electronics) the effects of sanctions may be visible; it is 
not possible, however, to mathematically separate the effects of 
sanctions from the effects of other macroeconomic indicators, 
such as inflation, or market volatility. Yet, how durable are these 
“positive” effects? What is missing in the “strategic” calculations 
of sanctions legislators is precisely strategy: i.e. long-term 
geostrategic risks, multiple mechanisms of adjustment in target 
states, growing sanctions enforcement costs, and the correlation 
between rising expenses and other national security priorities 
of the sender state. Instead of relying on initial short-term 
indicators of success – e.g. shifts in macroeconomic variables, 
like domestic production, GDP, commodity prices, inflation, 
exchange rates, trade balances, etc. – a more nuanced analysis 
of long-term socio-economic trends is required to speculate 
over the possible “effectiveness” of sanctions. This is especially 
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true when it comes to the three resource-rich contemporary 
epicentres of US (and more recently EU) “extraterritorial” 
sanctions: China, Iran, and Russia. 

Iran has been the most “sanctioned” state (until Russia’s 2022 
“special military operation”), with over forty years under harsh 
US sanctions. Despite some alarming macroeconomic trends 
and devastating effects of sanctions on the very people they were 
supposed to protect – the middle class (an expected force for 
regime change), the political regime in Iran has consolidated 
its grip on power.10,11 It comes with no surprise that a nation 
with a history of resilience during the devastating eight-year 
war with Saddam Hussein’s Iraq in the 1980s, should survive 
under sanctions despite economic problems such as inflation, 
youth unemployment, rising poverty, etc. The redistributive 
capabilities of the government welfare state are not as ineffective 
as commonly believed. Western observers admit that the Iran of 
today “is hard to intimidate” – not only for internal mechanisms 
of protection but also due to “a powerful network of proxies and 
a degree of support from both Russia and China”.12 Despite the 
relatively obsolete military arsenal in Iran, there have been some 
technological advances, such as a new generation of missiles, and 
high-end “cheap, effective and easy to produce” drones that have 
already been used in modern warfare across the Middle East, 
the Caucasus (Nagorno Karabakh) and in Ukraine.13 Apart from 
drones, there are many more examples, such as a successful strike 
by 430-mile range Zolfaghars missiles on an ISIS command 
centre in 2017, and a strike by 900-mile range Kheibar Shekan 
ballistic missiles on IS targets in northwest Syria, in 2024.14

10 K. Kirkham, The Political Economy of  Sanctions: Resilience and Transformation in 
Russia and Iran. London, Palgrave Macmillan, 2022.
11 N. Bajoghli, V. Nasr, D. Salehi-Isfahani, and A. Vaez, How Sanctions Work: Iran 
and the Impact of  Economic Warfare, Redwood City, Stanford University Press, 2024.
12 “Why Iran Is so Hard to Intimidate”, The Economist, 2024.
13 “What Iran’s Attack on Israel Revealed about Its Weapons Arsenal”, The 
Wahington Post, 24 April 2024.
14 Ibid.

https://www.sup.org/books/title/?id=35571&bottom_ref=subject
https://www.sup.org/books/title/?id=35571&bottom_ref=subject
https://www.economist.com/middle-east-and-africa/2024/02/06/why-iran-is-hard-to-intimidate.
https://www.washingtonpost.com/world/2024/04/17/iran-israel-attack-drones-missiles/
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Despite cultural differences, Russia has learned a lot from 
Iran. In response to sanctions, the Russian government has 
managed to develop successful “Hobbesian” mechanisms of 
self-protection, similar to Iran’s “counter-hegemonic trends”:15 
1) power centralisation in line with the teleological justification 
of a strong leadership and the concentration of legislative 
and executive mechanisms in the hands of the ruling elite; 2) 
technological modernisation, driven by digitalisation of the 
economy and development of the military complex; 3) strategic 
partnerships and regionalism to consolidate a “contender bloc” 
of states that promote multipolarity; 4) subordination of 
constitutional order to public administration, with a strong 
collective leadership and parallel structures to transfer power 
from the legislative to the executive branch; 5) cadre formation, 
to construct a political formula around ethical norms and values 
designed to secure the stability of political society. 

In 2014-21, sanctions served as a catalyst for Russia to 
consolidate its economic power. In 2021, the First Deputy 
PM Andrei Belousov stated that even though US sanctions 
caused some damage to the Russian economy, they nevertheless 
“stimulated import substitution and a twofold reduction in 
dependence on external debt”, as the country “has almost 
completely switched to self-sufficiency”.16 Since the 2022 
invasion, there has been much speculation regarding the impact 
of sanctions on Russia’s economy. This has become a highly 
politicised topic (along with Russia’s military capabilities). 
Sceptics regarding the effectiveness of sanctions (against 
Russia, Iran, or China) have been seen as “propagandists” (pro-
Kremlin, -Tehran, -Beijing). However, any encouragement of 
groupthink seems counterproductive as analysis has missed lots 
of risks. Despite the unprecedented shockwaves that sanctions 
initially created for the sectors dependent on foreign capital 
and high-end technologies, Russia’s prompt economic collapse 

15 Kirkham (2022), pp. 377-81.
16 “Belousov Said US Sanctions Helped Import Substitution and Reduce External 
Debt”, Interfax, 3 July 2021.

https://www.interfax.ru/business/770345
https://www.interfax.ru/business/770345
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did not materialise and proved to be wishful thinking. With 
corporations “hit with debt and equity restrictions”, Russia’s 
economy paradoxically, remained “stable both in spite of and as 
a result of Western sanctions”: sanctions protected the economy 
from certain external shocks and de-dollarisation has helped to 
insulate the economy from external financial risks.17

As the Financial Times put it, “the Russian economy’s 
resilience has stunned many economists who had believed the 
initial round of sanctions over the invasion of Ukraine nearly 
two years ago could cause a catastrophic contraction”.18 The 
IMF raised its outlook for Russian GDP growth in 2024 to 
3.2% (from the 2.6% it was predicting in January), and from 
1.1% to 1.8% in 2025.19 The oil and gas revenues are expected 
to grow by 30% in 2024 – to 11.5 trillion rub ($124 billion), 
and the National Wealth Fund still has enough ($130 billion) 
“to compensate the government for any decreases in oil and gas 
revenues in future”.20 Domestic businesses have no shortages of 
money, the RCB replenished its foreign reserves, and the “fiscal 
safety net could last years”.21 

More Rather Than Fewer Wars 

The second political objective is to create an “alternative” to war, 
by a) limiting the necessity of using military force by sender 
states, b) deterring sanctioned states from aggressive actions. The 
idea was an invention of liberal intergovernmentalism22 with 

17 A. Prokopenko, “Is the Kremlin Overconfident About Russia’s Economic 
Stability?”, Carnegie Endowment for International Peace, 10 April 2024. 
18 “The Surprising Resilience of  the Russian Economy”, Financial Times, 2 
February 2024.
19 “IMF Raises Russian 2024 GDP Growth Outlook to 3.2% from 2.6%”, 
Interfax, 16 April 2024.
20 Prokopenko (2024).
21 “Russia’s Reserves Dwindle, but Fiscal Safety Net Could Last Years”, Reuters, 
15 February 2024.
22 N. Mulder, The Economic Weapon. The Rise of  Sanctions as a Tool of  Modern War, 

https://carnegieendowment.org/research/2024/03/is-the-kremlin-overconfident-about-russias-economic-stability?lang=en
https://carnegieendowment.org/research/2024/03/is-the-kremlin-overconfident-about-russias-economic-stability?lang=en
https://www.ft.com/content/d304a182-997d-4dae-98a1-aa7c691526db
https://interfax.com/newsroom/top-stories/101462/
https://www.reuters.com/markets/europe/russias-reserves-dwindle-fiscal-safety-net-could-last-years-2024-02-15/
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US president Woodrow Wilson as its prominent proponent: 
“apply this economic, peaceful, silent deadly remedy and there 
will be no need for force. The boycott is what is substituted 
for war”. Since then, sanctions have been conceptualised as a 
political tool, to force targets to “fall in line with the targeting 
state’s political preferences”, such as disarmament, human 
rights compliance, or “even choice of regime”.23 However, this 
is an illusion. Throughout the centuries sanctions have been 
an economic mode of waging wars rather than a peaceful 
“alternative”: “a nation put under comprehensive blockade is 
on the road to social collapse”.24 Instead of deterring target 
states, sanctions frequently became a cause of war. 

Historical accounts of the Peloponnesian Wars, beginning 
with Thucydides, point to sanctions as an act of war. In 433/2 
BC, the trade embargo imposed by Athens against Megara, 
an ally of Sparta in the interwar period, (i.e. the “Megarian 
Decree”), was seen as a provocation, with potentially disastrous 
consequences for the targeted population. Diodorus of Sicily 
wrote: “when the Athenians voted to exclude the Megarians from 
both their market and harbours, the Megarians turned to the 
Spartans for aid. And the Spartans… ordered... the Athenians 
to rescind the action against the Megarians, and threatened, if 
they did not accede, to wage war upon them together with the 
forces of their allies”.25 This was a story of failing diplomacy. 
According to Diodorus, Athenian unwillingness to revoke 
the Megarian Decree provoked the Second Peloponnesian 
War (431-404 BC). Not only were sanctions a direct cause of 
the war, but the war itself also resulted in the loss of Athens’ 
hegemony to Sparta, which took its place as the most powerful 
city in Greece. The XX century shows that policymakers seldom 

New Haven, Yale University Press, 2022.
23 T. Ruys and C. Ryngaert, “Secondary Sanctions: A Weapon out of  Control? The 
International Legality of, and European Responses to, US Secondary Sanctions”, 
in British Yearbook of  International Law, Oxford, Oxford University Press, 2020.
24 Mulder (2022).
25 Diodorus, “Diodorus Siculus”, Book XII, continued, accessed 5 July 2023.

https://penelope.uchicago.edu/Thayer/E/Roman/Texts/Diodorus_Siculus/12c*.html.
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reflect upon history: the catastrophic arrangements of peace 
that made Germany pay huge reparations after WWI, and the 
use of sanctions by the League of Nations in the context of 
imperialism, military expansionism and the Great Depression26 
led to the rise of fascism and brought the world to the Second 
World War.27 

Historical parallels, though random, are surely striking. For 
Lawrence Freedman, the US’s stringent sanctions on Russia 
from 2014 to 2022 failed both “as a deterrent to the aggressive 
actions”, and later in their intention “to confirm Russia’s 
isolation and hurt its ability to prosecute the war, putting the 
Kremlin under intense pressure to reverse course”28 (though 
deterring less self-sufficient states could be more efficient). In 
2024, almost a third of Russia’s budget (9.6 trillion Rub. in 
2023 and 14.3 trillion Rub. in 2024) is directed towards the 
war effort, not only towards hardware production, but also 
on war-related social payments.29 Russia’s arms production 
is “worrying Europe’s war planners”: Russia is not only self-
sufficient in natural and human resources, but its competitive 
advantage stems from the possibility of “running its military 
industry by fiat, reassigning personnel, increasing budgets and 
filling large orders on an ad hoc basis”.30

Sanctions legislators are puzzled by two questions: 1) how 
do target states overcome technological retardation? 2) how 
will alleged “technological retardation” disrupt the military 
operation? Technological advantage is important, but not 
paramount for a war of attrition, when “the mere existence 
of cutting-edge technology and high-tech weapons does not 

26 J.M. Keynes and P.A. Volcker, The Economic Consequences of  the Peace, 1919, New 
York, Skyhorse Publishing, 2007.
27 Mulder (2022).
28 L. Freedman, “Are Sanctions on Russia Working?”, Newstatesman, May 2023.
29 “The Surprising Resilience of  the Russian Economy”.., cit.
30 A. Roth, “‘A Lot Higher than We Expected’: Russian Arms Production Worries 
Europe’s War Planners”, The Guardian, 15 February 2024.

https://www.newstatesman.com/world/europe/ukraine/2023/05/sanctions-russia-working-hurting-economy.
https://www.ft.com/content/d304a182-997d-4dae-98a1-aa7c691526db
https://www.theguardian.com/world/2024/feb/15/rate-of-russian-military-production-worries-european-war-planners.
https://www.theguardian.com/world/2024/feb/15/rate-of-russian-military-production-worries-european-war-planners.
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provide a military with a guarantee of success”.31 Unlike in 
“terrain-focused” wars of manoeuvre, in a war of attrition 
victory requires a “force-centric” approach that “focuses on 
destroying enemy forces rather than gaining terrain” – i.e. the 
“ability to replace losses and generate new formations, not 
tactical and operational manoeuvres”.32 Yet any “victory” in a 
war of attrition that reaches a stalemate presupposes “Great 
Power Diplomacy”, as in the 1960s in the Middle East.33 Today, 
however, “conventional wisdom holds that a negotiated end to 
the Ukraine war is neither possible nor desirable”. According to 
Beebe & Lieven, however, this belief is not only false but also 
“extremely dangerous for Ukraine’s future”.34 As Jeffrey Sachs 
observes, for Ukraine the geo-strategic risks are too high – “the 
absence of diplomacy creates a dynamic of escalation that can 
lead to nuclear war. The highest priority for global peace is to 
re-establish US diplomacy with Russia and China”. As for the 
EU, the main risk is not so much the loss of sovereignty, as 
it “has made itself far too dependent on the US” and “simply 
follows the Washington line”, but huge economic, social 
and environmental costs of a prolonged war with Russia and 
economic warfare with China.35 

The US-China sanctions crossfire is moving the Asia-Pacific 
towards becoming another war zone. Mutual mistrust that has 
reached the level of collective paranoia drives militarisation 
of economies worldwide, and joint military operations in the 
South China Sea. In a show of force in Spring 2024, the US 

31 L. Jones, “Russia’s Technological Advantage Has Been No Match for Ukraine’s 
Ingenuity”, Gizmodo, 5 March 2023.
32 A. Vershinin, “The Attritional Art of  War: Lessons from the Russian War on 
Ukraine”, Royal United Services Institute (RUSI), 18 March 2024.
33 D.A. Korn, Stalemate The War Of  Attrition And Great Power Diplomacy In The 
Middle East, 1967-1970, Boulder, Westview Press, 1992.
34 G. Beebe and A. Lieven, “The Diplomatic Path to a Secure Ukraine”, Quincy 
paper no. 13, February 2024. See also G. Beebe, The Russia Trap: How Our Shadow 
War with Russia Could Spiral into Nuclear Catastrophe, New York, Thomas Dunne, 
2019.
35 Sachs (2024).
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held naval drills with the Philippines, Japan, and Australia “to 
counter China’s expanding military influence in the region” 
and is planning to boost its investment in its military bases 
in the Philippines (an additional $128 million).36 Earlier this 
year the US, South Korea, and Japan conducted combined 
naval exercises in waters off South Korea’s Jeju island, “perhaps 
their biggest-ever” that involved a US aircraft carrier group, 
in a demonstration of strength against North Korea.37 The 
US has initiated the expansion of annual exercises with the 
Philippines in the contested South China Sea, with Strategic 
Mid-Range Fires missile system (Typhon, range of up to 
2,500 km) and six Philippine coast guard vessels joining the 
logistical exercises and this will “further strain the countries’ 
relations with China”, so all we can expect now is escalation 
“after clashes between coast guards”.38 Such drills provoke 
mirror actions and change the geopolitical dynamics not only 
in the South China Sea but in the Pacific overall. As China has 
overlapping claims with several ASEAN states (e.g. Indonesia), 
the widening geography of military drills poses an immense risk 
to the stability of Southeast Asia, as demonstrations of force 
just spur the militarisation spiral rather than deter opponents. 
Moreover, rising tensions drive resources away from pending 
and urgent domestic national security issues. For instance, 
the Philippines’ new defence priorities, as formulated in the 
Comprehensive Archipelagic Defence Concept (i.e. to confront 
China in Exclusive Economic Zones) is a risky “move away from 
internal threats such as a communist insurgency and religious 
extremism”.39

36 “Philippines, Japan, Australia, U.S. to Hold Drills in South China Sea”, Nikkei 
Asia, 6 April 2024.
37 “The US, South Korea and Japan Conduct Naval Drills in a Show of  Strength 
Against North Korea”, The Diplomat, 14 January 2024.
38 “US and Philippines to Take Military Drills into Contested South China Sea 
Padlock”, Financial Times, 22 April 2024.
39 “Philippines to Beef  up Defenses against South China Sea Threats”, Nikkei 
Asia, 8 May 2024.
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Wake Up Call for Other Contenders (e.g. China) 

Another political objective of sanctions is to signal to other 
“contender” states. The threat of sanctions is believed to 
deter other states from following similar policies. The reality, 
however, is much more complex. External threats of sanctions 
work as a wakeup call for other opponents. The imposition 
of sanctions against Russia in 2014 pushed China to reassess 
sanctions-related risks. To shield the economy from potential 
US economic warfare, China launched Cross-border China’s 
Interbank Payment System (CIPS) in 2015, put more efforts 
into diversifying foreign exchange reserves, and set up yuan-
denominated trading of crude oil futures contracts in Shanghai 
(e.g. with Saudi Arabia) in 2018. Another trend of this “safe-
haven demand”, is a “persistent central bank buying” of gold 
that has contributed to spot prices hitting records ($2,431 
per ounce in April 2024);40 the value of China’s gold reserves 
reached $168 billion, or 5% of holdings, Russia’s $166 billion, 
(28%), and India’s $58 billion (9%). In 2022, comprehensive 
sanctions against Russia (i.e. the freezing of $630 billion 
of foreign currency reserves and the cutting off of the most 
important financial and business institutions from SWIFT) 
were a blow to China’s perception of the US threat. According 
to China’s economist and former adviser to the People’s Bank 
of China, Yu Yongding, “We never expected that the US would 
freeze a country’s foreign currency reserves one day. And this 
action has fundamentally undermined national credibility in 
the international monetary system. What can China do to 
guarantee the safety of its foreign assets?”.41

The anti-Russian sanctions “shock” for China coincided with 
the escalation of economic warfare between Washington and 
Beijing. Harsh sanctions legislation with an ‘intention to kill’ 

40 “China’s Central Bank Adds More Gold to Its Reserves in April”, The Business 
Times, 7 May 2024.
41 “China Scrambles for Cover from West’s Financial Weapons”, Nikkei Asia, 13 
April 2022.
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the Chinese tech sector,42 were lobbied for in the US Congress, 
the most famous lobbyists being the Chairman of Senate FR 
Committee Bob Menendez & Lindsey Graham. In 2021 
alone, over 100 new PRC entities were added to the BIS Entity 
List for alleged involvement in developing supercomputers, 
quantum computing technology, and biotechnology for 
the military. Executive Order 14034 restricted the ability of 
“foreign adversaries” to access US persons’ sensitive data (e.g. 
TikTok), the NS-CMIC List was expanded to add Chinese 
military-industrial companies that (1) operated in defence 
and related material/surveillance technology, (2) controlled 
listed companies. Taiwan’s TSMC, the world’s leading chip 
manufacturer was ordered to stop exporting to Huawei. 
Harsh sanctions that followed in 2023-24 toughened export 
controls further to “thwart almost every aspect of the country’s 
semiconductor development”,43 forcing some to select between 
their US citizenship and jobs in Chinese firms that work on 
advanced semiconductor research, design, or production. 

These measures, however, were only partially successful. For 
instance, in 2023, Huawei announced the launch of the Mate 
60 Pro and X5, its first 5G phone equipped with in-house chips 
capable of 5G-equivalent speeds, a smartphone breakthrough. 
In April 2024, Huawei Technologies developed a fully in-house 
operating system, therefore completing its “departure from 
Google’s Android OS”; the most famous evidence of this being 
that the new HarmonyOS Next ships with Huawei’s flagship 
Mate 70 smartphone, and also Pura 70 handsets.44 Overall, 
China’s economic development has remained stable, with 1Q 
2024 GDP growth accelerating to 5.3%, driven by a 6.1% 
expansion in industrial production – manufacturing and utility 
services – “defying expectations”, despite “structural headwinds” 

42 C. Miller, Chip War: The Fight for the World’s Most Critical Technology, New York, 
Scribner, 2022.
43 Ibid.
44 “Huawei Breaks Free from Google Ecosystem with Homegrown OS”, Nikkei 
Asia, 8 May 2024.
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in the real estate sector.45 Most importantly, fierce US sanctions 
and economic warfare was not a deterrent but an inspiration for 
China’s domestic telecommunications advancement that ran in 
parallel to (and contributed to) the development of new military 
technologies. According to the Australian Strategic Policy 
Institute (ASPI), China has established a “commanding lead” 
in 19 of 23 key categories of advanced military technologies, 
including key undersea capabilities, hypersonic and electronic 
warfare.46 For instance, new “electromagnetic spectrum 
monitoring equipment” is expected to “fundamentally alter the 
nature of warfare” by leaving adversaries with “nowhere to hide 
on the battlefield”.47 These advancements are not surprising as 
China actively invests in military R&D. China is the second 
largest military spender in the world – $292 billion in 2022, 
behind the United States, the absolute leader in arms sales, and 
the world’s biggest military spender – $877 billion (39% of 
total global spending of $2240 billion in 2022); however, the 
cost of production in China is considerably lower than in the 
US.48 

In 2024, the scope and scale of US sanctions against China 
reached unprecedented levels. Primary sanctions against China’s 
tech sector are coupled with secondary sanctions against 
multiple players for their alleged cooperation with Russia. In 
May 2024, OFAC imposed sanctions on 20 Chinese companies 
for “support for Russia’s military”. Although, sanctions against 
Chinese firms might create temporary bottlenecks in supplies 
of chips, and lift their price, such measures are doomed to fail. 
Most trade just goes “underground” or disappears in the “grey” 

45 “China’s GDP Growth Accelerates to 5.3%, Defying Expectations”, Nikkei 
Asia, 16 April 2024.
46 J. Seldin, “China Establishing ‘Commanding Lead’ with Key Military 
Technologies”, Voanews, 5 June 2023.
47 “‘Nowhere to Hide’: China’s Game-Changer in Military Tech”, The Times of  
India, 6 February 2024.
48 “World Military Expenditure Reaches New Record High as European 
Spending Surges”, Stockholm International Peace Research Institute (SIPRI), 14 
April 2023.
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zones. Capital and money always flow where there is demand 
and high profits. It is almost impossible to halt these flows 
unless a sender state invades the target country and imposes 
full control of its territory, a surveillance of business strategies 
and of M&A activities in domestic markets and monitors the 
country’s borders (the border between Russia and China is over 
4,100 km long, between Russia and Kazakhstan over 7,800 km, 
between Kazakhstan and China almost 1,800 km). 

Target State “Isolation”

The fourth objective of sanctions policies is to strengthen 
domestic and international solidarity by signalling to 
other states the disagreement with the political course of a 
sanctioned state (e.g. the breach of international law). The 
more comprehensive sanctions are, the more effectively 
they are expected to undermine the target state’s ability to 
implement trade diversification. However, excess pressure 
on “third countries” brings the opposite effect. For instance, 
despite multiple pressures, Russia’s BRICS allies – Brazil, India, 
China and South Africa – have strongly “positioned the block 
as an alternative to the Western-dominated global order”.49 
Multilateral and bilateral cooperation among BRICS countries 
is on the rise. According to Anil Sooklal, South Africa’s BRICS 
ambassador, “twenty-two countries have formally approached 
BRICS countries to become full members” and 20+ more states 
have done so informally; this is because new potential members 
see BRICS as “a powerful force” that has overtaken the G-7 in 
its share of global GDP (31.7%) In 2024, Egypt, Iran, Saudi 
Arabia, UAE, Ethiopia confirmed their willingness to join the 
group.50 

49 K. Bartlett, “40 More Countries Want to Join BRICS, Says South Africa”, 
Voanews, 21 July 2023.
50 Ibid.

https://www.voanews.com/a/more-countries-want-to-join-brics-says-south-africa-/7190526.html


The Rise of Fragmentation120

Discontent with secondary sanctions has grown not only 
among US adversaries but also among allies, especially in 
business communities (e.g. see the last briefings of the Trilateral 
commission). Sanctions and vague, costly export controls 
undermine some domestic businesses’ profitability, and 
undermine third party states’ key national security interests in 
defence, energy security, transport, and commerce. A growing 
number of non-BRICS states (following BRICS), such as 
Indonesia, Turkey, Nigeria, preoccupied with global uncertainty 
and the growing “strategic costs” of close cooperation with 
major powers, are trying to “hedge” between competing blocs. 
“Hedging” – a national strategy of avoidance of “commitments 
that will be hard to discharge” – preserves the capability to swiftly 
adapt foreign policy (“maximum flexibility”) to unpredictable 
circumstances.51 This strategy is built on self-sufficiency in core 
sectors, the development of domestic markets, industrialisation, 
neutrality in military conflicts and economic warfare (e.g. 
the war in Ukraine). In contrast to NATO Secretary General 
Jens Stoltenberg’s vision, BRICS+ states promote diplomatic 
resolution of military conflict, for the fear that Russia’s full 
demise will create a dangerous power vacuum. Hedging “entails 
keeping the channels of communication open with all the 
players” – i.e. a prompt diplomatic resolution of the crisis is the 
only possible “strategy for managing a multipolar world”, in 
which the US plea for a rule-based order looks “hypocritical in 
its dealings with the developing world”.52 

Key sanctioned states – Iran, Russia and China feel less and 
less ‘isolated’. Attempts by the EU and US to weaken China’s 
BRI by creating parallel transnational economic corridors 
are coming late. At the G20 Summit in Delhi, European 
Commission President Ursula von der Leyen announced two 
major infrastructure initiatives, the first one is under the umbrella 
of the Partnership for Global Infrastructure and Investment 

51 M. Spektor,  “In Defense of  the Fence Sitters”, Foreign Affairs, 18 April 2024.
52 Ibid.
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(PGII) – i.e. an India-Middle East-Europe economic corridor as 
a “green and digital bridge across continents and civilisations”, 
the second one is the Trans-African Corridor.53 However, the 
realisation is dawning that neither the first, which includes 
Israel, Saudi Arabia, the UAE, Jordan, nor the second one 
(linking Angola, the Democratic Republic of the Congo, and 
Zambia) seem feasible any time soon, given existing military 
tensions in both regions and the diversion of investment towards 
militarisation and wars, away from sustainable development. 
According to the Kiel Institute for the World Economy, over 
the period of just two years, (February 2022 to February 2024) 
the US military aid to Ukraine reached $75 billion (including 
humanitarian, financial, and military support),54 US cumulative 
aid to Israel (economic and military) since 1948 has exceeded 
$300 billion (adjusted for inflation), most of which comes 
through the annual $3.3 billion grant (i.e. Foreign Military 
Financing program) that Israel has been obliged to spend on US 
military equipment and services (Tamir interceptor missiles for 
Israel’s Iron Dome are manufactured by Raytheon).55 

Apart from accelerated economic militarisation, the escalation 
of tensions worldwide is fuelled by joint military drills. In 
spring 2024, NATO conducted the “Steadfast Defender-24” 
Nordic drills, with up to 90,000 troops (including troops from 
new members Sweden and Finland). Meanwhile, “isolated” 
Russia began its fifth joint drills called “Maritime Security 
Belt – 2024” with the navies of China and Iran, with observers 
joining from Azerbaijan, India, Kazakhstan, Oman, Pakistan 
and South Africa. Common military exercises (this time in the 
Gulf of Oman) involved warships and aircraft with a focus on 
the protection of “maritime economic activity”.56 

53 I. Claus and S. Curtis, “The New Corridor Competition Between Washington 
and Beijing,” Carnegie Endowment for International Peace, 12 April 2024.
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Military exercises run in parallel to strengthening economic 
ties with partners in different spheres. Russia’s trade with China 
reached a record $240 billion in 2023. China, the world’s top 
oil and gas importer, could easily substitute European goods 
(machinery, electronics, and other goods) in Russia’s domestic 
market.57 In 2024, Russia’s trade with other BRICS countries 
surged as well; overall, between 2017 and 2024 intra-BRICS 
trade has more than doubled, as the members have advanced 
in standardising products, “optimising business methods, and 
removing barriers to market entry”.58 The BRICS established 
the New Development Bank (NDB) in 2014, “as a partial 
alternative to the World Bank”; as of September 2023 (the latest 
data available), the bank had approved over 90 projects worth 
$32 billion to support members’ infrastructure.59 Moreover, 
BRICS cooperation extends across regional blocks. Trade 
partners “leverage their connections with other free trade blocs 
they belong to” i.e. the South Asia Free Trade Area (SAFTA), the 
Eurasian Economic Union (EAEU), the African Continental 
Free Trade Area (AfCFTA), the Southern Common Market 
(MERCOSUR), and the Regional Comprehensive Economic 
Partnership (RCEP). 

Vulnerability of Sanctions Power Base

Fifth, sanctions and export controls (that are also seen as a 
form of sanctions) have become a tool of neo-protectionism 
in the battle for global technological and energy superiority. 
Since Trump’s US National Defense Authorization Act in 
2019, the US has increasingly used sanctions for geo-economic 
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reasons. Sanctions against China aim at securing the US’s 
leading position in global tech markets by undermining China’s 
capabilities and supply chains (sanctions against Nord Stream 2 
and Turk Stream were designed to free the European market for 
expanding LNG exports from the US).60 In retaliation, China, 
which produces 98% of the world’s raw gallium, controls 68% 
of global refined germanium production, and produces 65% of 
the world’s graphite, introduced export controls on germanium, 
gallium, graphite, and rare-earth metals to target America’s next-
generation missile-defence and radar systems (which use gallium 
nitride), the nuclear power industry, and EV automotive battery 
production (graphite). Sanctions legislation is reinforced via 
industry coalitions that establish new standards, certifications, 
and policy frameworks to reshuffle existing supply chains. 
Commercialised sanctions are successful if the sender state 
controls either a) the global financial system, b) supply chains, 
or c) natural resources. Such economic leverage could be called 
the sanctions power base. If this power base is overstretched 
(if sanctions are pushed too hard), the very mechanisms that 
make sanctions work start falling apart. Over time, opponents 
adjust to pressures by launching alternatives. By tightening 
sanctions legislation, sender states face a boomerang effect – 
strict compliance systems hit back and hurt businesses in the 
jurisdictions of the sender state and its allies much more than 
in the (more self-protected) target state. 

Secondary sanctions bear multiple risks for the sender 
state. The first risk is that of undermining the competitiveness 
of core sectors of the economy in the sender state (e.g. The 
City of London). Growing costs of sanctions enforcement and 
sanctions compliance strategies suffocate domestic businesses. 
The situation in the banking sector is dire. In 2023, US 
Treasury fines hit a record high of $1.5 billion. Many in the 
Western banking sector are put “on the edge”, feeling that “the 
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Need More Pipelines from Eurasia?”, Journal of  Balkan and Near Eastern Studies, 
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more sanctions there are, the more bankers are being used as 
intermediaries to implement them in the financial system”.61 
According to Eric Young, director at Guidepost Solutions, 
sanctions affect a wide range of operations, from payments to 
trade and finance by “creating vulnerabilities in banks’ broad 
ecosystems of vendors, suppliers, and other counterparties”. For 
Young, what makes “matters worse for bank executives and risk 
managers” is that “sanctions misconduct can be enforced even 
if someone does not know that laws have been breached”.62 
Moreover, new compliance requirements and sanctions evasion 
schemes are very costly and hard to monitor (e.g. microchips). 
Businesses are built on trust – trust is the core component of 
business stability and profitability – and any disruption in the 
financial system has knock-on effects across other sectors. The 
substitution of the strategic goal of business efficiency with that 
of “national security” comes at huge cost (e.g. higher insurance, 
transport, production, and transaction costs). 

The second risk is that stringent sanctions enforcement 
measures negatively affect the image of a sender state. The 
global business community increasingly sees sanctions as 
the weaponisation of the international monetary system, in 
breach of international law. Severe penalties undermine the 
credibility of the US with its “exorbitant privilege” in the global 
financial system. States and corporations are forced to diversify 
away from dollar-denominated transactions (e.g. away from 
SWIFT). De-dollarisation goes along all channels, e.g. currency 
swap agreements, digitalised currencies, e-currencies, cross-
border deals, diversification of CB reserves, etc. In 2023, the 
People’s Bank of China renewed their currency swap agreement 
with the Saudi Arabian Monetary Authority ($6.98 billion for 
three years), and with the Central Bank of the UAE ($4.89 
billion for five years). The Shanghai Stock Exchange signed 
a memorandum of understanding with the Dubai Financial 

61 “Banks Face New Risks as US Tightens Sanctions on Russia”, Financial Times, 
2 May 2024.
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Market to foster cooperation in digital financial transactions. 
The main achievement of all these efforts is that China is now 
paying in yuan for is purchases of LNG from countries such as 
the UAE, and for oil coming from Saudi Arabia. A new term 
has emerged – the “petroyuan”. Aside from the UAE and Saudi 
Arabia, China has also established yuan clearing centres and has 
cross-border trade settlement arrangements with other members 
of the Gulf Cooperation Council, i.e. Bahrain, Kuwait, Oman, 
and Qatar.63 This trend is becoming truly global, with some 
European companies settling their transactions with China in 
yuan (Total Energies, Engie, etc.), facilitated through payment 
hubs, such as the one in Frankfurt. If in 2013 nearly 100% of 
oil trading was conducted in US$, in 2023 one-fifth of oil trade 
was transacted in alternative currencies. Steps to diversify away 
from the US dollar are being taken in other markets as well 
(not only oil and gas). BRICS members are actively looking to 
“establish a new reserve currency backed by a basket of their 
respective currencies”.64 

Another sign of de-dollarisation was the reduction in the 
share of the US$ in FOREX reserves in 2023 (against the euro 
and Japanese yen), and the development of Central Bank Digital 
Currencies (CBDC) by central banks in BRICS and other 
emerging economies. The value of transactions processed with 
CBDC is expected to grow by 260,000% between 2023 and 2030, 
to reach $213 billion. China has launched several programmes 
to create new securities trading platforms in Shanghai and Hong 
Kong (e.g. on the basis of the Stock Connect programme in 
2014, and the Bond Connect programme in 2017).65 In 2023, 
the yuan exceeded US$ (49% vs. 42%) in China’s cross-border 
transactions for the first time. Also, in 2Q 2023 (according to 
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the latest data available from the People’s Bank of China), the 
number of transactions, processed by China’s CIPS payment 
system (an alternative to SWIFT) grew by 60.5% (worth 29.49 
trillion yuan, or $4.06 trillion). Also, CIPS plans to connect to 
other payment systems (e.g. Russia’s SPFS). It is important to 
keep in mind that SWIFT is one of the vehicles through which 
the US government monitors third-party compliance with 
sanctions.66 Today, this moment still feels to be a distant future: 
although China holds the largest FOREX reserves in the world, 
the yuan’s share of global payments (eighth-used currency) 
remains small compared to the US$. 

Challenges to International Law and Trust 
in National Jurisdictions

Another political objective of sanctions is to protect and 
enforce the norms and principles of international law, to 
restore or maintain international peace and security. The UN 
Charter Preamble sets an objective: “to establish conditions 
under which justice and respect for the obligations arising 
from treaties and other sources of international law can 
be maintained”. UN multilateral sanctions are legitimate 
according to international law. However, unilateral sanctions 
against activities, persons, and entities located in target states 
and especially in third countries (i.e. “secondary sanctions”) 
are highly controversial. The devastating effects of sanctions on 
the Iraqi population in the1990s, pushed the UN to reconsider 
the use of comprehensive sanctions, paving the way for the 
smart sanctions movement. Smart sanctions are an attempt 
to minimise adverse effects on the general population of a 
target state by imposing more “targeted” pressures on political 
elites. However, some “targeted” sanctions regimes are in fact 
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comprehensive, since “targeting” core sectors of the economy 
(such as sectorial sanctions on oil and gas in Iran) paralyses 
some vital welfare state institutions (such as medical care), with 
populations bearing most of the burden as the effects “trickle 
down” through all sectors of the economy. The most dramatic 
case was the US sanctions against Iran during the Covid-19 
pandemic that disturbed the supplies of basic medicines.67 

Primary sanctions against individuals and secondary sanctions 
are suspect under international law. The lawfulness of such 
sanctions has spurred hot debates in academic literature and 
has been contested before various domestic and international 
judicial mechanisms.68 Sanctions override national jurisdictions 
and international obligations. Primary sanctions such as asset 
freezes and travel bans undermine basic human rights (i.e. 
the right to a fair trial and the presumption of innocence). 
Secondary sanctions violate international agreements and 
multiple principles of international law, e.g. state sovereignty, 
self-determination, the principle of non-interference in 
domestic affairs and the promotion of human rights (the UN 
Charter). In 2020, the European Parliament characterised 
US secondary sanctions as “extraterritorial” and incompatible 
with international law.69 Some mechanisms that the EU has 
developed to shield the sovereignty of nations and companies 
under its jurisdiction against US sanctions (e.g. the Blocking 
statute, SPVs) have failed to protect the EU jurisdiction and 
have led instead to prejudicial questions to the Court of Justice 
of the European Union (CJEU), creating chaos in the legal 
system and a “catch 22” dilemma (e.g. the case of Bank Melli v 
Telekom Deutschland).
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In the US, the empowerment of the President as well as 
of some unelected politicians in sanctions legislation has also 
raised concerns among the legal community. Individuals and 
entities are listed without normal judicial procedures (e.g. 
due diligence, hearings and defence, advocacy, etc.). The 
International Emergency Economic Powers Act (IEEPA), 
adopted in 1977, has been substantially overused. IEEPA 
authorises the US President to impose sanctions after declaring 
an “unusual and extraordinary threat” to national security. 
However, this “national emergency” clause is used as a routine 
foreign policy tool. Allies and partners (let alone adversaries) 
refer to IEEPA as a “financial death sentence”: “to put it simply, 
with the stroke of a pen, the president can freeze all of a person’s 
US-based assets and make it illegal for anyone in the United 
States (and many outside the country) to conduct any financial 
transactions with them”.70 

In the UK, the government froze assets of Russians individuals 
(estimated at £18 billion), alongside £26 billion worth of assets 
of the Bank of Russia (relatively small compared to the €260 
billion of RCB assets frozen by the EU). Politicians often point 
to a “big difference” between freezing and seizing assets, claiming 
that freezing is a temporary measure, a “legal” and proportional 
response to the crimes committed by the state of residence of a 
targeted individual.71 This claim, however, is not risk free from 
the position of UK national security, as it undermines trust 
in the justice of the British legal system. Trust in the British 
rule of law is one of the core components of national security, 
Britain’s economic statecraft and the competitiveness of the 
City of London. As for the “temporal” clause, practice shows 
that such actions are perceived as permanent (e.g. given the 
long-term history of Iran’s frozen assets). Moreover, it is not 
about the procedure per se, but also about decision-making 
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and the selection of targeted individuals by authorities such as 
OFAC, BIS in the US or OFSI in the UK. With no proper 
court procedures in place, sanctions “legislation” overrides both 
national and international jurisdictions and basic human rights. 

Concluding Remarks: Paradox 7. 
Sustainable Development

The analysis in the previous sections has pointed to risky 
sanctions paradoxes. Sanctions serve as a catalyst for the 
empowerment of some target states (P.1), increase the 
risk of military conflict (P.2), serve as a wake-up call for 
other potential targets to actively develop mechanisms of 
self protection and diversify their partnerships with other 
contenders (P.3). Sanctions further contribute to “contender” 
states’ bloc consolidation (P.4) and risk undermining the 
sanctions power base, i.e. dollar hegemony (P.5). Moreover, 
to increase the “efficiency” of sanctions, sender states tighten 
legislation, enforcement mechanisms and other means of 
economic warfare that eventually challenge international law 
and trust in national jurisdictions (P.6). There is one more 
paradox worth mentioning that derives from the previous 
six. The picture is apocalyptic. The subjugation of business 
strategies and legislation to the needs of national defence and 
the consequent surge in arms production are impediments to 
fostering sustainable development and addressing the problem 
of environmental degradation and climate change. The 
obsession with the formation of alternative, security-risk-free 
supply chains to support sustainable development (e.g. critical 
minerals) aided by sanctions and export controls paradoxically 
contradicts this very objective. 

First, the creation of security-driven supply-chains is hardly 
possible as some contender states control vital natural resources 
(as with China): “de-coupling” strategies in one market 
segment result in a greater dependence on the target state in 
another. For instance, South Korea, aligned with the US-driven 
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“decoupling from China” strategy, took steps to become more 
independent from China in the downstream manufacturing of 
certain goods at the expense of growing dependence on supplies 
of raw materials from China (e.g. in upstream and mid-stream 
EV battery supply chains).72 Second, sustainable development 
requires the elimination of military conflicts and transition to 
greener energy technologies. Clean energy technologies (e.g. 
solar photovoltaic plants, wind farms, electric vehicles, etc.) 
need far more minerals than the traditional hydrocarbon-based 
energy system. However, the growing and fierce inter-state and 
inter-sectorial (between the military and the green sectors) 
competition over access to and control of critical minerals 
encourages the formation of competing power blocs, centred 
around China, the US, the EU, and Russia. Such de-globalisation 
and fracturing between the West and the rest, and the growing 
paranoia that drives economic militarisation worldwide will 
inevitably drain critical resources away from green technologies 
and spur inflation in different sectors. Government-directed 
strategies to constrain businesses’ free trade relationships (to 
comply with sanctions, monitor “likeminded” partners and 
educate a new generation of professionals) require significant 
“investments of time, expertise, and resources” at “every step of 
the value chain”.73 Sanctions overcompliance undermines not 
only existing but also potentially profitable future relationships. 
This will result in increased costs of living amid decreased real 
incomes, and therefore in growing social instability and security 
risks. 

Overall, global capitalism risks being trapped in a vicious 
circle: the growth in military expenditures to address security 
risks, and growth in security risks due to excess militarisation 
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will eventually divert resources away from sustainable 
development and green energy projects. Military de-escalation 
and the diplomatic resolution of all military crises is the only 
possible way out of this deadly spiral. Complete reorientation of 
military capitalism to a more sustainable system that addresses 
humanitarian and environmental global security challenges not 
only on paper, but also in practice, is the only viable way of 
making the world a better place, with “partnerships” for real 
peace, not war.
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